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lranian Advanced Persistent Threat Actor Identified Obtaining Voter 
Registration Data 


Original release date: October 30, 2020 | Last revised: November 03, 2020 


Summary 


This joint cybersecurity advisory was 
coauthored by the Cybersecurity and 
Infrastructure Security Agency (CISA) and 
the Federal Bureau of Investigation (FBI). 
CISA and the FBI are aware of an lranian crore Sea TheATTECK 
advanced persistent threat (APT) actor BA ieroriee version # far al 
targeting U.S. state websites—to include referenced threat actor techniques. 
election websites. CISA and the FBI assess 
this actor is responsible for the mass 
dissemination of voter intimidation emails to U.S. citizens and the dissemination of U.S. 
election-related disinformation in mid-October 2020. | (Reference FBI FLASH message 
ME-000138-TT, disseminated October 29, 2020). Further evaluation by CISA and the FBI has 
identified the targeting of U.S. state election websites was an intentional effort to influence 
and interfere with the 2020 U.S. presidential election. 


This advisory uses the MITRE 
Adversarial Tactics, Techniques, and 
Common Knowledge (ATT&CK®) 





Click here for a PDF version of this report. 


1 = This disinformation (hereinafter, “the propaganda video") was in the fonm of a video purporting to misattribute the activity te 4 U.S. darnestic 
acter and implies that individuals could cast fraudulent ballots, even Tram overseas. https: /wiww.odrni.pov/ index, php /rewsrceen peess- releases 
Aer 1 Ba dri-jsha-ratclife-s-remarks-at-press-conference-on-election-security. 


Technical Details 

Analysis by CISA and the FBI indicates this actor scanned state websites, to include state 

election websites, between September 20 and September 28, 2020, with the Acunetix 

vulnerability scanner (Active Scanning: Vulnerability Scanning (71595.002]). Acunetix isa 

widely used and legitimate web scanner, which has been used by threat actors for nefarious [@menhi "has 
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purposes. Organizations that do not regularly use Acunetix should monitor their logs for any Bwana 
activity from the program that originates from IP addresses provided in this advisory and 
consider it malicious reconnaissance behavior. 


Additionally, CISA and the FBI observed this actor attempting to exploit websites to obtain 
copies of voter registration data between September 29 and October 17, 2020 (Exploit 
Public-Facing Application [T1190]). This includes attempted exploitation of known 
vulnerabilities, directory traversal, Structured Query Language (SQL) injection, web shell 
uploads, and leveraging unique flaws in websites. 


CISA and the Fl can confirm that the actor successfully obtained voter registration data in 
at least one state. The access of voter registration data appeared to involve the abuse of 
website misconfigurations and a scripted process using the cURL tool to iterate through 
voter records. A review of the records that were copied and obtained reveals the information 
was used in the propaganda video. 


CISA and FBI analysis of identified activity against state websites, including state election 
websites, referenced in this product cannot all be fully attributed to this Iranian APT actor. 
FBI analysis of the Iranian APT actor's activity has identified targeting of U.S. elections’ 
infrastructure (Compromise Infrastructure [T1584]) within a similar timeframe, use of IP 
addresses and IP ranges—including numerous virtual private network (VPN) service exit 
nodes—which correlate to this lran APT actor (Gather Victim Host Information [T1592)]), and 
other investigative information. 


Reconnaissance 
The FBI has information indicating this lran-based actor attempted to access PDF 
documents from state voter sites using advanced open-source queries (Search Open 
Websites and Damains[T1593]). The actor demonstrated interest in PDFs hosted on URLs 
with the words “vote” or “voter” and “registration.” The FBI identified queries of URLs for 
election-related sites. 
The FBI also has information indicating the actor researched the following information ina 
suspected attempt to further their efforts to survey and exploit state election websites. 

® YOURLS exploit 

® Bypassing ModSecurity Web Application Firewall 

e Detecting Web Application Firewalls 

® SOLmap tool 


Acunetix Scanning 

CISA’s analysis identified the scanning of multiple entities by the Acunetix Web Vulnerability 
scanning platform between September 20 and September 28, 2020 (Active Scanning: 
Vulnerability Scanning [T1595.002]). 


The actor used the scanner to attempt SQL injection into various fieldsin /registration 
fregistration/details with status codes 404 or 500, 
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fregistration/registration/details?addresscity=-1 or TLE:-WHITE 
3¥2<(0454+513-513) -- &addressstreetl=xxxxx&btnbeginregistration=begin 
voter registration&btnnexte lect Lonworkerinfo=next& 
btnnextpersonaLlinfo=next&btnnextresdetalls=next& 
btnnextvoterinformation=nextébt nsubmit=submit&chkageverno=on& 
chkageveryes=on&chkcit izenno=on&chkcitizenyes=on&chkdisab Ledvoter=on& 
chke Lect ionworker=on&chkresprivate=lachkstatecance L=on&d Lnumber=1& 
dob=xxxx/x/x&email=samplLe@email.tst&firstname=xxxxx&gender=radio& 
hdnaddresscity=&hdngender=4 Last4ssn=xxxxx& Lastname=xxxxxinj jeuees 
mailaddresscountry=samp le@xxx.xxxémai lLaddress Linel=sample@email. tst& 
malladdress Line2=sample@xxx.xxx&mailaddress Line3=samp Le@xxx. xxx& 
malladdressstate=aaimai laddresszip=samp Le@xxxx.xXxx& 

mai laddresszipex=sample@xxx. xxx&middlename=xxxxxéoverseas=16 
partycode=a&phonenol=xxx—xxx—xxxxdphoneno2=xxx-Xxx-Xxxxeradio=consent& 
statecance Lc1lty=xxxxxxx&statecance Lcount ry=usaéstatecancelstate=xxXaak 
statecance Lzip=xxxxx&statecance Lzipext=xxxxxG&suf fixname=esg& 

txtmai laddresscity=samp Le@xxx. Xxx 





Requests 
The actor used the following requests associated with this scanning activity. 


2020-09-26 13:12:56 x.x.x.x GET /x/x v[$acunetix]=1 443 — x.x.x.~x 
Mozilla/5. 6+(Windows+NT+6. 1;+WOW64)+ApplLeWebKit/537.21+ 
(KHTML, +Like+Gecko)}+Chrome/41.6.2223.0+Safari/537.21 -— 200 0 64 @ 


4070-09-26 13:13:19 X.X.x.x GET /x/x voterid|$acunetix]=1 443 - 
X.X.X.X Mozilla/5.0+(WindowstNT+6. 1;+WOW64)+ApplewebKit/537.21+ 
(KHTML, +Like+Gecko)+Chrome/41.0.22278.04+Safari/537.21 -— 200 0 @ 1375 


2020-09-26 13:13:18 .X%.x%.x GET /x/x voterid=; 
printimd5(acunetix_wvs_security_test})); 443 - X.X.x.x 


User Agents Observed 
CISA and FBI have observed the following user agents associated with this scanning activity. 


Mozilla/5.0+(Windows+NT+6.1;+WOW64)+App LeWebKit/537. 21+ 
(KHTML, +Like+Gecko)+Chrome/41.@.2228.0+Safari/537.21 - 500 6 @ @ 


Mozilla/5S.@+(X%11;4+U;+Linux+x86_64;4+en-US:4+rv:l1.9b4)+Gecko 
/2008031318+Firefox/3.@b4 


Mozilla/5.@+(X11:+U;+Linux+i686; +en-US:4rv:1.8.1.17)+Gecko 
/20080922+Ubuntu//.104+(gutsy)+Firefox/2.@0.0.17 


Exfiltration 





Obtaining Voter Registration Data veeA Te 
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Following the review of web server access logs, CISA analysts, in coordination with the FBI, 
found instances of the cURL and FDM User Agents sending GET requests to a web resource 

associated with voter registration data. The activity occurred between September 29 and 

October 17, 2020. Suspected scripted activity submitted several hundred thousand queries 

iterating through voter identification values, and retrieving results with varying levels of 

success [Gather Victim Identity Information (T1589}]. A sample of the records identified by 

the FBI reveals they match information in the aforementioned propaganda video. 

Requests 


The actor used the following requests. 


2020-10-17 13:07:51 x.x.x.x GET /x/x voterid=XXxXxM1 443 = x.x.x.x 
curLl/7.55.1 -— 2740 @ @ 1466 
2070-10-17 13:07:55 x.x.x.x GET /x/= voterid=XXxXxM2 4435 - x.xvx.x 


curl/7.55.1 - 20@ @ @ 13596 


2020-10-17 13:67:58 x.x.x.x GET /x/x voterid=KXXXX3 443 = x.xox.x 
curl/7.55.1 — 280 6 @ 1625 


2020-10-17 13:08:00 x.x.x.x GET /x/x voterid=XXxx4 443 -— x.x.x.x 
curl//.55.1 —- 200 @ @ 1398 


Note: incrementing vaterid valuesin ¢S_uri_query field 


User Agents 

CISA and FBI have observed the following user agents. 
FDOM+3.% 

curl//,55.1 


Mozilla/5.0+(Windows+NT+6.1; +WO0W64 )+AppleWebKit/537. 21+ 

(KHTML, +lLike+Gecko)+Chrome/41.0.2228.0+Safari/537.2?1 - 500 6 @ @ 
Mozilla/5.@+(X11;+U;+Linux+x86_ 64: +en-US:4+rvi1.9b4)}+Gecko 
/2008031318+Firefox/3.@b4 


See figure 1 below for a timeline of the actor’s malicious activity. 


TECHNICAL FINDINGS 
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Figure 1: Overview of malicious activity TLP me ‘Mas 





Mitigations 
Detection 


Acunetix Scanning 
Organizations can identify Acunetix scanning activity by using the following keywords while 
performing log analysis. 


® Sacunetix 
® acunetix_wvs_security_test 


Indicators of Compromise 
For a downloadable copy of lOCs, see AA20-304A.stix. 


Disclaimer: many of the IP addresses included below likely correspond to publicly available 
VPN services, which can be used by individuals all over the world. This creates the potential 
for a significant number of false positives; only activity listed in this advisory warrants 
further investigation. The actor likely uses various IP addresses and VPN services. 


The following IPs have been associated with this activity. 


102,129.239[.]185 (Acunetix Scanning) 

143.244.38[.]60 (Acunetix Scanning and cURL requests) 
45.139.49[.]228 (Acunetix Scanning) 

156.146.54[.]90 (Acunetix Scanning) 

109.202.111[.]236 (CURL requests) 

185.77.248[.]17 (CURL requests) 

217.138.211[.]249 (CURL requests} 

217.146.82[.]207 (CURL requests) 

37.235.103[.J85 (CURL requests) 

37.235.98[.]64 (CURL requests} 

70.32.5[.]96 (CURL requests) 

70,32.6[.]20 (CURL requests) 

70.32.6[.]8 (CURL requests) 

70.32.6[.]97 (CURL requests) 

70.32.6[.]98 (CURL requests) 

¥7.243,191[.J21 (CURL requests and FDOM+3.x [Free Download Manager v3] 
enumeration/iteration) 

92.223.89].]73 (CURL requests) 


ses ¢ ¢@ 6@ 6&6#@ &@hUhOmhCrHhC—C<C NM hC<( aOoC~*rHhC<C SMC“ SC CUP 


CISA and the FBI are aware the following |OCs have been used by this lran-based actor. 
These IP addresses facilitated the mass dissemination of voter intimidation email messages 
on October 20, 2020. 


® 195,181.170[.]244 (Observed September 30 and October 20, 2020) a 
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102.129.239[.]185 (Observed September 30, 2020) 
104.206.13[.]27 (Observed September 30, 2020) 
154,16,93[.]125 (Observed September 30, 2020) 
185.191.207[.]169 (Observed September 30, 2020) 
185,191.207[.]52 (Observed September 30, 2020) 
194.127.172[.]98 (Observed September 30, 2020) 
194.35.233[.]83 (Observed September 30, 2020) 
198.147,23[.]147 (Observed September 30, 2020) 
198.16.66[.]139(Observed September 30, 2020) 
212.102.45].]3 (Observed September 30, 2020) 





0 en a tt 


® 212,102.45|./58 (Observed September 30, 2020) 
@ 31,.168.98[.]73 (Observed September 30, 2020) 


37.120.204[.]156 (Observed September 30, 2020) 
5.160,253[./50 (Observed September 30, 2020) 
9.293.204[.] 74 (Observed September 30, 2020) 
64.44.81[.]68 (Observed September 30, 2020) 
84.17.45[.]218 (Observed September 30, 2020) 


e §9.187.182|.]106 (Observed September 30, 2020) 


oe 


89.187.182[.]111 (Observed September 30, 2020) 
89.34.98[.]114 (Observed September 30, 2020) 
89.44.201[.]211 (Observed September 30, 2020) 


Recommendations 


The following list provides recommended self-protection mitigation strategies against cyber 
techniques used by advanced persistent threat actors: 


Validate input as a method of sanitizing untrusted input submitted by web application 
users. Validating input can significantly reduce the probability of successful exploitation 
by providing protection against security flaws in web applications. The types of attacks 
possibly prevented include SQL injection, Cross Site Scripting (X$S), and command 
injection. 

Audit your network for systems using Remote Desktop Protocol (RDP) and other 
internet-facing services. Disable unnecessary services and install available patches for 
the services in use, Users may need to work with their technology vendors to confirm 
that patches will not affect system processes. 

Verity all cloud-based virtual machine instances with a public IP, and avoid using open 
RDP ports, unless there is a valid need. Place any system with an open RDP port behind a 
firewall and require users to use a VPN to access it through the firewall. 

Enable strong password requirements and account lockout policies to defend against 
brute-force attacks. 

Apply multi-factor authentication, when possible. 

Maintain a good information back-up strategy by routinely backing up all critical data 
and system configuration information on a separate device. Store the backups offline, 


verify their integrity, and verify the restoration process. sy 
ify their integrity, and verify the restoration p oe 


(2/22/20, 1:51 AM 


lrantan Advanced Persistent Threat Actor Identified Obtaining Vot... htips://us-cerl.cisa.gov/ncas/alerts/aa20-304a 


Toat9 


® Enable logging and ensure logging mechanisms capture RDP logins. Keep logs for a 
minimum of 90 days and review them regularly to detect intrusion attempts. 

® When creating cloud-based virtual machines, adhere to the cloud provider's best 
practices for remote access, 

e Ensure third parties that require RDP access follow internal remote access policies. 

* Minimize network exposure for all control system devices. Where possible, critical 
devices should not have RDP enabled. 

® Regulate and limit external to internal RDP connections. When external access to 
internal resources is required, use secure methods, such as a VPNs. However, recognize 
the security of VPNs matches the security of the connected devices. 

e Use security features provided by social media platforms; use strong passwords, change 
passwords frequently, and use a different password for each social media account. 

® See CISA’s Tip on Best Practices for Securing Election Systems for more information. 


General Mitigations 
Keep applications and systems updated and patched 


Apply all available software updates and patches and automate this process to the greatest 
extent possible (e.g., by using an update service provided directly from the vendor). 
Automating updates and patches is critical because of the speed of threat actors to create 
new exploits following the release of a patch. These “N-day” exploits can be as damaging as 
zero-day exploits. Ensure the authenticity and integrity of vendor updates by using signed 
updates delivered over protected links. Without the rapid and thorough application of 
patches, threat actors can operate inside a defender’s patch cycle. 2 Additionally, use tools 
(e.g., the OWASP Dependency-Check Project tool =) to identify the publicly known 
vulnerabilities in third-party libraries depended upon by the application. 


Scan web applications for SQL injection and other common web vulnerabilities 


Implement a plan to scan public-facing web servers for common web vulnerabilities (e.¢., 
SQL injection, cross-site scripting) by using a commercial web application vulnerability 
scanner in combination with a source code scanner, * Fixing or patching vulnerabilities after 
they are identified is especially crucial for networks hosting older web applications. As sites 
get alder, more vulnerabilities are discovered and exposed. 


Deploy a web application firewall 


Deploy a web application firewall (WAF) to prevent invalid input attacks and other attacks 
destined for the web application. WAFs are intrusion/detection/prevention devices that 
inspect each web request made to and from the web application to determine if the request 
is malicious. Some WAFs install on the hast system and others are dedicated devices that sit 
in front of the web application, WAFs also weaken the effectiveness of automated web 
vulnerability scanning tools. 


Deploy techniques to protect against web shells 


Patch web application vulnerabilities or fix configuration weaknesses that allow web shell 
attacks, and follow guidance on detecting and preventing web shell malware. > Malicious ea ell 
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cyber actors often deploy web shells—software that can enable remote administration—on [Rg Wenn ihns 
a victim's web server. Malicious cyber actors can use web shells to execute arbitrary system 

commands commonly sent over HTTP or HTTPS. Attackers often create web shells by 

adding or modifying a file in an existing web application. Web shells provide attackers with 

persistent access to a compromised network using communications channels disguised to 

blend in with legitimate traffic. Web shell malware is a long-standing, pervasive threat that 

continues to evade many security tools. 





Use multitactor authentication for administrator accounts 


Prioritize protection for accounts with elevated privileges, remote access, ar used on high- 
value assets. © Use physical token-based authentication systems to supplement knowledge- 
based factors such as passwords and personal identification numbers (PINs). ' 
Organizations snould migrate away from single-factor authentication, such as password- 
based systems, which are subject to poor user choices and more susceptible to credential 
theft, forgery, and password reuse across multiple systems. 


Remediate critical web application security risks 


First, identify and remediate critical web application security risks. Next, move on to other 
less critical vulnerabilities, Follow available guidance on securing web applications. 821° 


How dol! respond to unauthorized access to election- 
related systems? 


Implement your security incident response and business 
continuity plan 

It may take time for your organization’s |T professionals to isolate and remove threats to 
your systems and restore normal operations. In the meantime, take steps to maintain your 
organization's essential functions according to your business continuity plan. Organizations 
should maintain and regularly test backup plans, disaster recovery plans, and business 
continuity procedures. 


Contact CISA or law enforcement immediately 


To report an intrusion and to request incident response resources or technical assistance, 
contact CISA (Central@cisa.gov or 888-282-0870) or the FBI through a local field office or the 


FBI's Cyber Division (CyWatch@ic. fbi.gov or 855-292-3937). 


Resources 
e CISA Tip; Best Practices for Securing Election Systems 
e CISA Tip: Securing Voter Registration Data 
e CISA Tip: Website Security 
® CISA Tip: Avoiding Social Engineering and Phishing Attacks 


® CISA Tip: Securing Network Infrastructure Devices 
® Joint Advisory: Technical Approaches to Uncovering and Remediating Malicious Activity [JRUUHRAWaS 
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CISA Insights: Actions to Counter Email-Based Attacks on Election-related Entities | een ' 
FBI and CISA Public Service Announcement (PSA): Spoofed Internet Domains and Email 
Accounts Pose Cyber and Disinformation Risks to Voters 

FBI and CISA PSA: Foreign Actors Likely to Use Online Journals to Spread Disinformation 
Regarding 2020 Elections 

FBI and CISA PSA: Distributed Denial of Service Attacks Could Hinder Access to Voting 
Information, Would Not Prevent Voting 

FBI and CISA PSA: False Claims of Hacked Voter Information Likely Intended to Cast 
Doubt on Legitimacy of U.S. Elections 

FBI and CISA PSA: Cyber Threats to Voting Processes Could Slow But Not Prevent Voting 
FBI and CISA PSA: Foreign Actors and Cybercriminals Likely to Spread Disinformation 
Regarding 2020 Election Result 





2. WSASNSA'S Top Ten Cybersecurity Mitigation Strategles* httas://waww. rsa, gov Portalsydacannents,/what-we-do/cybersecurityprofessional- 
resources csi nisas-topld-cybersecurity-mitlgation-strategies pul 

3. Nits: as pcre Aan pero ject-dependency-check; 

4,  hitlpsifapps.nsa,pox/laarchive/library/la-suidancetech-brielsdelending-againstthe-exploitation-of-sql-vulnerabilities-to.cfa 

S NSA S ASO "Cybersecurity Information: Betect and Prevent Web Shell Malware" https: //media.defense.gow/2020,0un/ 09/2007 31 30B1 1 LACS! 
DETECT-AND-PREVENT-WES-SHELL-MALWARE-20200422. POF 

B = tipssfus-cert.cisa.povcdin event identifying-and-Protecting-High-Value- Assets -Closer-Look-Governance-Needs-HVas 

Tr NSA NSAS Top Ten Cybersecurity Mitigation Stratepees" htipssiiweww.nsa.eovsPorlals/ To /documberts/what-we-doscybersecurity/professional- 
resourtes/csi-nsas-topli-cybersecurity-mitigation-stratepigs. pell 

8 NSA “Building Web Aggicatioans - Security for Develapers” hips: (fapps.nsa.pov/iaarchive/library/ia-guidancessecurity-tips/building-web- 
applications-secunity-recomnencations:forchim 

qh, https: owas pon ww projeckdopten! 

1D. littps://ewe mitre ,ore/top2Sjarchive/f0a2020_cowe_top25.htrn 

Revisions 


Octeber 30, 2020: Initial Version 
November 2, 2020; Updated lOc disclaimer ta emphasize that only activity listed in this alert warrants further investigation. 


This product is provided subject to this Notification and this Privacy & Use policy. 
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Alert (AA20-296B) vo 


lranian Advanced Persistent Threat Actors Threaten Election-Related 
systems 


Original release date: October 22, 2020 


Summary 


The Cybersecurity and Infrastructure Security Agency (CISA) and the Federal Bureau of 
Investigation (FBI) are warning that Iranian advanced persistent threat (APT) actors are 
likely intent on influencing and interfering with the U.S. elections to sow discord among 
voters and undermine public confidence in the U.S. electoral process. 


The APT actors are creating fictitious media sites and spoofing legitimate media sites to 
spread obtained U.S. voter-registration data, anti-American propaganda, and 
misinformation about voter suppression, voter fraud, and ballot fraud. 


The APT actors have historically exploited critical vulnerabilities to conduct distributed 
denial-of-service (DDoS) attacks, structured query language (SQL) injections attacks, spear- 
phishing campaigns, website defacements, and disinformation campaigns. 


Click here for a PDF version of this report. 


Technical Details 


These actors have conducted a significant number of intrusions against U.S.-based 
networks since August 2019. The actors leveraged several Common Vulnerabilities and 
Exposures (CVEs)—notably CVE-2020-5902 and CVE-2017-9248—pertaining to virtual 
private networks (VPNs) and content management systems (CMSs). 


* CVE-2020-5902 affects F5 VPNs. Remote attackers could exploit this vulnerability to 
execute arbitrary code. [1], 

e CVE-2017-9248 affects Telerik Ul. Attackers could exploit this vulnerability in web 
applications using Telerik U! for ASP.NET AJAX to conduct cross-site scripting (XSS) 
attacks. [2] 


Historically, these actors have conducted DDoS attacks, SQL injections attacks, spear- 
phishing campaigns, website defacements, and disinformation campaigns. These activities 
could render these systems temporarily inaccessible to the public or election officials, 
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which could slow, but would not prevent, voting or the reporting of results, 





« ADDoS attack could slow or render election-related public-facing websites inaccessible 
by flooding the internet-accessible server with requests; this would prevent users from 
accessing online resources, such as voting information or non-official voting results. In 
the past, cyber actors have falsely claimed DDoS attacks have compromised the 
integrity of voting systems in an effort to mislead the public that their attack would 
prevent a voter from casting a ballot or change votes already cast. 

e« ASQL injection involves a threat actor inserting malicious code into the entry field of an 
application, causing that code to execute if entries have not been sanitized. SQL 
injections are among the most dangerous and common exploits affecting websites. A 
SQL injection into a media company’s CMS could enable a cyber actor access to 
network systems to manipulate content or falsify news reports prior to publication. 

« Spear-phishing messages may not be easily detectible. These emails often ask victims 
to fill out forms or verify information through links embedded in the email. APT actors 
use spear phishing to gain access to information—often credentials, such as passwords 
—and to identify follow-on victims, A malicious cyber actor could use compromised 
email access to spread disinformation to the victims’ contacts or collect information 
sent to or from the compromised account. 

e Public-facing website defacements typically involve a cyber threat actor compromising 
the website or its associated CMS, allowing the actor to upload images to the site’s 
landing page. In situations where such public-facing websites relate to elections (e.¢., 
the website of a county board of elections), defacements could cast doubt on the 
security and legitimacy of the websites’ information. If cyber actors were able to 
successfully change an election-related website, the underlying data and internal 
systems would remain uncompromised... 

« Disinformation campaigns involve malign actions taken by foreign governments or 
actors designed to sow discord, manipulate public discourse, or discredit the electoral 
system. Malicious actors often use social media as well as fictitious and spoofed media 
sites for these campaigns. Based on their corporate policies, social media companies 
have worked to counter these actors’ use of their platforms to promote fictitious news 
stories by removing the news stories, and in many instances, closing the accounts 
related to the malicious activity. However, these adversaries will continue their 
attempts to create fictitious accounts that promote divisive storylines to sow discord, 
even after the election. 


Mitigations 
The following recommended mitigations list includes self-protection strategies against the 
cyber techniques used by the APT actors: 


« Validate input—input validation is a method of sanitizing untrusted input provided by 
web application users. Implementing input validation can protect against security flaws 
of web applications by significantly reducing the probability of successful exploitation. 
Types of attacks possibly prevented include SQL injection, XSS, and command 
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Audit your network for systems using Remote Desktop Protocol (RDP) and other | seein 
internet-facing services. Disable the service if unneeded or install available patches. a 


Users may need to work with their technology vendors to confirm that patches will not 
affect system processes. 
Verify all cloud-based virtual machine instances with a public IP; do not have open RDP 
ports, unless there is a valid business reason to do so, Place any system with an open 
RDP port behind a firewall, and require users to use a VPN to access it through the 
firewall. 
Enable strong password requirements and account lockout policies to defend against 
brute-force attacks, 
Apply multi-factor authentication, when possible. 
Apply system and software updates regularly, particularly if you are deploying products 
affected by CVE-2020-5902 and CVE-2017-9248. 
o For patch information on CVE-2020-5902, refer to F5 Security Advisory K52145254. 
o For patch information on CVE-2017-9248, refer to Progress Telerik details for CVE- 
2017-9248. 
Maintain a good information back-up strategy that involves routinely backing up all 
critical data and system configuration information on a separate device. Store the 
backups offline; verify their integrity and restoration process. 
Enable logging and ensure logging mechanisms capture RDP logins. Keep logs for a 
minimum of 90 days, and review them regularly to detect intrusion attempts. 
When creating cloud-based virtual machines, adhere to the cloud provider's best 
practices for remote access. 
Ensure third parties that require RDP access are required to follow internal policies on 
remote access. 
Minimize network exposure for all control system devices. Where possible, critical 
devices should not have RDP enabled. 
Regulate and limit external to internal RDP connections. When external access to 
internal resources Is required, use secure methods, such as VPNs, recognizing VPNs are 
only as secure as the connected devices. 
Be aware of unsolicited contact on social media from any individual you do not know. 
Be aware of attempts to pass links or files via social media from anyone you do not 
know, 
Be aware of unsolicited requests to share a file via online services. 
Be aware of email messages conveying suspicious alerts or other online accounts, 
including login notifications from foreign countries or other alerts indicating attempted 
unauthorized access to your accounts. 
Be suspicious of emails purporting to be from legitimate online services (e.g., the 
images in the email appear to be slightly pixelated and/or grainy, language in the email 
seems off, the email originates from an IP address not attributable to the 
provider/company). 
Be suspicious of unsolicited email messages that contain shortened links (e.¢., via 
tinyurl, bit. ly). 
TLP:WHITE 
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_@ Use security features provided by social media platforms, use strong passwords, TL P:WHITE 
change passwords frequently, and use a different password for each social media 
account. 


« See CISA’s Tip on Best Practices for Securing Election Systems for more information. 


General Mitigations 


Keep applications and systems updated and patched 


Apply all available software updates and patches; automate this process to the greatest 
extent possible (e.¢., by using an update service provided directly from the vendor). 
Automating updates and patches is critical because of the speed at which threat actors 
create exploits after a patch is released. These “N-day” exploits can be as damaging asa 
zero-day exploits. Vendor updates must also be authentic; updates are typically signed and 
delivered over protected links to ensure the integrity of the content. Without rapid and 
thorough patch application, threat actors can operate inside a defender’s patch cycle.[3] In 
addition to updating the application, use tools (e.g., the OWASP Dependency-Check 
Project tool[4]) to identify publicly known vulnerabilities in third-party libraries that the 
application depends on. 

Scan web applications for SQL injection and other common web vulnerabilities 


Implement a plan to scan public-facing web servers for common web vulnerabilities (SQL 
injection, cross-site scripting, etc.); use a commercial web application vulnerability scanner 
in combination with a source code scanner.[5] As vulnerabilities are found, they should be 

_ fixed or patched. This is especially crucial for networks that host older web applications; as 
sites get older, more vulnerabilities are discovered and exposed. 
Deploy a web application firewall 


Deploy a web application firewall (WAF) to help prevent invalid input attacks and other 
attacks destined for the web application. WAFs are intrusion/detection/prevention devices 
that inspect each web request made to and from the web application to determine if the 
request is malicious. Some WAFs install on the host system and others are dedicated 
devices that sit in front of the web application. WAFs also weaken the effectiveness of 
automated web vulnerability scanning tools. 


Deploy techniques to protect against web shells 


Patch web application vulnerabilities or fix configuration weaknesses that allow web shell 
attacks, and follow guidance on detecting and preventing web shell malware.[6] Malicious 
cyber actors often deploy web shells—software that can enable remote administration—on 
a victim’s web server, Malicious cyber actors can use web shells to execute arbitrary system 
commands, which are commonly sent over HTTP or HTTPS. Attackers often create web 
shells by adding or modifying a file in an existing web application. Web shells provide 
attackers with persistent access to a compromised network using communications 
channels disguised to blend in with legitimate traffic. Web shell malware is a long-standing, 
pervasive threat that continues to evade many security tools. 


Use multi-factor authentication for administrator accounts 
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Prioritize protection for accounts with elevated privileges, with remote access, and/or used 
on high value assets.[7] Use physical token-based authentication systems to supplement 
knowledge-based factors such as passwords and personal identification numbers (PINs). 
[8] Organizations should migrate away from single-factor authentication, such as 
password-based systems, which are subject to poor user choices and more susceptible to 
credential theft, forgery, and password reuse across multiple systems. 
Remediate critical web application security risks 


First, identify and remedite critical web application security risks first; then, move on to 
other less critical vulnerabilities. Follow available guidance on securing web applications. 
[9] ,[10],[11] 

How dol respond to unauthorized access to election-related systems? 


Implement your security incident response and business continuity plan 


It may take time for your organization’s IT professionals to isolate and remove threats to 
your systems and restore normal operations. In the meantime, take steps to maintain your 
organization’s essential functions according to your business continuity plan. 
Organizations should maintain and regularly test backup plans, disaster recovery plans, 
and business continuity procedures. 


Contact CISA or law enforcement immediately 


To report an intrusion and to request incident response resources or technical assistance, 
contact CISA (Central@cisa.dhs.gov or 888-282-0870) or the Federal Bureau of Investigation 

) (FBI) through a local field office or the FBI's Cyber Division (CyWatch@ic.fbi.gov or 855-292- 
3937). 


Resources 


« CISA Tip: Best Practices for Securing Election Systems 

e CISA Tip: Securing Voter Registration Data 

« CISA Tip: Website Security 

e CISA Tip: Avoiding Social Engineering and Phishing Attacks 

e CISA Tip: Securing Network Infrastructure Devices 

e CISA Activity Alert: Technical Approaches to Uncovering and Remediating Malicious 
Activity 

e CISA Insights: Actions to Counter Email-Based Attacks On Election-related Entities 

e« FBI and CISA Public Service Announcement (PSA): Spoofed Internet Domains and Email 
Accounts Pose Cyber and Disinformation Risks to Voters 

e FBI and CISA PSA: Foreign Actors Likely to Use Online Journals to Spread 
Disinformation Regarding 2020 Elections 

e FBI and CISA PSA: Distributed Denial of Service Attacks Could Hinder Access to Voting 
Information, Would Not Prevent Voting 

e FBl and CISA PSA: False Claims of Hacked Voter Information Likely Intended to Cast 
Doubt on Legitimacy of U.S. Elections 

« FBI and CISA PSA: Cyber Threats to Voting Processes Could Slow But Not Prevent Voting 
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e FBland CISAPSA: Foreign Actors and Cybercriminals Likely to Spread Disinformation se 
Regarding 2020 Election Results 


Contact Information 


To report suspicious or criminal activity related to information found in this Joint 
Cybersecurity Advisory, contact your local FBI field office at www.fbi.gov/contact-us/field, 
or the FBl’s 24/7 Cyber Watch (CyWatch) at (855) 292-3937 or by e-mail at CyWatch@fbi.gov. 
When available, please include the following information regarding the incident: date, 
time, and location of the incident; type of activity; number of people affected; type of 
equipment used for the activity; the name of the submitting company or organization; and 
a designated point of contact. To request incident response resources or technical 
assistance related to these threats, contact CISA at Central@cisa.dhs.gov. 
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The Designation of Election Systems as Critical Infrastructure 


Prior to the 2016 federal election, a series of cyberattacks 
occurred on information systems of state and local election 
jurisdictions. Subsequently, in January 2017 the 
Department of Homeland Security (DHS) designated the 
election infrastructure used in federal elections as a 
component of U.S. critical infrastructure. The designation 
sparked some initial concerns by state and local election 
officials about federal encroachment of their prerogatives, 
bul progress has been made in overcoming those concerns 
and providing assistance to election jurisdictions. 


What Led to the Designation? 

In August 2016, the Federal Bureau of Investigation (FBI 
announced that some state clection jurisdictions had been 
the victims of cyberattacks aimed at exfiltrating data from 
information systems in those jurisdictions. The attacks 
appeared to be of Russtan-government origin. That same 
month, DHS contacted state election officials to offer 
cybersecurity assistance for their election infrastructure, 
Most states accepted the offer, Although the cyberattacks 
did nol appear to affect the integrity of the election 
Infrastructure, some observers began calling for it to be 
designated as critical infrastructure (CD). On January 6, 
2017, the Secretary of Homeland Security announced that 
designation. 


What Is Critical Infrastructure? 

Under federal law, Cl refers to systems and assets for which 
“incapacity or destruction ... would have a debilitating 
Impact on security, national economic security, national 
public health or safety, or any combination” of them (42 
U.S.C. §5195e(e)). Most Cl entities are not government- 
owned or -operated. Presidential Policy Directive 21(PPD 
21) identified 16 Cl sectors, with some including 
subsectors. Sectors vary in scope and in degree of 
regulation, For example, the financial services sector is 
highly regulated, whereas the information technology sector 
is not. Election infrastructure has been designated as a 
subsector of government facilities. That sector includes two 
previously established subsectors: education facilities, and 
national monuments and icons. 


The Homeland Security Act of 2002 (P.L. 107-296) gave 
DHS responsibility for several functions aimed alt 
promoting the security and resilience of CI with respect to 
both physical and cyber-based hazards, either human or 
natural in origin. Among those functions are providing 
assessments, guidance, and coordination of federal efforts. 


Fach Cl sector has been assigned one or two federal sector- 
specific agencies (SSAs), which are responsible for 
coordinating public/private collaborative efforts to protect 
the sector, including incident management and technical 
assistance, DHS has regulatory authority over lwo sectors: 
chemical and transportation systems. It serves as SSA for 


several, Including the elections infrastructure subsector 
(EIS). 


The components of the EIS as deseribed by DHS include 


physical locations (storage facilities, polling places, and 
locations where votes are tabulated) and technology 
Infrastructure (voler registration databases, voting systems, 
and other technology used to manage elections and to report 
and validate results), [t does not incluce infrastructure 
related to political campaigns. However, DHS does provide 
cyber vulnerability assessments and risk mitigation 
guidance to political campaigns upon request as resources 
permit. 


Does the Designation Permit Federal 
Regulation of Election Infrastructure? 
DHS does not have regulatory authority over EIS. Five 
other agencies have significant roles with respect to federal 
elections, but none has claimed regulatory authority over 
the EJS: 


® The Election Assistance Commission (EAC), created by 
the Help America Vote Act (HAVA, P.L. 107-252), 
provides a broad range of assistance to states, including 
development of voluntary technical standards for voting 
systems, voluntary guidance on implementing HAVA 
requirements, and research on issues in election 
administration, It also has statutory authority for 
administering formula payments to states to assist them 
in mecting HAVA requirements and improving election 
administration, including $380 million appropriated in 
FY2018 in response to security concerns. 


e The National Institute of Standards and Technology 
(NIST) assisis the EAC on technical matters, including 
development of the voting system standards, 
certification of voting systems, and research. 


® The Department of Justice (DOJ) has some enforcement 
responsibilities with respect to requirements in HAVA 
and other relevant statutes. 


* ‘The Department of Defense (DOD) assists military and 
overseas VOlers, 


* The Federal Election Commission (FEC) is responsible 
lor enforcement of campaign finance law but is not 
involved in election administration by state and local 
jurisdictions. 


HAVA expressly prohibits the EAC from issuing 
regulations of relevance to the Cl designation, and it leaves 
the methods of implementation of the act's requirements to 
ihe states. However, tt does permit DOJ to bring civil 
actions if necessary to Implement HAVA‘s requirements. 
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What Does the Designation Mean? 

While both DHS and the EAC provided assistance Lo states 
in addressing the security concerns that arose in the run-up 
lo the November 2016 election, the CI designation had 
several notable consequences: 


® |traised the priority for DHS to provide security 
assistance to election jurisdictions that request it and for 
other executive branch actions, such as economic 
sanctions that the Department of the Treasury can 
impose against foreign actors who attack clements of 
U.S. Cl, including tampering with elections. 


® It brings the subsector under a 2015 United Nations 
nonbinding consensus report (A/7O/1 74) stating that 
nations should not conduct or support cyber-activity that 
intentionally damages or impairs the operation of Cl in 
providing services to the public. It also states that 
nations should take steps to protect their own Cl from 
cyberattacks and to assist other nations in protecting 
their Cl and responding to cyberattacks on it, The report 
was the work of a group of governmental experts from 
20 nations, including Russia and the United States. 


® [t provided DHS the authority to establish formal 
coordination mechanisms for Cl sectors and subsectors 
and to use existing entities to support the security of the 
subsector. Those mechanisms are used to enhance 
information sharing within the subsector and to facilitate 
collaboration within and across subsectors and sectors. 
For example, both the FBI and the Office of the Director 
of National Intelligence (ODNI} have participated in 
briefing election officials on threats to the EIS. 


Among the coordination mechanisms for the subsector are 
the following: 


e Government Coordinating Council, The GCC consists 
of representatives of DHS and the EAC, as well as 
sccrctarics of state, lleutenant governors, and elections 
officials who altogether represent 24 state and local 
governments. [t also includes non-voting members from 
other relevant federal agencies. The GCC facilitates 
coordination across government entities both within EIS 
and in other sectors. Activities include communications, 
planning, issue resolution, and implementation of the 
security missions of the entities, 


e Sector Coordinating Council, The SCC consists of 
representatives of nongovernment entities, most of 
which are providers of young systems and other 
election-related products and services, SCCs are self- 
organized and self-governed. They are intended to 
represent private-sector interests and to facilitate 
collaboration activities, including information sharing, 
among the private-sector entities in the Cl sector and 
with government entities. 


® Sector-Specific Plan, Public- and private-sector partners 
have created SSPs for each of the 16 Cl sectors. The 
plans are components of an overall National 
Infrastructure Protection Plan and provide a means for 
the sectors to establish goals and priorities for 


The Designation of Election Systems as Critical Infrastructure 


addressing risks. They are generally updated on a four- 
‘year cycle. DHS ts currently drafting an SSP for the 
BIS. 


The Cl designation for election infrastructure 1s also 
intended to facilitate use of existing resources, such as 


® Cybersecurity and fnfrastructure Security Agency 
(CASA). CISA, an agency within DHS, serves as the 
SSA forthe EIS. 


@ Crifcal fafrastructure Partnersiup Advisory Counet, 
CIPAC provides election officials access to a broad 
range of relevant expertise and participation in sensitive 
planning conversations. 


Muin-Stare information Shearing and Analysis Center. 
The MS-ISAC ts one of the centers created to facilitate 
the sharing of security information for different Cl 
sectors. It works with CISA, all states, and many local 
governments to assist them in cybersecurity, The Ms- 
ISAC supports the EIS-ISAC, created in 201% to 
facilitate information-sharing activities for and among 
more than 500 members consisting of state and local 
election offices, as well as the National Association of 
Secretaries of State (NASS) and the National 
Association of State Election Directors (NASED). 


Pursuant to the ELS designation, DHS and the EAC assisted 
both jurisdictions and vendors in preparations on election 
security for the 2018 federal election. For more 
information, see https: /www dhs .gov/lopic/election- 
security, https:/iwww.eac.gov/election-officials/elections- 
critical-infrastructure/, hitps:/’www.cisecurity.org/el-isac/, 


Why Was the Designation Initially 
Controversial? 

Misgivings about DHS involvement were raised when it 
first offered assistance to election jurisdictions in August 
2016. Some observers feared that DHS would begin to exert 
control over the administration of elections or to engage in 
unrequesled security aclivilies. 


Controversy over the federal role in election administration 
is not new. Concerns about federal regulation of the 
election process were prominent during the legislative 
debate over HAY A and led to the Inclusion of the 
regulatory restrictions in the law. Furthermore, bills in prior 
Congresses that would have provided DHS broad 
reeulalory authority over cybersecurity have all failed. 


The Cl designation does not contravene the HAVA 
restrictions on EAC regulations or create DHS regulatory 
authority for the EUS. DHS provides assistance to election 
jurisdictions only ona voluntary basis. In the 115" 
Congress, afew bills would have established mandatory 
standards or federal rule-making authority, but none 
received committee or floor action. Bills with relevant 
provisions have also been introduced in the 116" Congress. 
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Alert (AA20-283A) More Alen 


APT Actors Chaining Vulnerabilities Against SLTT, Critical Infrastructure, and Elections 
Organizations 


Original release date: October 09, 2020 | Last revised: Octaber 24, 2020 


Summary 





This joint cybersecurity advisory uses the MITRE Adversarial Tactics, Techniques, and Common Knowledge 


(ATT&CK™) framework. See the ATT&CK for Enterprise framework for all referenced threat actor techniques, 


Note: the analysis in this joint cybersecurity advisory is ongoing, and the information provided should not be 
considered comprehensive. The Cybersecurity and Infrastructure Security Agency (CISA) will update this advisory as 
new information is available, 


This joint cybersecurity advisory was written by CISA with contributions from the Federal Bureau of Investigation 
(FBI). 


CISA has recently observed advanced persistent threat (APT) actors exploiting multiple legacy vulnerabilities in 
combination with a newer privilege escalation vulnerability—CVE-2020-1472—in Windows Netlogon. The commonly 
used tactic, known as vulnerability chaining, exploits multiple vulnerabilities in the course of a single intrusion to 
compromise a network or application: 


This recent malicious activity has often, but not exclusively, been directed at federal and state, local, tribal, and 
territorial (SLTT} government networks. Although it does not appear these targets are being selected because of 
their proximity to elections information, there may be some risk to elections information housed on government 
networks, 


CISA is aware of some instances where this activity resulted in unauthorized access to elections support systems; 
however, CISA has no evidence to date that integrity of elections data has been compromised. There are steps that 
election officials, their supporting SLIT IT staff, and vendors can take to help defend against this malicious cyber 
activity, 


some common tactics, techniques, and procedures (TTPs) used by APT actors include leveraging legacy network 
access and virtual private network (VPN) vulnerabilities in association with the recent critical CVE-2020-1472 
Netlogon vulnerability. CISA is aware of multiple cases where the Fortinet FortiOS Secure Socket Layer (SSL) VPN 
vulnerability CVE-2018-13379 has been exploited to gain access to networks. To a lesser extent, CISA has also 
observed threat actors exploiting the Mobilelron vulnerability CVE-2020-15505. While these exploits have been 
observed recently, this activity is ongoing and still unfolding. 


After gaining initial access, the actors exploit CVE-2020-1472 to compromise all Active Directory (AD) identity 
services. Actors have then been observed using legitimate remote access tools, such as VPN and Remote Desktop 
Protocol (RDP), to access the environment with the compromised credentials. Observed activity targets multiple 
sectors and is not limited to SLTT entities. 


CISA recommends network staff and administrators review internet-facing infrastructure for these and similar 
vulnerabilities that have or could be exploited to a similar effect, including Juniper CVE-2020-1631, Pulse Secure 
CVE-2019-11510, Citrix NetScaler CVE-2019-19781, and Palo Alto Networks CVE-2020-2021 (this list is not considered 
exhaustive). 


Click here for a PDF version of this report. 
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Technical Details 
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Initial Access 

APT threat actors are actively leveraging legacy vulnerabilities in internet-facing infrastructure (Exploit Public- 
Facing Application [T1190], External Remote Services [T1133]) to gain initial access into systems. The APT actors 
appear to have predominately gained initial access via the Fortinet FortiOS VPN vulnerability CVE-2018-13379. 


Although not observed in this campaign, other vulnerabilities, listed below, could be used to gain network access 
(as analysis is evolving, these listed vulnerabilities should not be considered comprehensive). As a best practice, it is 
critical to patch all known vulnerabilities within internet-facing infrastructure, 


e Citrix NetScaler CVE-2019-19781 

e Mobilelran CVE-2020-15505 

e Pulse Secure CVE-2019-11510 

* Palo Alto Networks CVE-2020-7071 
* FS BIG-IP CVE-2020-5902 


Fortinet FortiOS SSLVPN CVE-2018-13379 


CVE-2018-13379 is a path traversal vulnerability in the FortiOS SSL VPN web portal, An unauthenticated attacker 
could exploit this vulnerability ta download FortiOS system files through specially crafted HTTP resource requests. 
(1] 


Mobilelron Core & Connector Vulnerability CVE-2020-15505 


CVE-2020-15505 is a remote code execution vulnerability in Mobilelron Core & Connector versions 10.3 and earlier. 
[2] This vulnerability allows an external attacker, with no privileges, to execute code of their choice on the 
vulnerable system, As mobile device management (MDM) systems are critical to configuration management for 
external devices, they are usually highly permissioned and make a valuable target for threat actors, 


Privilege Escalation 


Post initial access, the APT actors use multiple techniques to expand access to the environment. The actors are 
leveraging CVE-2020-1472 in Windows Netlogon to escalate privileges and obtain access to Windows AD servers. 
Actors are also leveraging the opensource tools such as Mimikatz and the CrackMapExec tool to obtain valid 
account credentials from AD servers (Valid Accounts [T1078)]). 


Microsoft Netlogon Remote Protocol Vulnerability: CVE-2020-1472 


CVE-2020-1472 is a vulnerability in Microsoft Windows Netlogon Remote Protocol (MS-NRPC), a core authentication 
component of Active Directory.[3] This vulnerability could allow an unauthenticated attacker with network access 
to. a domain controller to completely compromise all AD identity services (Valid Accounts: Domain Accounts 
(T1078.002]). Malicious actors can leverage this vulnerability to compromise other devices on the network (Lateral 
Movement (TAG008]). 


Persistence 

Once system access has been achieved, the APT actors use abuse of legitimate credentials {Valid Accounts [T1078]} 
to log in via VPN or remote access services (External Remote Services [T1133)) to maintain persistence. 
Mitigations 

Organizations with externally facing infrastructure devices that have the vulnerabilities listed in this joint 
cybersecurity advisory, or other vulnerabilities, should move forward with an “assume breach” mentality. As initial 


exploitation and escalation may be the only observable exploitation activity, most mitigations will need to focus on 
more traditional network hygiene and user management activities. 


Keep Systems Up to Date 
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Patch systems and equipment promptly and diligently, Establishing and consistently maintaining a thorough eee an 
patching cycle continues to be the best defense against adversary TTPs. See table 1 for patch information on CVEs 
mentioned in this report, 





Table 1: Patch information for CVEs 


Mulnerabitity Vulnerable Products a 
e Fortis 6,0: 6.0.0 to 6.0.4 | 
PVE-2018-19379 e FortiOS 5.6:5.6.3 to 5.6.7 « 6Fortinet Security Advisory: FG-IR-18-384 


* FortiOS 5.4: 5.4.6 to 5.4.12 





} 
| 
— 


« Citrix blog post: firmware updates for Citrix ADC and Citrix Gate 
way versions 11.1 and 12.0 

e Citrix blog post: security updates for Citrix SD-WAN WANOP rele 
ase 10.2.6 and 11.0.3 

« Citrix blog post: firmware updates for Citrix ADC and Citrix Gate 
way versions 12.1 and 13.0 

« Citrix blog post: firmware updates for Citrix ADC and Citrix Gate 
way version 10.5 

» FS Security Advisory: K52145254: TMUI RCE vulnerability CVE-20 
20-5902 







« Citrix Application Delivery Controller 
VE-2019-19781 «© Citrix Gateway 
-® Citrix SDWAN WANOP 


* Big-IP devices (LTM, AAM, Advanced WAF, AF 
F-anog-so03 M, Analytics, APM, ASM, DDHD, DNS, FPS, GT 
M, Link Controller, PEM, 5SLO, CGNAT) 


« Pulse Connect Secure 9,0R1 - 9.0R3.3, &.3R1 - 

BRT, BARI - B.2R12, &.1R1-6.1R15 
CVE-2019-11510 )* Pulse Policy Secure 9.0R1 - 9.0R3.1, 5.4R1 - 5. 
4R7,5.3R1-5.3R12, 5.2R1-5,2R12, 5.1R1-5.1 


R15 | 


« Mobilelron Core & Connector versions 10.3.0, 
3 and earlier, 10.4.0.0, 10.4.0.1, 10.4.0.2, 10.4. | 
0.3, 10.5.1.0, 10.5.2.0.and 10.6.0.0 

e Sentry versions 9.7.2 and earlier, and 9.8.0; 

« Monitor and Reporting Database (RDB) versio 
n 2.0.0.1 and earlier 


« Pulse Secure Out-of-Cycle Advisory: Multiple vulnerabilities reso| 
ved in Pulse Connect Secure / Pulse Policy Secure 9,0RX 


VWE-2020-15505 e Mobilelron Blog: Mobilelron Security Updates Available 


* Junos OS 12.3, 12.348, 14.153, 15.1, 15.1%4 
ie SpE 9, 15.1X53, 17.2, 17.3, 17.4, 18.1,18.2,18.3,1 | * Juniper Security Advisory JSA11021 
8.4, 19.1, 19.2, 19.3, 19.4, 20.1 


« PAN-OS $9.1 versions earlier than PAN-OS 49.1. 

3; PAN-OS 9.0 versions earlier than PAN-OS 4, 

nee 0.9; PAN-OS 8.1 versions earlier than PAN-OS 
8.1.15, and all versions of PAN-OS &.0 (EOL) 


* Palo Alto Networks Security Advisory for CVE-2020-2071 


eee 


bitps:us-cerlcisa_gov/neas/alerts/aa20-283.8 a6 
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inerable Products Patch information 
* Windows Server 2008 R? for x64-based Syste 
ms Service Pack 1 
e Windows Server 2008 R2 for x64-based Syste 
| ms Service Pack 1 (Server Core installation) 
® Windows Server 201? 
« Windows Server 2012 (Server Core installatioa 
n] 
e Windows Server 2012 R2 
| e Windows Server 2016 
aoe « Windows Server 2019 
« Windows Server 2019 (Server Core Installatio 
n) 
* Windows Server, version 1903 (Server Core | 
nstallation) 
« Windows Server, version 1909 (Server Core | | 
nstallation) 
e Windows Server, version 2004 (Server Core | | 
nstallation) 





» Microsoft Security Advisory for CVE-2020-1472 


Comprehensive Account Resets 


lf there is an observation of CVE-2020-1472 Netlogon activity or other indications of valid credential abuse detected, 
it should be assumed the APT actors have compromised AD administrative accounts, the AD forest should not be 
fully trusted, and, therefore, a new forest should be deployed. Existing hosts fromm the old compromised forest 
cannot be migrated in without being rebuilt and rejoined to the new domain, but migration may be done through 
“creative destruction, wherein as endpoints in the legacy forest are decommissioned, new ones can be built in the 
new forest. This will need to be completed on on-premise as well as Azure-hosted AD instances. 


Note that fully resetting an AD forest is difficult and complex; it is best done with the assistance of personnel who 
have successfully completed the task previously. 


It is critical to perform a full password reset on all user and computer accounts in the AD forest. Use the following 
steps asa guide, 


1. Create a temporary administrator account, and use this account only for all administrative actions 
2, Reset the Kerberos Ticket Granting Ticket { krbtgt ) password [4]; this must be completed before any 
additional actions (a second reset will take place in step 5) 
3. Wait forthe krbtgt reset to propagate to all domain controllers (time may vary) 
4. Reset all account passwords (passwords should be 15 characters or more and randomly assigned): 
a. User accounts (forced reset with no legacy password reuse] 
b. Local accounts on hosts (including local accounts not covered by Local Administrator Password Solution 
[LAPS]) 
c. Service accounts 
d, Directory Services Restore Mode (DSRM) account 
e, Domain Controller machine account 
f. Application passwords 
5. Resetthe krbtgt password again 
6. Waitforthe krbtgt reset to propagate to all domain controllers (time may vary) 
f. Reboot domain controllers 
&. Reboot all endpoints 


The following accounts should be reset: 


« AD Kerberos Authentication Master (2x) 
« All Active Directory Accounts 

All Active Directory Admin Accounts 

e All Active Directory Service Accounts 
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¢ All Active Directory User Accounts ese nne 


e DSRM Account on Domain Controllers 

* Non-AD Privileged Application Accounts 

* Non-AD Unprivileged Application Accounts 
« Non-Windows Privileged Accounts 

* Non-Windows User Accounts 

e Windows Computer Accounts 

e Windows Local Admin 


CVE-2020-1472 
To secure your organization's Netlogon channel connections: 


* Update all Domain Controllers and Read Only Domain Controllers. On August 11, 2020, Microsoft released 
software updates to mitigate CVE-2020-1472. Applying this update to domain controllers is currently the only 
mitigation to this vulnerability (aside fram removing affected domain controllers from the network). 

« Monitor for new events, and address non-compliant devices that are using vulnerable Netlogon secure channel 
connections. 

« Block public access to potentially vulnerable ports, such as 445 (Server Message Block [SMB]) and 135 (Remote 
Procedure Call [RPC]}, 


To protect your organization against this CVE, follow advice from Microsoft, including: 


« Update your domain controllers with an update released August 11, 2020, or later. 
« Find which devices are making vulnerable connections by monitoring event logs. 
« Address non-compliant devices making vulnerable connections. 

« Enable enforcement mode to address CVE-2020-1472 in your environment. 


VPN Vulnerabilities 
implement the following recommendations to secure your organization's VPNs: 


« Update VPNs, network infrastructure devices, and devices being used to remote into work environments with 
the latest software patches and security configurations. See CISA Tips Understanding Patches and Software 
Updates and Securing Network Infrastructure Devices. Wherever possible, enable automatic updates. See table 
1 for patch information on VFN-related CVEs mentioned in this report. 

« Implement multi-factor authentication (MFA) on all VPN connections to increase security. Physical security 
tokens are the most secure form of MFA, followed by authenticator app-based MFA. SMS and email-based MFA 
should only be used when no other forms are available. If MFA is not implemented, require teleworkers to use 
strong passwords. See CISA Tips Choosing and Protecting Passwords and Supplementing Passwords for more 
information. 


Discontinue unused VPN servers, Reduce your organization's attack surface by discontinuing unused VPN servers, 
which may act as a point of entry for attackers, To protect your organization against VPN vulnerabilities: 


« Audit configuration and patch management programs. 

« Monitor network traffic for unexpected and unapproved protocols, especially outbound to the internet (e.g., 
Secure Shell [SSH], SMB, RDP), 

« Implement MFA, especially for privileged accounts. 

« Use separate administrative accounts on separate administration workstations. 

* Keep software up to date. Enable automatic updates, if available. 


How to uncover and mitigate malicious activity 


« Collect and remove for further analysis: 
e Relevant artifacts, logs, and data. 
« Implement mitigation steps that avoid tipping off the adversary that their presence in the network has been 


discovered. 
« Consider soliciting incident response support from a third-party IT security organization to: 
o Provide subject matter expertise and technical support to the incident response. ee ine 
a ) C, 





hips: 'us-cerlcisa_gov/ncas/alerts‘aa20-283aq 
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o Avoid residual issues that could result in follow-up compromises once the incident is closed, 





Resources 


« CISAVPN-Related Guidance 

« CISA Infographic: Risk Vulnerability And Assessment (RVA) Mapped to the MITRE ATT&CK FRAMEWORK 

« National Security Agency InfoSheet: Configuring IPsec Virtual Private Networks 

* CISA Joint Advisory: AAZ0-2454: Technical Approaches to Uncovering and Remediating Malicious Activity 
« CISA Activity Alert: AAZ0-073A: Enterprise VPN Security 

e CISA Activity Alert: AA20-031A: Detecting Citrix CVE-2019-19781 

® CISA Activity Alert: AA20-0104: Continued Exploitation of Pulse Secure VPN Vulnerability 

e Cybersecurity Alerts and Advisories: Subscriptions to C154 Alerts and MS-ISAC Advisories 


Contact Information 


Recipients of this report are encouraged to contribute any additional information that they may have related to this 
threat, 


For any questions related to this report or to report an intrusion and request resources for incident response or 
technical assistance, please contact: 


« CISA (888-282-0870 or Central@cisa.dhs,gov), or 
¢ The FBI through the FBI Cyber Division (855-292-3937 or CyWatch@fbi.gov) or a local field office 


OISCLAIMER 


This information is provided “as is” for informational purposes only. The United States Government does not 

| provide any warranties of any kind regarding this information. in no event shall the United States Government or 
its contractors or subcontractors be liable for any damages, including but not limited to, direct, indirect, special 
or consequential damages, arising out of, resulting from, or in any way connected with this information, 
whether or not based upon warranty, contract, fort, or otherwise, whether or not arising out of negligence, and 
whether or not injury was sustained from, or arose out of the results of or reliance upon the information. 


The United States Government does not endorse any commercial product or service, including any subjects of 
analysis, Any reference fo specific commercial products, processes, or services by service mark, trademark, 
manufacturer, or otherwise, does not constitute or imply their endorsement, recommendation, or favoring by 
the United States Government. 
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Press Releases 


Treasury Continues Pressure on Maduro Regime for Role in 
Fraudulent Elections 


December 18, 2020 


Washington — Today, the U.S. Department of the Treasury's Office of Foreign Assets Control 
(OFAC) designated Ex-Cle Soluciones Biometricas C.A. (Ex-Cle C.A.) for materially supporting 
the illegitimate President of Venezuela Nicolas Maduro Moros, including by providing goods 
and services that the Maduro regime used to carry out the fraudulent December 6, 2020 
parliamentary elections. In addition, OFAC designated Guillermo Carlos San Agustin and 
Marcos Javier Machado Requena for having acted for or on behalf of Ex-Cle Soluciones 
Biometricas C.A. 


“The illegitimate Maduro regime’s efforts to steal elections in Venezuela show its disregard for 
the democratic aspirations of the Venezuelan people,” said Secretary Steven T. Mnuchin. “The 
United States remains committed to targeting the Maduro regime and those who support its aim 
to deny the Venezuelan people their right to free and fair elections.” 


This entity and individuals were designated pursuant to Executive Order (E.O.) 13692, as 
amended. 


EA-CLE SOLUCIONES BIOMETRICAS C.A. 


i.x-Cle Soluciones Biometricas C.A. (Ex-Cle C.A.), a Venezuelan-registered biometric 
technology company, operates in Venezuela as the subsidiary of Argentine-registered Ex-Cle 
S.A. The parent company opened an office in Venezuela in 2004 to provide management 
solutions for government entities, including to Maduro’s National Electoral Council (CNE — 
Consejo Nacional Electoral). In May 2016, the parent company began operating in Venezuela 
under the name Ex-Cle C.A., and since then, Ex-Cle C.A. has been doing business as the 
electoral hardware and software vendor with Maduro regime-aligned government agencies and 
officials. In addition, Ex-Cle C.A, has assisted the CNE in purchasing thousands of voting 
machines from foreign vendors, which were transshipped through Tehran, Iran, via Mahan Air 
and Conviasa, both previously sanctioned by OFAC. Ex-Cle C.A. has contracts worth millions of 
dollars with the Maduro regime. 


GUILLERMO CARLOS SAN AGUSTIN 


Guillermo Carlos San Agustin (San Agustin), a dual Argentine and Italian national, is a co- 
director, the administrator, a majority shareholder, and ultimate beneficial owner of Ex-Cle C.A. 
san Agustin is partnered in Ex-Cle C.A. with Marcos Javier Machado Requena, a Venezuelan 
national, and Carlos Enrique Quintero Cuevas (Quintero), previously designated by OFAC, who 
is an alternate CNE rector and member of the Venezuelan military, and is the primary day-to-day 


manager of the procurement and electoral corruption activity from inside the CNE on behalf of 
Ex-Cle C.A. 


MARCOS JAVIER MACHADO REQUENA 


Marcos Javier Machado Requena (Machado), a Venezuelan national, is a co-director, the 
president, and a minority shareholder of Ex-Cle C.A. Machado is involved in the management 
and financial operations of procurement of election-related voting machines and hardware 
procured from foreign vendors for the Government of Venezuela, and is partnered with San 
Agustin and Quintero in running Ex-Cle C.A. out of Caracas, 


Today, Ex-Cle C._A. was designated pursuant to E.O. 13692 for having materially assisted, 
sponsored, or provided financial, material, or technological support for. or goods or services to or 
in support of, Maduro. In addition, San Agustin and Machado were designated pursuant to E.0. 
13692 for having acted or purported to act for or on behalf of, directly or indirectly, Ex-Cle C.A. 


As aresult of today’s action, all property and interests in property of the persons designated 
today that are in the United States or in the possession or control of U.S. persons are blocked and 
must be reported to OFAC. In addition, any entities that are owned, directly or indirectly, 50 
percent or more by the designated persons are also blocked. OF AC’s regulations generally 
prohibit all dealings by U.S. persons or those within (or transiting) the United States that involve 
any property or interests in property of blocked or designated persons. 


U.S, sanctions need not be permanent; sanctions are intended to bring about a positive change of 
behavior, The United States has made clear that the removal of sanctions may be available for 
individuals and entities, including those designated pursuant to E.O. 13692, who take concrete 
and meaningful actions to stop providing support to the illegitimate Maduro regime, including to 
those Government of Venezuela agencies that support him. 
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Russian Efforts Against Election Infrastructure 
l. (U) INTRODUCTION 


(U) From 2017 to 2019, the Committee held hearings, conducted interviews, and 
reviewed intelligence related to Russian attempts in 2016 to access election infrastructure. ‘The 
Committee sought to determine the extent of Russian activities, identify the response of the LS, 
Government at the state, local, and federal level to the threat, and make recommendations on 
how to better prepare for such threats in ihe future. !he Committee received lestimony from 
state election officials, Obama administration officials. and those in the Intellizence Communit, 
and elsewhere in the U.S. Government responsible for evaluating threats to elections, 


Hl. (U) FINDINGS 


1. | The Russian government directed extensive activity, beginning in at least 2014 


into at least 2017, against U.S. election infrastructure! at the state and local 









The Committee has seen no evidence that any votes were 


changed or that any voting machines were manipulated.” 








'(U) The Department of Homeland security (DAS) defines election infrastrucnire as “storage facilities, polling 
places, and centralized vote tabulation locations used to support the election process, and information and 
communications technology to include voter registration databases..voting machines, and other svstems to manage 
the election process and report and display results on behalf of state and local governments, ” according to the 
January 6, 2017 statement issued by Secretary of Homeland Security Jeh Johnson on the Designation of Election 
Infrastructure as a Critical Infrastructure Subsector, available at https.//www.dhs.gow/news/2017/10/06/statement- 
secretary-johnson-designation-election-infrastructure-critical, Similarly, the Help America Vote Act (HAVA), Pub. 
L. No. 107-252, Section 401 (bp(1) refers to a funchonally similar set of equipment as “voting systems,” although the 
definition excludes physical polling places themselves, among other differences, 52 U.S.C. §21081(b). This report 
uses the term efection infrastruciire broadly, to refer to the equipment, processes, and systems related to voting, 
labulating, reporting, and registration, 

The Committee has reviewed the intelli 
} assessment from early 2017 






pence reporting underlying the Department of 














|The Committee fine ann 
*(U) The names of the states the Committee spoke to have been replaced with numbers. DHS and some states 
asked the Committee to protect state names before providing the Committee with information. The Committee's 
foal was to get the most information possible, so state nannies are anonymized throughout this report, Where the 
report refers to public testimony by Illinois state election officials, that state is identified. 
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(LU) While the Committee does not know with confidence what Moscow's intentions 
were, Russia may have been probing vulnerabilities in voting systems to exploit later, 
Alternatively, Moscow may have sought to undermine confidence in the 2016 U.S. 
elections simply through the discovery of their activity. 


(U) Russian efforts exploited the seams between federal authorities and capabilities, and 
protections for the states, The U.S. intelligence apparatus is, by desivn, foreizn-facing, 
with limited domestic cybersecurity authorilies except where the Federal Bureau of 
Investigation (FBI) and the Department of Homeland Security (DHS) can work with state 
and local partners, State election officials, who have primacy in running elections, were 
not sufficiently warned or prepared to handle an attack from a hostile nation-state actor. 


(U) DHS and FBI alerted states to the threat of cyber attacks in the late summer and fall 
of 2016, but the warnings did not provide enough information or go to the right people. 
Alerts were actionable, in that they provided malicious Internet Protocol (IP) addresses to 
information technology (IT) professionals, but they provided no clear reason for states to 
take this threat more seriously than any other alert received. 


(U) In 2016, officials at all levels of government debated whether publicly 
acknowledging this foreign activity was the right course. Some were deeply concerned 
that public warnings might promote the very impression they were trying to dispel—that 
the voting systems were insecure. 


(U) Russian activities demand renewed attention to vulnerabilities in U.S. voting 
infrastructure. In 2016, cybersecurity for electoral infrastructure at the state and local 
level was sorely lacking; for example, voter registration databases were not as secure as 
they could have been. Aging voting equipment, particularly voting machines that had no 
paper record of votes, were vulnerable to exploitation by a committed adversary. Despite 
the focus on this issue since 2016, some of these vulnerabilities remain. 


(U) In the face of this threat and these security gaps, DHS has redoubled its efforts to 
build trust with states and deploy resources to assist in securing elections. Since 2016, 
DHS has made great strides in learning how election procedures vary across states and 
how federal entities can be of most help to states. The U.S. Election Assistance 
Commission (EAC), the National Association of Secretaries of State (NASS)}, the 
National Association of State Election Directors (NASED), and other groups have helped 
DHS in this effort. DH'S*s work to bolster states’ cybersecurity has likely been effective, 
in particular for those states that have leveraged DS's cybersecurity assessments tor 
election infrastructure, but much more needs to be done to coordinate state, local, and 
federal knowledge and efforts in order to harden states’ electoral infrastructure against 
foreign meddling. 


(U) To assist in addressing these vulnerabilities, Congress in 2018 appropriated $380 
nullion in grant money for the states to bolster evbersecurity and replace vulnerable 
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me nach hi A 5 i. F los . po i 4 
VOLINE machines,” W hen those funds are spent, { OMEress should evaluate the results and 
consider an additional appropriation to address remaining insecure voting machines and 


oY SLCMIS. 


10, (U) DHS and other federal government entities remain respectful of the limits of federal 
involvement in state election systems. States should be firmly in the lead for running 
elections, The country’s decentralized election system can be a strength from a 
cybersecurily perspective, but each operator should be keenly aware of the limitations of 
their cybersecurity capabilities and know how to quickly and properly obtain assistance, 


Il, (U) THE ARC OF RUSSIAN ACTIVITIES 


Fe In tts review of the 2016 elections, the Committee found n6 evidence that vote 
tallies were altered or that voter registry files were deleted or modified, though the Committee 
and IC's insight into this is limited. Russian vovernment-affiliated cyber actors conducted an 
unprecedented level of activity against state election infrastructure in the run-up to the 2016 U.S. 
elections 















| Throughout 2016 and for several years before, Russian intelligence 
services and government personnel conducted a number of intelligence-related activities 
lareeting the voting process, | 










/ the Committee found ample evidence to suggest 

that the Russian government was developing and implementing capabilities to interfere in the 

2016 elections, including undermining confidence in U.S)demoeratic institutions and voting 
« 

processes,’ 








~(U) Consolidated Appropriations Act, 2018, Pub. L. No. 115-141, 132 Stat. 348, 561-562. 

"(U) The Committee has limited information on the extent to which state and local election authorities carried out 
forensic evaluation of registration databases. These activities are routinely carried out in the context of private sector 
breaches. 


FBI LHM,| 
" FBI LHM. 
8 DHS 

















omeland Intelligence Briel, 





FBT CHM, 





5 
COMMITTEE SENSITIVE - RUSSIA INVESTIGATION ONLY 








COMMITTEE SENSITIVE - RUSSIA INVESTIGATION ONLY 





ee Evidence of scanning of state election systems first appeared in the summer 
prior to the 20] 


6 election. In mid-July 2016, Illinois discovered anomalous network aclVvily, 
iran a large increase in outbound data, on a Illinois Board of Elections’ voter registry 
website,'* Working with Illinois, the FBI commenced an investizat 








The attack resulted in data exfiltration from 






the voter registration database, 


experts on a set of | suspect IP addresses identified from the attack on IIlinois’s voter 
registration databases. 











(WU) On _ [&, 2016, PBI issued an unclassified FLASH" to state technical-level 





The FLASH 






product did not attribute the attack to Russia or any other particular actor.- 





| 13 LU, 






) FBI Electronic Communication, 

| LAM, 

~ (U) DHS briefing for SSCI staff, March 3, 2018. 

} * (U) eT renee of the Open Hearing on Russian Interference | In the 2016 U.S. Elections, held on Wednesday, 

une 2 hp. | 

a aH aurea lo the United States Computer Emergency Readiness Team (US-CERT), an SQL injection 
echnique th al attempts to subvert the relationship between a webpage and its supporting database, 

syle in onder to trick the database inte executing malicious code,” 

- (U) | DI is IK 4 manne lf, dat? Auedress Taruered Multiple US. State Government's to Include Election 

Suste . October 4, 7016 

aa ) DHS briefing for SSC1 staff, March 5, 2018. 


gu) FBI FLASH alerts are notifications of potential cyber threats sent to local law enforcement and private” 
industry so that administrators are able to guard their s¥stems against the deseribed threat. FLASHs marked TLP: 











AMBER are considered sharable with members of the recipients own organization and those with direct need to 
kino, 


a T-LDI004-TT, TLP-AMBI (eS 


" CU) fied, 


 (U) Ibid 







wed 
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(U ) After the issuance of the August FLASH, the Department of Homeland 
Security (DHS) and the Multi-State-Information Sharing & Analysis Center (MS-ISAC)? asked 
states to review their log files to determine if the [P addresses described in the FLASH had 
louched their infrastructure, This request for voluntary.selfreporting, in conjunction with DHS 
analysis of NetFlow activity on MS-ISAC internet sensors, identified another 20 states whose 
networks had made connections to at least one IP address listed on the FLASH”? DHS was 
almost entirely reliant on states to self-report scanning activity. 


@ Former Special Assistant to 
the President and Cybersecurity Coordinator Michael Daniel said, ‘ ‘eventually. we get enough of 
a picture that we become confident over the course of August of 2016 that we're seeing the 
Russians probe a whole bunch of different state election infrastructure, voter registration 
databases, and other related infrastructure on a regular basis.’-" Dr. Samuel Liles. Acting 
Director of the Cyber Analysis Division within DHS’s Office of Intelligence and Analysis 
(I&A), testified to the Committee on June 21, 2017, that “by late September, we determined that 
internet-connected election-related networks in 21 states were potentially targeted by Russian 


wovernment cyber actors,”"-" 








the MS-[5.4 MS-supported group dedicated to sharing information between state, local, tribal, and 
territorial (SLT r) government entities. It serves as the central cybersecurity resource for SLUT governments. 
Entities join to receive cybersecurity advisories and alerts, vulnerability assessments, incident response assistance, 
and other services. 
“* VIL, ) DHS TR 4005 0006, di LP Address Targeted Multipfe US. State Governments te laciude Election 
Systems, October 4, 2016; DHS briefing for SSCI staff, March 5, 2018. 
“(U) SSCI Transeript of the Interview with John Brennan, Former Director, CLA, held on Friday, June 23, 2017, p. 
4], 
* (U)SSCI Transcript of the Interview with Michael Daniel, Former Special Assistant to the President and 
Cybersecurity Coordinator, National Security Council, held on August 31, 2017, p. 39. 
**(U) SSCI Transcript of the Open Hearing on Russian Interference in the 2016 U.S. Elections, held on Wednesday. 
June 21, 2017, p. 12. 
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DHS and FEI issued a second FLASH and a Joint Analy BIS R cE POF In (ictober that 
suspect IP addresses, many unrelated to Russia.“’ DHS briefers told the 





|. ommittee that they were intentionally over-reporting out of an abundance of caulion, given 
their concern about the seriousness of the threat. DHS representatives told the Committee, “We 
were very much at that point ina sort of duty-to-warn type of attitude... where maybe a specific 
incident like this, which was unattributed at the time, wouldn't have necessarilg risen to that 
level. But... we were seeing concurrent targeting of other election-related and political fivures 
and nolitical | Institutions . . [which] led to what would probably be more sharing than we would 
normally think to da.” 








fu DHS assessed that the searches, done alphabetically, probably — 
ded all 50 states, and consisted of research on “general election-related web pages, voter ID 
information, election system software, and election service companies.”"*! 













) PBLFLASH, Alert Number T-L.D1005-TT, TLP-AMBER,| 


; DHS/FRI TAR-16-20224, 














or 14, 2016, 
February 27, 2018, 


sferty, Chete 
SssCl interview with DHS and CTIIC, 
FBI LHM, 


State, and Local Government A] 
hE 








DIRNSA, May 5, 2017. This information was not available to the 


May 5, 2017. 





& 
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Russian Embassy placed a formal request to observe the elections with the Department of State. 
but also reached outside diplomatic channels in an attempt to secure permission directly from 
stale and local election officials, *’ 


In objecting Lo these tactics, then-Assistant secretary of State 
for European and Eurasian Affairs Victoria Nuland reminded the Russian Ambassador that 


Russia had refused | Invitations to participate in the alficial OSCE mission that was to observe 
the U.S. elections,** 








«(U ) fbgel, 


{U) DTS 2018-2152, SSCI Interview with Andrew MeCabe, Former Deputy Director of the FBI, February 14 
2018, pp..221-222. 






IRNSA. May 5, 2017. 


\ 
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(U) The Committee found no evidence of Russian actors attempting to manipulate vote 
lallies on Election Day, though again the Committee and IC's insight into this is limited, 


mim) In the years since the 2016 election, awareness of the threat, activity by DHS, and 
measures at the state and local level to better secure election infrastructure have all shown 
considerable improvement, The threat, however, remains imperfectly understood. In a briefing 
belore Senators on August 22, 2018, DNI Daniel Coats. FBI Director Christopher Wray, then- 
DHS Secretary Kirstjen Nielsen, and then-DHS Undersecretary for the National Proteetion and 
Programs Division Christopher Krebs told Senators that there were nu knuwn threats to election 
infrastructure, However, Mr, Krebs also said that top election vulnerabilities remain, including 
the administration of the voter databases and the tabulation of the data, with the latter being a 
much more difficult target to attack." Relatedly, several weeks prior to the 2018 mid-term 
election, DHS assessed that “numerous actors are regularly targeting election infrastructure, 
likely for different purposes, including to cause disruptive effeets, steal sensitive data, and 
undermine confidence tn the election.” 





IV. (U) ELEMENTS OF RUSSIAN ACTIVITIES 


A. (U) Targeting Activity 






scanning of election-related state infrastructure by Moscow was the most 


widespread activity the IC and DHS elements observed in the run up to the 2016 election.” 





In an interview with the Committee, Mr. Daniel stated: “What it mostly looked 
Ike tO Us Was reconnaissance. ... 1 would have characterized it at the time as sort of 
conducting the reconnaissance to do the network mapping, to do the topology mapping so 





“(U) DTS 2018-3275, Summary of 8/22/2018 All Senators Election Security Briefing, August 28, 2018. 
mv )} Homeland Security Intelligence Assessment; Cyber Actors Continue to Engage in Influence 
Activities and Targeting of Election Infrastructure, October | 1, 2018: 
“ (U) DTS 2019-1368, NIC 2019-01, Intelligence Community Assessment! A Summary of the Intelligence 
Community Report on Foreign Interference as Directed by Executive Order (3848, March 29, 2019, p, 2-3, 
OL) ibid. 
“ (U)SSCI interview of representatives from DHS and CTIHC. February 27, 2018, p. 12. 
lO 
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hat vou could actually understand the network, establish a presence so you could come 
back later and actually execute an operation.” 


e (U) Testifying before the Committee, Dr, Liles characterized the activity as “simple 
scanning for vulnerabilities, analogous to somebody walking down the street and hooking 
to see If you are home. A small number of systems were unsuccessfully exploited, as 
though samebody had rattled the doorknob but was unable to get in... [however] a small 
number of the networks were successfully exploited, They made it through the door’*” 


DHS and FBI assessments on the number of affected states evolved since 
2016, Ina joint FBI/DHS intelligence product published in March 2018, and coordinated with 
the Central Intelligence Agency (CIA), the Defense Intelligence Agency (DIA), the Department 
of State, the National Intelligence Council, the National Security Agency (NSA), and the 
Department of Treasury, DHS and FBI assessed that Russian intelligence 
services conducted activity ak 








DHS arrived at their initial assessment by evaluating whether the tactics, 
techniques, and procedures (TTPs) observed were consistent with previously observed 
Russian TTPs, whether the actors used known Russian-affiliated malicious infrastructure. 
and whether a state or local election system was the target,”’ 


¢ (U) The majority of information examined by DHS was provided by the states 
themselves. The MS-ISAC gathered information from states that noticed the suspect [Ps 
pinging their systems, In addition, FBI was working with some states in local field 
offices and reporting back FBI's findinus. 


e (U) Ifsome states evaluated their logs incompletely or inaccurately, then DHS might 
have no indication of whether they were scanned or attacked. As former-Homeland 
security Adviser Lisa Monaco told the Committee, “Of course, the law enforcement and 
the intelligence community is going to be significantly reliant on what the holders and 





© (U) SSC1 Transcript of the Interview of Michael Daniel, Former Assistant to the President and C ybersecurity 
Coordinator, National Security Council, August 31, 2017, p. 44. 

“'(U) SSCI Transcript of the Open Hearing on Russian Interference in the 2016 U.S. Elections, held on Wednesday, 
June 21, 2017, p. 13, 

4 DHS/F BI Homeland Intelligence Brief, 








we chart, infra, for information on successful breaches. 
(U0) DHS did not count attacks on political parties, political organizations, or NGOs, For example, the compromise 
ofan email affiliated with a partisan State 13 voter registration organization was not included in DHS’s count. 

| | 
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owners and operators of the infrastructure sees on its system jaic} and decides ta raise 
4 | 
their hand. 





However, both the IC and the Committee in its own review were unable to 
discern a pattern in the affected states, 





(VU) Mr. Daniel told the Committee that by late August 2016, he had already personally 
concluded that the Russians had attempted to intrude in all 50 states, based on the extent of the 
activity and the apparent randomness of the attempts. “My professional judgement was we have 
to work under the assumption that they’ ve tried to go everywhere, because they re thorough, 
they're competent, they're good.””* 






| Intelligence developed later in 2018 bolstered Mr. Daniel’s assessment 
that all 50 states were targeted. 








“(USSSCIT ranscript of the Interview with of Lisa Monaco, Former Homeland Security Advisor, August 10, 2017, 
p. 38, #f 

“(W)SSCI Transeript of the Interview with Michael Daniel, Former Assistant to the President and Cybersecurity 
Coordinator, National Security Council, August 31, 2017, p. 40, 
os DHS/FBE Homeland Intelligence Bulletin, 














UU) fbi, 

* (U) DHS briefing for SSCI staff, March 5, 2018. 
"(U)SSCI interview of representatives from DHS and CTIIC, February 27, 2018, pp. 11-12. 
" (U) DHS briefing for SSCI staff, March 5, 2018, 

I? 


COMMITTEE SENSITIVE - RUSSIA INVESTIGATION ONLY 









COMMITTEE SENSITIVE - RUSSIA INVESTIGATION ONLY 





(U) However, IP addresses associated with the August 18, 2016 FLASH provided some 
Indications the activity might be attributable to the Russian government, particularly the GRU: 









) One of the Netherlands-based 
the same behavior from the same node over a period of time. .. . It was. 
behaving like ... the same user or group of users was using this to direct activity against 
the same type of targets,” according to DHS staff. 








“1 CL) biel, 
2 (LU) Ibid. 
“FOL fia. 
UU) shia. 






"' (0) Cyber Threat Intelligence Integration Center (CTIIC) Cyber Threat Intelligence Summary, October 7, 2016, 
i 4 4 
CU) J diet. 
™ (U) SSC1 interview of representatives from DHS and CTIC, February 27, 2018, p. 13. 
Is 
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The IC's confidence level about the attribution of the attacks evolved over 





2017 and into 2 





The Committee reached out to the 21 states that DHS first identified as targets of 
scanning activity to learn about their experiences. Election officials provided the Committee 





" (U) DHS Electronic Communication, December 19, 2016, email from: DHS/NCCIC: to: CLA. 












wean Cyber fargeting of Glection infrastructure in 2016; 

ane Nen-State Actors Attempt Disruption, May 3, 2017, 
4 (U) fhid. 
° (WU) SSCI interview of representatives from DHS and CTHE, February 27, 2018, p. 13. 

DHS arrived at their initial assessment of 21 states affected by adding the eleven plus seven states, plus 
the three where scanning activity appeared directed at less specifically election-focused infrastructure, 
(U)SSCI conference call with DHS and FBI, March 24, 2018. 
14 
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details abuut the activity they saw on heir networks, and the Committee curnpared that 
aceuunting (0 DHS's reporting of events.”* Where those accounts differed is noted below. The 
scanning activity took place from approximately June through September 2016. 










‘OBSERVED ACT IVITY? | 
(U) See infra, * ‘Russian Access to Election- Related Infrastrueture™ fora 
detailed description. 
(U) See infra, “Russian Access to Election-Related Infrastructure” for a 
detailed descrir ION, 

(Ul) According to State 3 officials. cyber actors using Infrastructure identified in 
the August FLASH conducted scanning activity.™ State 3 officials noticed 
“abnormal behavior” and took action to bloek the related IP addresses.*! 














[lino 













Slate 3 


ea DHS reported GRU sCAnINNS allcmpts against Wo separate domains 
. | related to election infrastructure,” 

State 4 (U) See infra, “Two Une <plainill Events” for a detailed deseripti ion. 
(U) Cyber actors using infrastructure identified in the August FLASH ASH scanned — 
“an old website and non-relevant archives,” according to the State 5 Secretary 
of State’s office.’ The following day, State 5 took action to block the IP 

address.” 


i 





| DHS, however, reported GRU scanning activity on two separate Stile | 
> Secretary of State websites, plus targeting of a District Attorney's office’ ina 
particular city.” Both the websites appear to be current addresses for the State 
_5 Secretary of State’s office. 
(U) According to State 6 officials, cyber actors using infrastructure identified in 
State 6 the August FLASH scanned*’ the entire state IT infrastructure, including by 
using the Acunetix tool, but the “affected systems” were the Secretary of State's 





i 








“ (U) DHS briefed Committee staff three times on the attacks, and staff reviewed hundreds of pages of intelligence 
dssessments. 

® (U) Slight variation between what states and DHS reported to the Committee is an indication of one of the 
challenges in election cybersecurity. The system owners—in this case, state and local administrators—are in the 
best position to carry Out comprehensive cyber reviews, but they o flen lack the expertise or resources toda so. The 
federal government has resources and expertise, but the [C can see only limited information about inbound attacks 
because of legal restrictions on operations inside the United States. 

™(U) Memorandum for the Record, SSCI Staff, Conference Call with [State 3|, December 8, 2017. 

“(U) fbiel 

** (U) DHS briefing for Committee staff on March 5, 2018. 

** (U) Memorandum for the Record, SSC! Staff, Conference Call with [State 5], December |. 2017. 





“(Uy shied 
eS a Briefers suggested the “most wanted” list housed on the District Attommey’s website may have in 
some Way been connected to voler registration, The exact nature of this connection, includin g whether it was a 
technical network connection or whether databases of individuals with felony convictions held by the District 
Attorney's office had voting registration implications, is unclear, 
* (U) DHS briefing for Committee staff on March 5, 2018. 
*’ (U) State 6 officials did not specify, but in light of the DHS assessment, they likely meant SQL injection. 

IS 
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| is eh application and the election results website.” If the penetration had been 
successful, actors could have manipulated the unofficial display of the election 
tallies.” State officials believed they would have caught any INCONSISLENCy 
quickly.” _ Slate 6 became aware of this malicious activity and alerted 
partners,” 










| DHS reported that GRU actors scanned State 6, then unsuccessfully 
attempted many SQL injection allacks. State 6 saw the highest number of SOL 
[attempts of any state. | ee: 
(U) According to State 7 officials, cyber. actors LUSine infrastructure identified in 
the August FI -ASH scanned public-facing websites, including the “static” 
election site.” It seemed the actors were “cataloging holes to come hack later,” 
according to state election officials.”’ State 7 beeame aware of this malicious 
| aclivity afier receiving an FBI alert.” | 





i 
t 


State 7 


| a gi DHS reported GRU scanning attempts aANst Wo separate domains 
related to election infrastructure,” : 


(L!) According | to State & officials. cyberactors using infrastructure identified in 
the August FLASH scanned a State & public election website on one day,”” 
state § othicials described the activity as heightened but not particularly out of 
the eee vy.’ State & became aware of this malicious activity atler receiving 
an alert.” 




















Slate & 












(U) According to State 9 officials, ‘eyber actors using infrastructure identified in 


Slate ¥ 
an October MS-ISAC advisory '"' scanned the statewide voter registration 





™(U) Memorandum forthe Record, SSCI Stall, Conference Call with [State 6], November 17, 2017. 
MCU) (bad 
OW CL) tiied 
™ (CU) ied 
© (U) Memorandum for the Record, SSC] Staff, Conference Call with [State 7], January 25, 2018, 
 (U) fhicd 
* (U) fhied 
* (U) DHS briefing for Committee staff on March 5, 2018, 
™ (U) Memorandum for the Record, SSCI Staff, Conference Call with [State 8], February 2, 2018. 
“TU fhied 
“* (U) shied 
™ (U) DHS briefing for Committee staff on March 5, 2018. 
= U) fate. 
 (U) While the Committee was unable to review the specific indicators shared with State 9 by the MS-ISAC in 
October, the Committee believes at least one of the relevant IPs was originally named inthe August FLASH because 
of technical data held by DHS which was briefed to the Committee. 


lo | 
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system. |" Officials used the analogy of a thie! casing a parking lot: they said 
the car thiel “didn’t go in, but we don’t know why."""" State 9 became aware of 
this malicious activity alter receiving an alert." 












DHS reported GRU scanning activity on the Secretary of State 
domain, 

(U) According to State 10 officials, cyber actors using infrastructure identified 
inthe August FLASH conducted activity that was “very loud,” with a three- 
pronged attack: a Netherlands-based [P address attempted SOL. injection on all 
helds 1.500 times, a U.S.-based IP address attempted SOL injection on several 
fields, and a Poland-based [P address attempted SOL injection on one field 6-7 
times.” State 10 received relevant cybersecurity indictors fram MS-ISAC in 
early August, around the same time that the attacks occurred.'"” State 10's IT 


— 


contractor attributed the attack to Russia and suggested that the activity was 
reminiscent of other atlacks where attackers distract with lots of noise and then 
“sneak in the back.” !"" 

| State 10 | ak in the bac 
(WU) State 10, through its firewall, blocked attempted malicious activity against 
the online voter registration system and provided logs to the National 
Cybersecurity and Communications Integration Center (NCCIC)"” and the U.S. | 
Computer Emergency Readiness Team (US-CERT).'"" State 10 also brought in 
an outside contractor to assist!!! 


DHS confirmed GRU SOL injection attempts against State 10's voter 
services website on August 5 and said that the attack was blocked after one day 
by State 10°s firewall.''° an ; 
(U) According to State || officials, they have seen no evidence of scanning or | 
attack attempts related to election infrastructure in 2016.''? While State || | 
officials noted an IP address “probing” state systems, activity which was 

| “broader than state election systems,” State 11 election officials did not provide 
specifics on which systems. |" 











State |] 


A 


™ (U) Memorandum for the Record, SSC! Staff, Conterence Call with [State 9], November 17, 2017. 
mu biel 

bO8 LI) Jhicd 

m™ (U) DHS briefing for Committee staff on March 5, 2018, 

bi: (U) Memorandum for the Record, SSCI Staff, Conference Call with [State LO], November 29, 2017, 
07 (LI) til 








MCU) thie 
MU) NCCIC is DHS’s evber watch center. 
" (U Ibid 


YLT) fbéed, 
''"'(U) DHS briefing for Committee staff on March 5, 2018. 
'* (U) Memorandum for the Record, SSC! Staff, Conference Call with [State | 1], December 8, 2017, 
4 (Ul) thi 
17 
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DHS reported GRU scanning activity on the Seeretary of State 
| domain, !"* | | 
(U) Cyber actors using infrastructure identified in the August FLASH 
conducted scanning activity that “lasted less than a second and no SeCurity 
breach occurred,” according to State |? officials.''’ State 12 beeame aware of | 
| this malicious activity after being alerted to it.!'’ 
| 


Stte 12 | ) : 
oo DHS reported that because of a lack of sensor data related to this 
Incident, they relied on NetFlow data, which provided less granular 
information, ''® DHS*s only clear indication of GRU seanning on State 12°s 
Secretary of State website came trom State 12 self-reporting information to MS- 
ISAC after the issuance of the August FLASH notification, |!" _ 
(U) According to State 13 officials, they have seen no evidence of scanning or 
altack attempts related to state-wide election infrastructure in 2016. '~" 
| 


— 


MS-ISAC passed DHS reports of communications between a suspect 
State 14 IP address used by the GRU at the time and the State 14 election commission 
webpage, but no indication of a compromise. '“* In addition, DHS was 
informed of activity relating to separate IP addresses in the August FLASH, 










State 13 


— 






L 








(U0) DHS briefing for Committee staff on March 5, 2018, 
* (U) Memorandum for the Record, SSCI Staff, Conference Call with [State 12], December |, 2017. 
YU) fhid 

“*(U) DHS briefing for Committee staff on March 5, 2018. 

M8 LI) fhid 

= (U) Memorandum for the Record, SSC1 Staff, Conference Call with [State 13], December |, 2017. 
LU) FEL INR DHS briefing for Committee staff on March 5, 2018, 










4 
o 

a | 
a 
















5, 2018. For more information on decisions by DHS to exclude certain activity in its count of 21 

slates, see text box, dafra, “DHS Methodology for Identifying States Touched by Russian Cyber Actors.” 

se DHS/FBI Homeland Intelligence Brief, 

; DHS briefing for 
18 
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ee we 
| Including alempred Domain Name System (DNS) lookups and potentially | 


g __| malicious emails, some dating back to January 2016.'°" 


(U) State 15 officials were not aware that the state was among those targeted | 
until they were notified.'-> State 15°s current lead election official was not in 
place during the 2016 election so they had little insight into any scanning or 
_ attempted intrusion on their systems, State 15 officials said that generally they 
| State 15 viewed 2016 as a success story because the attempted infiltration never fot past 
the state's four layers of security. 








DHS reported broad GRU scanning activity on State 15 government 
, , g | 
domains." 

| { U) According to State 16 officials, cyber actors using infrastructure identified 
in the Jesober FLASH conducted scanning activity avainst a state government 
network, |“ 




















State 16 


DHS reported information on GRU scanning activity based on a sel f- 





(U) State 17 officials reported nothing “irregular, inconsistent, or suspicious” 
/ e a ; a q . ' 4 : r 28 a 7 7 5 4 

leading up to the election.'*” While State 1711 staff received an MS-ISAC 
notification, that notification was not shared within the state government. '*" 





‘State | 7 





DH's reported GRU scanning activity on an election-related domain. '*' 
(U) State 18 election officials said they observed no connection from the IP 

A 0 : ae j 1 
addresses listed in the election-related notifications.’ 








State [6 
(aia DHS reported indications of GRU scanning activity on a State |8 
rovernment domain. |** > 

(U) According to State 19 officials, cyber actors using infrastructure identified 
in October by MS-ISAC conducted scanning activity, State [9 claimed this 
activity was “blocked,” but did not elaborate on why or how it was blocked. '*4 







| 
eel 


Slate 19 





a (Ui ) DAS UR 4019 0012 17, Cyber Activity Targeting [State i@f Gavermnent Networks fran Internet 
Protocol Aadresses Associated with Targeting State Elections Systems, October 2), 2016, 
(LU) Memorandum for the Record, SSCI Staff, Conference Call with [State 15], March 12, 2018. 
6 (LU) DHS briefing for Committee staff on March 5, 2018. 
= (U1) Memorandum for the Record, SSCI Staff, Conference Call with [State 16], December 1, 2017, 
“*(U) DHS briefing for Committee staff on March 5, 2018. 
(0) Memorandum for the Record, SSC] Staff, Conference Call with [State 17], January 25, 2018. 
NU) fbiel 
' (0) DHS briefing for Commitiee staff on March 5, 2018. 
* (0) Memorandum for the Record, SSCI Staff, Conference Call with [State 18], December 8, 2017. 
 (U) DHS briefing for Committee staff on March 5, 2018. 
'* (U) Memorandum for the Record, SSCI Staff, Conference Call with [State 19], December |, 2017. 
19 
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ivity on two separate 











DLS reported indléations of GR U scanning act 
State 19 government domains!) es 
| (U) According to State 20 officials, cyber actors using infrastructure identified 
in October by MS-ISAC were “knocking” on the state’s network. but no | 
successful intrusion occurred, '*" 











State 20 





DH reported GRU scanning activity on the Secretary of State 
ROO ec __ am Saas 
(U) State 21! officials received indicators from MS-ISAC in October 2016. _ 
| They said they were not aware the state was among those targeted until 
| notified. '** 
State 2] 





DHS reported GRU scanning activity on anelection-related domain as 
well as at least one other government system connected to the voter registration 
sats [39 : 

system. 


- 








iad Neither DHS nor the Committee can ascertain a pattern to the states targeted, 
lending credence to DHS’s later assessment that all 50 states probably were scanned, DHS 
representatives told the Committee that “there wasn’t a clear red state-blue slate-purple state, 
more clectoral votes, less electoral votes” pattern to the attacks. DHS acknowledged that the 
U.S. Government does not have perfeet insight, and it is possible the IC missed some activity or 
that states did not notice intrusion attem 









 (U) DHS briefing for Committee staff on March 5. 2018. 

6 (U) Memorandum for the Record, SSCI Staff, Conterence Call with [State 20], November |7, 2017, 
‘’(U) DHS briefing for Committee staff on March 3, 2018, — . 

8 (U) Memorandum for the Record, SSC Staff, Conference Call with [State 21], November 17, 2017, 
"(U) DHS briefing for Committee staffion March 5. 2018. = : 

' (U) SSCL interview with DHS and CTIIC, February 27, 2018, p. 25, 





I+] 
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As of October 2018, the IC and DHS were looking for evidence of threats to 


. An October 11, 2018 DHS 






election systems, 
Intelligence Assessment reported t 





e following: 


We judge that numerous actors are regularly targeting election infrastructure, 
likely for different purposes, including to catise disruptive effects, steal sensitive 
data, and undermine confidence in the election. We are aware of a vrowing 
volume of malicious activity targeting election infrastructure in QO18, although 
we do not have a complete baseline of prior vears to determine relative scale af 
the activity. Much of our understanding of cyber threats to election infrastructure 
is due fo proactive sharing by state and local election officials, as well ak more 
robust intelligence and information sharing relationships amongst the election 
community and within the Department, The observed activity has leveraged 
commen factics—tne types of tactics that are available ta nation-state and nan- 
stale cyber actors, alike—with limited success in compromising networks and 
accounts, We have not attributed the activity to anv forcien adversaries, and we 
continue to werk to identify the actors behind these operations. At this time, all 
these activities were either prevented or have been mitigated 


u/s) Specifically: 


Unidentified evber actors since at least April 2018 and as recently as early 
Cefober continue to engage in a range of potential elections-related cvher 
incidents targeting election infrastruchre AT spear-phishine, database 
exploitation techniques, and denial of service attacks, possibly indicating 
continued interest in compromising the availability, confidentiality, and integrity 
of these systems, For example, on 24 August 2018, cybersecurity officials 
detected multiple attempts to illegally access the State of Vermont's Online Voter 
Registration Application (OLVR), which serves as the state's resident voter 
regisivation database, according to DHS reporting. The malicious activity 
included one Cross Site Seriptine attempt, seven Structured Query Language 
(SOL) injection attempts, and one attempted Denial of Service (DoS) attack, All 
attempts were unsuccessful!" 


(Us aa In summarizing the ongoing threat to U.S. election systems, DHS further 
said in the same product, “We continue to assess multiple elements of U.S. election 
infrastructure are potentially vulnerable to cyber intrusions.” !"" 


B. (U) Russian Access to Election Infrastructure 





Us ee ) DHS, Homeland Security Intelligence Assessment, Cyber Actors Continie to Engage in influence 
Acivines and Targeting of Election Infrastructure, October 11, 2018, 
3 (LU) fbie : 
Z| ! 
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(U) The January 6, 2017 Intelligence ( community Assessment (ICA), “Assessing 
Russian Activities and Intentions in Recent U.S. Elections,” states: 


Russian intelligence obtained and maintained access to elements of multiple OLS. 
state or local electoral boards. DHS assesses that the fupex of systems Russian 
actors targeted or compromised were not invalved in vote tallvine.'* 


Based on the Committee’s review of the ICA, the Committee concurs 
with this assessment. The Committee found that Russian-affiliated cyber actors gained 
access lo election infrastructure systems across two states, including successful extraction 
of voter data, However, none of these systems were involved in vote tall Ving. 


I. (U) Russian Access to Election Infrastructure: Mlinois 


(U) In June 2016, Nlinois experienced the first known breach by Russian actors of state 
clection infrastructure during the 2016 election,'™ As of the end of 2018, the Russian cyber 
actors had successfully penetrated [linois’s voter registration database, viewed multiple database 
tables, and accessed up to 200,000 voter registration records.” The compromise resulted in the 
exfiltration of an unknown quantity of voter registration data," Russian cyber actors were ina 
position to delete or change voter data, but the Cammittee is not aware of any evidence that they 
did so.'*” 


8 ee: DHS assesses with high confidence that the penetration was carried out by 
{ussian actors, |*" 


rto 14 





) The compromised voter registration database held records relatin 
million registered voters, . The 
records exfiltrated included information on each voter's name, address, partial social 
security number, date of birth, and either a driver's license number or state identification 
number. '| 









™ (t) Intelligence Community Assessment, Assessing Russian Activities and intentians in Receat U.S Elections, 


January 6, 2017, p. iii. ; 

“eu ) DHS IIR 4 005 0006, da IP Address Targeted Muttinie C)8. State Government's to include Election 
avstems, October 4, 2016; DHS briefing for SSC1 staff, March 5, 2018. 

4" (U) “Mlinois election officials say hack yielded information on 200,000 voters,” [Local Newspaper], August 29, 
2016, 
8 (U) 













PDS IR 

SCT Open Hearing on June 21, 2017, p 
tate Board of Elections, //finois Voter Registration System Records Breached, August 31,2016, As reflected 
elsewhere in this report, the Committee did not undertake its own forensic analysis of the Illinois server logs to 
corroborate this statement; SSCI interview with DHS and CTIIC, February 27, 2018, p. 24. 
"(U) See infra, “Russian Scanning and Attempted Access to Election-Related Infrastructure” for a complete 
discussion on attribution related to the set of cyber activity linked to the infrastructure used in the Illinois breach. 
et CU FBI UR 
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DHS staff further recounted to the Committee that “Russia would have 

ad the ability to potentially manipulate some of that data, but we didn’t see that.” |= 
Further, DHS staff noted that “the level of access that they gained, they almost certainly 
could have done more, Why they didn’t . . . is sort of an open-ended question. | think it 
fits under the larger umbrella of undermining confidence in the election by tipping their 
hand that they had this level of access or showing that they were capable of getting it,”!™4 


e (U) According to a Cyber Threat Intelligence Integration Center (CTIIC) product, 
[llinois officials “disclosed that the database has been targeted frequently by hackers, but 
this was the first instance known to state officials of success in accessing it.”!*4 


(U) In June 2017, the Executive Director of the Hlinois State Board of Elections (SBE), 
steve Sandvoss, testified before the Committee about IIlinois’s experience in the 2016 
elections.'** He laid out the following timeline: | 


e (U) On June 23, 2016, a foreign actor successfully penetrated Illinois’s databases 
through an SQL attack on the online voter registration website. “Because of the initial 
low-volume nature of the attack, the State Board of Election staff did not become aware 
of it at first.” '*° 


e (U) Three weeks later, on July 12, 2016, the IT staff discovered spikes in data flow 
across the voter registration database server. “Analysis of the server logs revealed that 
the heavy load was a result of rapidly repeated database queries on the application status 
page of our paperless online voter application website.”!*’ 

* (U) On July 13, 2016, IT staff took the website and database offline, but continued to see 
activity from the malicious IP address, '** 


e (U) “Firewall monitoring indicated that the attackers were hitting SBE IP addresses five 
times per second, 24 hours a day. These attacks continued until August 12" [2016], when 
they abruptly ceased.” °° 





**(U) SSCI interview with DHS and CTUC, February 27, 2018, p.. 14. 
a (LU) bie. eS 
‘4 (U) CTIIC Cyber Threat Intelligence Summary, August 18, 2016, 
135 (LU) SSC! Open Hearing on June 21, 2017. The Committee notes that, in his testimony, Mr. Sandvoss said [linois 
still had not been definitively told that Russia perpetrated the attack, despite DHS’s high confidence. The Committee 
also notes that DHS eventually provided a briefing to states during which DHS provided further information on this 
topic, including the DHS high-confidence attribution to Russia. . 
56 (UT) fbid., p. 110. 
157 (U) Jbid. 
18 (U) fbid., p. W11. 
197 (U) Jbid, 
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e (U) On July 19,2016, the clection staff notified the Mlinois General Assembly and the 
Attomey General's office. 


e (U) Approximately a week later, the FBI contacted IHlinois. '!® 


e (UU) On July 28, 2016, both the registration system and the online voter registration 
became fully functional again, '*' 


2. (U) Russian Access to Election Infrastructure: State ? 


separately, GRU cyber actors breached election 


infrastructure in State 2. 





ne Ibid. p. 113. 





(USFS Cling on | State 2] Election Systems, June 25, 2018, 
“ (U) DHS briefing for SSCI staff, March 5, 2018, 
7 (U) fbia 
™ (U) foie 
(Uy ibid 





DTS 2018-2416; FBI Briefing on [State 2] Election Systems, Jume 25, 2018, p. 16. 
“ (U) SSC interview with DHS and CTIHC, February 27, 2078, tdmpartmented session. 
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~ (U) FBI and DHS Interactions with State 27 






August 18, 2016 /(U) FBEFLASH notification identified IP addresses targeting 


election offiees, 







August 24, 2016 (Ul) State 2 Department of State received the FLASH from 


National Association of Secretaries of State. '*' | 





(U) Slate 2 Department of State forwarded FLASH to counties and | 
advised them to block the LP addresses. ! | 


suey separately, 
addresses ped ie geen. 


~ August 26, 2016 









determined one of the listed IP 
een. 






VS {U) fhid. 
ini (UD I hial. 
*(U) fhia. 






DTS 2018-2416; PBI Briefing on [State 2| Election Systems, June 25, 2018, pp. 7. 







25, 2018, 


* FRI Brieting an [State 2] Election Systems, June 25, 2018, p. 4. 


i (U) Ibid. 5. 5. 
= (Ul) fhiel 
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— 





P31 opened its investigation on the and 
“conducted outreach to State 2 county election officials to discuss 
| Individual security postures and any suspicious activity”! FBI 

| outreach reveals that one State 2 county—County A—was 
scanned, '** 





August 31, 2016 





| FBI held a conference call with county election officials to 
advise of the attempt to probe County A.'*’ FBI also notified state 
and local officials of available DHS services. '™* 


September 30, 2016 





October 4, 2016 County B’s IT administrator contacted FBI regarding a 
potential intrusion.” According to the FBI, “Of particular 
concern, the activity included a connection to a county voting, 


testing, and maintenanee Server used for poll worker classes." !"" 





October 14,2016 | (U) FBI shared County B indicators by issuing a FLASH.” 

December 29, 2016 (Ui) DI IS and FBI released a Joint Analysis Report WAR) on the | 
“GRIZALY STEPPE” intrusion set; report represents the first IC 
attribution of state election-related systems to the Russians. '”” 


= —— => 
Ph Drees a | 
= | 





June 2017 (U) DHS notified State 2 counties of a possible intrusion “as part 
ofa broader notification to 122 entities identified as spearphishing 
victims in an intelligence report.” 


ee DTS 2018-2416; FBI Brieling on [State 2] Election Systems, June 25, 2018, p. 5. 
MEU) shied eos 

WY (U) dich, pp. 5-6. hes 

(LI) fic, p. 6. 7 

WY (U) thie 
Uy fbid 
ber] Li 





VF 


BI FLASH, Alert Number T-LD1005-TT, TLP-AMBER, iar 


eport, JAR-16-20296A, GRIZZLY STEPPE — Russian Malicious Cyber Activity, 






December 29, 2016, 
ie DTS 2018-2416; FBI Briefing on [State 2] Election Systems, June 25, 2018, p. 7. 
| oA 7m 

(U) foie 






2b 
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Po eas Lae eas we ES eee eS Pe aes — 
| July 201; (U) FBI published a FLASH report warning of possible 
spearphishing, |” 
a = Ss 
3 ae a FEE ch eee ee ee 
November 2017 (U) FBI and DHS participated in the first meeting of the State ? 
elections task force, !" 
Ee == eT oe << St 
February 2018 (U) FBI requested direct engagement with Counties B, Cpand D. | 
| including a reminder of available DHS services, !°7 


March 2018 | (U) FBI reports that “our office engaged” the affected counties 
through the local FBI field office.""* The FBI could not provide 
any further detail on the substance of these engagements to the 
Committee, 












= 


| FBI provided a SECRET Letterhead Memo to DHS 
“formally advising of our investigation into the intrusion 
, the reported intrusion at County B, and suspected 


compromises of Counties C and DO!” | 
| 


May 29, 2018 






(U) FBL reports that as of June 11, 2018, Counties A, B, C.andD 


had not aceepted DHS services.-"" 








 (U) FBI FLASH, Alen Number EB-000083-LD, 'LP-AMBER, 








. see DOTS 2078-4174. 
systems, June 25, 2018, p. 7, 





NS 201S-2410; FBI Briefing on [State 2] Election 
fed, pO, 


M™* (U) fbial, p. 34 
'™ (U) fbid., pp. 8-9. 
"OU fbi, p. 20. 






2) DTS 2018-2416; FBI Briefing on [State 2] Election Systems, June 25, 2018, pp. 20-21, 
DHS briefing for SSCI staff, March 5, 2018. 
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e (U) State 2's Secretary of State and Election Director told the Committee in December 
2017 that there was “never an attack on our systems.” “We did not see any unusual 
aclivities. | would have known about it personally.”-"" State 2 did not want to Share 
with the Committee its cybersecurity posture, but state officials communicated that they 
are highly confident in the security of their systems.-™ 


e (U) State 2's election apparatus is highly decentralized, with each counly making its own 
decisions about acquiring, configuring, and operating election systems. - 205 


® (U) Asof August 9, 2018, DHS was complimentary of the steps State 2 had taken to 
secure its voting systems, including putting nearly all counties on the ALBERT sensor 
system, joining the Elections Infrastructure Information Sharing and Analysis Center (EI- 
ISAC), and using congressionally ARPFOpT Ate funds plus additional state funds to hire 
cybersecurity advisors." 


(U/) Russian Efforts to Research U.S. Voting Systems, Processes, and Other 
Elements of Voting Infrastructure 





mw (U) Memorandum for the Record, SSCI Staff. ( ‘onference C all with [State 2], December |, 2017, 


Mid (U) ified, . 
“8° (Up fb ied, mej ot 
LU) DTS auis: 2581 ‘Earner saan lor the Record, Telephone call with DHS, August 9, 2018. 





Note: “PISA” refers to electronic surveillance aplecneae ‘on a foreign power or an agent of a foreign 
power pursuant te the Foreign Intelligence Surveillance Act of 1978, This collection could have come trom 
landlines, electronic mail accounts, or mobile phones used by personnel at a foreign embassy (ie., an 
“establishment” PISA) or used by personnel associated with a foreign power (i.¢,, "agents of a foreign power"). This 
hiSA collection would have been approved by the Foreign Intelligence Surveillance Court ("FISC"), effectuated by 
PT, and then could also have been shared with NSA or CIA, or bath, depending on the foreign target. 
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1s unknown if Tarantsov attended the events, 





), (UU) Russian Activity Directed at Voting Machine Companies 


old 
20] 





Fi) LAM, 7 
FBT LHM, 
J) fiiel : 
“IS (UD) ihid., p. 3. 

? (U) fhe, p. 4. 

“PU fbid 
“TU fbid., pod. 


a “e 
ai. 
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ATTACKS on 





a 
| d the Committee that malicious 
cyber actors had scanned a widely-used vendor 
of election systems,-"" 
a 





E.. (U) Russian Efforts to Observe Polling Places 





| Department of State were aware that Russia was attempting to 
send election observers to polling places in 27016. The trite intention of these efforts is 
unknown, aa 









PBI Electronic Communication, 


r 





- af) 


briefing for SSC] staff, March 4, 2018, 









“TD fhicl. 
22 (U) Ibid. 
“TU NSA 
28 (U) fhid., pp. 1-3. 
= (UD) FBI LIP 
=] (LT) fated 


BEE DIR NSA. May 5, 2017, p. 3. 


+t) 
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| The Russian Embassy placed a.formal request lo observe the elections 
with the Department of State, but also reached outside diplomatic channels in an attempt 
to secure permission directly from state and local election officials.’ For example, in 
seplember 2016, the State 5 Secretary of State denied a request by the Russian Consul 
General to allow a Russian government official inside a polling station on Election Day 


to study the U.S, election process, according to State 5 officials.-** | 

















n mission. 


nterfere 





ee 


*" (UP DTS 2018-2152, SSC Pripsernm ofthe Interview of Andrew McCahe, Former Deputy Director of the 
Pederal Bureau of Investigation, February 14,2018, pp. 221-232. 

=28 (U) fred, a 
“SF (U) Maid. 
20 (Uy Sbiel, 
— Email, sent November 4, 20:16; from} 













‘ta 








h Subject: Kislyak Protest of FBI Taeties. 
Ema, sent: September 13, 2016; trom: 






subject: Russia 






visas/travel. 
a (U) fis. 
“4 UD) fbi 
ja Email Sent: 








Monday. November Tr 





2016, 8:11 AM: from: 


' 
i] 









SECRET NOLORN, 
3] 
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Tactics — 













Bs Ws 2018-3952) MPR of Interview with Randy Coleman, December 5, 2018, 
“TU NSA Bs DIRNSA, May 5, 2017 


“8 (U) hid. 
“™ (U0) SSC1 Interview with DHS and CTIIC, February 2 
2 


7, 2018, pp. 47-48. 






) Bl LHM, 
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(U) The declassified, January 6, 2017, Intelligence Community Assessment also 
highlighted preparations related to voter fraud, noting that Russian diplomats “were prepared 16 
publicly call into question the validity of the results” and that “pro-Kremlin blowers had 
prepared a Twitter campaign, #DemocracyRIP, on election night in anticipation of Secretary 
Clinton's victory, judging from their social media activity." 


(U) During a 2017 election, State 17 saw bot activity On seeial media, including 
allegations of voter fraud, in particular on Reddit, State 17 had to ry to prove later that there 
was no fraud.-*" 


H. (U) Two Unexplained Events 


I. (U') Cyber Activity in State 22 








)inteligence Community Assessment, Axes 
January 6, 2017, p. 2. 
aah 


Wie Muasian Achwities and fitentions in Recent U8. Elections, 


Uj) See Memorandum forthe Record. SSC I Stafl, Conference Call with State 17. January 24, 2018. The 
Committee notes i is conducting a related investigation into the use of social media by Kussian-government 
alfiliated entities. 

“4 (U) The Fusion Center model isa partnership between DES and state, local, tribal, and territorial entities. They 
serve a5 a local point for “the receipt, analysis, gathering, and sharing of threat-related information.” 

(UP CTHC Cyber Threat Intelligence Summary/Cyber Threats in Focus, Wlalicious (vber Activity on Election- 
Related Computer Networks Last Spring Possibly Linked to Russia, October 7, 2016; DHS, IIR 4 O19 O147 16, 
September 28, 2016. ae 

“49 LY) fbi 

50 LT) fhriet 


7% 
low 
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2. (U) Cyber Activity in State 4 


A | State 4 officials, DHS, and FBI in the spring and summer of 2016, struggled 
lo understand who was responsible for two rounds of evber activit ¥ related to clection 
infrastructure. Eventually, one set of cyber activity was-attributed to Russia and one was not. 


RRR First, in April of 2016, a eyber actor successfully targeted State 4 with a 
phishing scam, After a county employee opened an infected email attachment, the eyber actor 
stole credentials, which were later posted online.“”! Those stolen credentials were used in June 
2016 to penetrate State 4°s voter registration database.*** A CTUC product reported the ineident 
as follows: “An unknown actor viewed a statewide voter registration database after obtaining a 
state employee's credentials through phishing and keystroke lovging malware, according to a 
private-sector DHS partner claiming secondhand access. The actor used the credentials to access 
the database and was ina position to modify county, but not statewide, data.”*" 






) DHS analysis of forensic data provided by a private sector partner 
malware on the system, and State 4 shut down the voter registration system for about 
eight days to contain the attack.“ State 4 officials later told the Committee that that while the 
cyber actor was able to successfully lag in to.a workstation connected to election related 
infrastructure, additional credentials would have been needed far the eyber actor to access the 
voter registration database on that system.7” 


(U) At first, PBI told State 4 officials that the attack may have orniuinated from Russia, 
but the ties to the Russian government were unclear. “The Bureau described the threat as 
‘credible’ and significant, a spokesman for State 4 Secretary of State said."°"" State 4 officials 
also told press that the hacker had used a server in Russia, but that the FBI could not confirm the 








LU) SSCI interview with DHS and CTHC, February 27, 2018, p: 38 
Cyber Threat intelligence Integration Center (CTIIC), Compromised State Election Networks, 

November 2, 2016, p. 1. 

“ REE DHS HR 4 O05 0829 16, 4 awhile LLS. State Government's Election System Targeted by 

Malicious Activity, September 9, 2016: Memorandum for the Record, SSC! Staff, Conference Call with [State 4], 

December |, 2017. 

~*" (U) Memorandum for the Record, SSCI Staff, Conference Call with [State 4], December |, 2017. 

fi L! 
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attack was tied to the Russian government.**’ DHS and FBI later assessed it to be criminal 
activity, with no definitive tie to the Russian government,*** | 





subsequently, Russian actors engaged in the same scanning activity as 
seen in other states, but directed at a domain affiliated with a public library.’ Officials saw no 
effective penetration of the system. DHS has low confidence that this cyber activity is 
attributable to the Russian intelligence services because the target was unusual and not direct. 
involved in elections.7@ | 







¥. (U) RUSSIAN INTENTIONS: 


(U) Russian intentions regarding U.S. election infrastructure remain unclear. Russia 
might have intended to exploit vulnerabilities in election infrastructure during the 2016 elections 
and, for unknown reasons, decided not to execute those options. Alternatively, Russia might 
have sought to gather information in the conduct of traditional espionage activities. Lastly, 
Russia might have used its activity in 2016 to catalog options or clandestine actions, holding 
them for use at a later date. Based on what the IC knows about Russia’s operating procedures 
and intentions more broadly, the IC assesses that Russia’s activities against U.S. election 
infrastructure likely sought to further their overarching goal: undermining the integrity of 
elections and American confidence in democracy. 


e (U) Former-Homeland Security Adviser Lisa Monaco told the Committee that “[t]here 
was agreement [in the IC] that one of the motives that Russia was trying to do with this 
active measures campaign was to sow distrust and discord and lack of confidence in the 
voting process and the democratic process,”2" 





DHS representatives told the Committee that “[w]e see. . . Russians in 
particular obviously, gain access, learn about the environment, learn about what systems 
are interconnected, probing, the type of intelligence preparation of the environment that 
you would expect from an actor like the Russians. So certainly the context going forward 













27, 2018, p40. 











258 (U 
a5 


U) SSC interview with DHS and CTIC, Februa 
Er 


| DHS/FBI 








Homeland Intelligence Brief, ii aay 
bia. 


2° (U) SSCI Transcript of the Interview with of Lisa Monaco, Former Homeland Security Advisor, August 10, 
2017, p. 30. 
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is a concern of what they might have learned and how much more they know about the 
SVSUCMIS, 


ea Ty t 






Mr, MeCabe told the Committee that it seemed to him like “elassic 
ussian cyber espionage. .. . [They will] serape ‘up all the information and the experience 

they possibly can,” and “they might not be effective the first time or the fifth time, but 

they are going to keep at it until they can come back and do it in ametfective way." 


° asa Mr. Dantel told the Committee: 


While any one voting machine is fairly vulnerahle, as has been 
demonstrated over and over again publicly, the ability to acrially 
chan operahont fe change ie Oreo ¢ if an election an the scale 
vou would need to, and do it surreptitiously, is ineredibly difficult. 
Amuch more achievable goal would be to undermine confidence in 
ihe results af the electoral process, and that could be done much 
mare effectively and easily... A logical thing would be, if your 
goal is fo undermine confidence inthe US. electoral svstem 

which the Russians have a long goal of wanting to put themselves 
on the same moral plane as the United States... one wer wenrled 
be fo cause chaos an election clea, flaw coule vou stort fo de that? 
Mess with the voter registration databases?” 


® oe Mis. Monaeo further echoed that concern: 


Well one of the things: bwas worried about—and f wasn't alone in 
his fs Kind af worst-case scenarios, which would be things like 
ine vater registration databases, So if you're a state and locel 
entity and vour voter revistration database is housed in the 
secretary of state's affice and it is not encrypted and it's nat 
backed up, and it says Lisa Monaco lives at Smith Street and | 
showup atmy [polling place) and they sav ‘Well we don't have 
Ms. Monaco at Smith Street, we have her at Green Street,’ now 
there x difficulty in my voting. And if that were to happen on a 
large scale, | was worried about confusion at polling places, lack 
of confidence in the voting svstem, anger at a laree scale in some 
areas, confusion, distrust. So there was a whole stlidine scale af 





“1 (L) SSCI interview with DHS and CTIC, February 27, 2018, p. tS, 
“'(U) DTS 2018-2152, SSCI Transcript of the Interview with Andrew McCabe, Former Deputy Director of the 
FBI, February 14, 2018, pp, 224-225. 
™ (UY SSCI Transcript of the Interview with Michael Daniel, Former Assistant to the President and Cybersecurity 
Coordinator, National Security Council, August 31, 2017, pp. 27, 34. 
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horribles just when you're talking about voter registration 
databases.*™ 





(U) Chaos on Election Day: Three Scenarios 





Mr. Daniel said that in the early fall of 2016, a policy working group was looking at 
ree Scenarios: 













One was, could the Russians do something to the voter registration databases that 
could cause problems on Election Day? An example of that would be, could you go in 
and jlip the digits in everybody's address, so that when they show up with their photo 
ID it doesn’t match what's in the poll book? It doesn’t actually prevent people from 
voting. In most cases you'll still get a provisional ballot, but if this is happening in a 
whale bunch of precinets for just about everybody showing up, it gives the impression 
that there's chaos.*®* | 


A second one was to do a variant of the penetrating voting machines, except this time 
what you do is you do a nice video of somebody conducting a hack on a voting machine | 
and showing how you could do that hack and showing them changing a voting 

outcome, and then you post that on YouTube and you claim you've done this 100,000 
times across the United States, even though you haven’t actually done it at all? 


Then the third scenario that we looked at was conducting a denial of service attack on 
the Associated Press on Election Day, because pretty much everybody, all those nice 
maps that everybody puts up on all the different news services, is in fact actually based | 
on Associated Press stringers at all the different precincts and locations... . Jf doesn’t | 
actually change anything, but it gives the impression that there’s chaos.*”" 





a ® SSCI Transcript of the Interview with Lisa Monaco, Former Homeland Security Advisor, August 10, 2017, 






263 


he y bersecurity 
Coordinator, 


Transcript of the Interview with Micha intel, | 
National Security Council, August 31, 2017, p. 33. 


210 (U) Jbid., p. 35. 
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VI. (Ul) NO EVIDENCE OF CHANGED VOTES OR MANIPULATED VOTE TALLIES 


(U) In its review, the Committee has seen no indications that votes were changed, vote- 
lallying systems Were manipulated, or that any voter registration data was altered or deleted. 
although the Committee and IC*s insight is limited. Poll workers and voting monitors did not 
report Widespread suspicious activity surrounding the 2016 election. DHS Assistant Secretary 
Jeanette Mantra said in the Committee's open hearing in June 2017 that “I want to reiterate that 
we do have confidence in the overall integrity of our electoral system beeause our voling 
Infrastructure is fundamentally resilient.” lurther, all three witnesses in that hearing—Ms. 
Mantra, Dr. Liles, and FBI Assistant Director for Counterintelligence Bill Priestap—agreed thal 
they had no evidence that votes themselves were changed in any way in the 2016 election.2”! 


« (U) Dr. Liles said that DHS “assessed that multiple checks and redundancies in U.S. 
election infrastructure, including diversity of systems, non-internet connected voting 
machines, pre-election testing and processes for media, campaign and election officials to 
check, audit, and validate the results—all these made it likely that cyber manipulation of 
Ihe U.S. election systems intended to change the outcome ef the national election would 
be detected."*’" He later said “the level of effort and scale required to change the 
outcome of a national election would make it nearly impossible to avoid detection.”7"3 





e (U) States did nopreport either an uptiek in voters showing up at the polls and being 
unable to vole or a larger than normal quantity of provisional ballots. 


(U) The Committee notes that nationwide elections are often won or lost in a small 
number of preeinets. A sophisticated actor could target efforts at districts where margins are 
already small, and disenfranchising only a small percentage of voters could have a 
disproportionate impact onan election’s outcome. 


(U) Many state election officials emphasized their concern that press coverage of, and 
Increased attention to, clection security could create the very impression the Russians were 
seeking to foster, namely undermining voters’ confidence in election integrity. Several insisted 
that whenever any official speaks publicly on this issue, they should state clearly the difference 
between a “scan” and a “hack,” and a few even wentas far as to suggest that U.S. officials stop 





“" (U) SSCI Transcript of the Open Hearing on Russian Interference in the 7016 U.S, Elections, held on 
Wednesday, June 21, 2017, 
*? (U) SSC! Transcript of the Open Hearing on Russian Interference in the 2016 U.S. Elections, held on 
Wednesday, June 21, 2017, p, 13. 
°' (U) fhiel., p. 47. 
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talking about the issue altogether. One state official said, “We need to walk a fine line between 


oe 
being forthcoming to the public and protecting voter confidence,”"? 


(U) Mr, Brennan described a similar concern in IC and policy discussions: 


We know that the Russians had already touched some of the electoral systems, 
and we know that they have capable evher capahilities. Se there was areal 
dilemma, even a conundrum, in terms of what de you de that's going fo fry fa 
stave off worse action oan the part uf the AUASIOAS, cd whet oa yew cleo threat iN 
going to... fuive/ the Russians what they were secking, which was to really raise 
the specter that the election was not going fo he fair ane unaffected.” ”” 


(U) Most state representatives interviewed by the Committee were confident that they 
met the threat effectively in 2016 and believed that they would continue to defeat threats in 2018 
and 2020. Many had interpreted the events of 2016 as@stiecess story: firewalls deflected the 
hostile activity, as they were supposed to, so the threat was not an issue, One state official told 
the Committee, “I’m quite confident our state security systems are pretty sound.” a oe 
slate official stated, Ne Je good [in 2016]." and that due to additional security upgrades, 
feel even better today.” 


(U) However, as of 2018, some states were still grappling with the severity of the threat. 
One official highlighted the stark contrast they experienced, when, at one moment, they thought 
elections were secure, but then suddenly were hearing about the threat.7’* The official went on 
to conclude, “I don’t think any of us expeeted to be hacked by a foreign government.”*"” 
Another official, paraphrasing a former governor, said, “Ifa nation-state is on the other side, it’s 
not a fair fight. You have to phone.a friend,"**" 


(UW) In the month before Election Day, DUS and other policymakers were planning for 
the worst-case scenario of efforts to disrupt the vote itself. Federal, state, and local governments 
created in¢ident response plans to react to possible confusion at the polling places. Mr. Daniel 
said of the effort: “We're most concerned about the Russians, but obviously we are also 
concerned about the possibility for just plain old hacktivism on Election Day... . The incident 
response plan is actually designed ... to help us [plan for] what is the federal government going 
ta do if bad things start to happen on Election Day?” 


Mr. Daniel added that this was the first opportunity to exercise the process 
established under Presidential Policy Directive-41. “We asked the various agencies with lead 





“@(U) Memorandum forthe Record, SSCI Staff, Conference Call with [State 8]. February 2, 2018, 
* (U) SSC! Transeript of the Interview with John Brennan, F ormer Director, CIA, held on Friday, June 23, 2017, p. 
24. 
“(U) Memorandum for the Record, SSCI Staff. Conference Call with (State 6], November 17, 2017. 

"'(U) Memorandum for the Record, SSCI Staff, Conference Call with [State 8], February 2, 2018. 
a 28 (U) Memorandum for the Record, SSCL Staff, Conference Call with [State 20], November [7, 2017, 
2™ (LN) fbi, 
“'(U) Memorandum for the Record, SSCL Staff, Conference Call with [State 9], November 17, 2017, 
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responsibility, all right, give us your Election Day plan.” That led to the creation of an Election 
Day playbook; steps included enhanced watch floor procedures, connectivity between FBI field 
offices and FBI and DHS, and an “escalation path” if “we needed to get to Lisa [Monaco] or 
Susan [Rice] in a hurry” on Election Day.**! 


VII. (U) SECURITY OF VOTING MACHINES 


(U) The Committee review of Russian activity in 2016 highlighted potential 
vulnerabilities in many voting machines, with previous studies by security researchers taking on 
new urgeney and receiving new scrutiny. Although researchers have repeatedly demonstrated it 
is possible to exploit vulnerabilities in electronic voting machines to alter votes,“ some election 
officials dispute whether such attacks would be feasible in the context of an actual election. 


* (U) Dr Alex Halderman, Professor of Computer Science at the University of Michigan, 
testified before the Committee in June 2017 that “our highly computerized election 
infrastructure is vulnerable to sabotage and even to cyber attacks that could change 
votes.“ Dr. Halderman concluded, “Voting machines are not as distant from the 
internet as they may seem,"-""" 


e (U) When State 7 decommissioned tts Direct-Recording Electronic (DRE) voting 
machines in 2017, the IT direetor led an exercise in attempting to break into a few of the 
machines using the access a “normal” voter would have in using the machines.**’ The 
results were alarming: the programmed password on some of the machines was ABC 123, 
and the testers were able to flip the machines to supervisor mode, disable them, and “do 
enough damage togall the results into question." The IT director shared the results 
with State 21 and State 24. which were using similiar machines.**’ 


e (U) In 2017, DEFCON* researchers were able to find and exploit vulnerabilities in five 
different electronic voting machines,”““” The WinVote machines, those recently 
decertified by State 7, were most easily manipulated. One attendee said, “It just took usa 
couple of hours on Google to find passwords that let us unlock the administrative 





"8! (LU) fic, p. 82. 
“82 (U) Sve alsa, data, “Direct-Recording Electronic (DRE) Voting Machine Vulnerabilities.” 
“FU SSC] Transeript ofthe Open Hearing on Russian Interference in the 2016 U.S. Elections, held on 
Wednesday, June 21, 2017, p. 117. 
“88 (U) Shi. p. 110. 
* (U) Memorandum for the Record, SSC1 Staff, Conference Call with [State 7], January 25, 2018. 
™ (U) Jhid. The machines used were WinVote voting machines. 
87 (U) hie. | 
(0) DEFCON is an annual hacker conference held in Las Vegas, Nevada. In July 2017, at DEFCON 35, the 
conference featured a Voting Machine Hacking Village (“Voting Village") which acquired and made available to 
conference participants over 25 pieces of election equipment, including voting machines and electronic poll books, 
for generally unrestricted examination for vulnerabilities. . 
™(U) Matt Blaze, et. al., DEFCON 25; Voting Machine Hacking Village: Report on Cyber Vulnerabilities in US. 
fection Equipment, Databases, and Infrastructure, Seprember 2017, https:/www.defcon.org/images/defcon- 
25/DEP oo 20CON 202502 0voting o20report. pdf, pp. 8-15. 
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functions on this machine, A researcher was able to hack into the WinVote over 
Wiki within minutes using a vulnerability from 2003.°"' Once he had administrator-level 
access, he could change votes in the database. Researchers also discovered available 
USB ports in the machine that would allow a hacker to run software on the machine.-”” 
One said “with physical access to back [sic] of the machine for 15 seconds, an attacker 
can do anything." Hackers were less successful with other lypes of machines, 
although each had recorded vulnerabilities.-”" 


e (U) The 2018 DEPCOWN report found similar vulnerabilities, in particular when hackers 
had physical access to the machines. For example, hackers exploited an old vulnerability 
on one machine, using either a removable device purchasable on eBay or remote access, 
to modify vote counts,?”* 


3 i! DHS briefed the Committee in August 2018 that these results were in part 
because the hackers had extended physical access to the machines, which is not realistic 
for a true election system. Undersecretary Krebs also disagreed with reporting that a |7- 
year-old hacker had accessed voter tallies.” Some election experts have called into 
question the DEFCON results for similar reasons and pointed out that any fraud requiring 
physical access would be, by necessity, small scale, unless a government were to deploy 
agents across thousands of localities. 


e (U) ES&S Voting Systems disclosed that some of its equipment had a key security 
vulnerability, ES&S installed remote access software on machines it sold in the mid- 
2000s, which allowed the company to provide IT support more easily, but also created 
potential remote access into the machines. When pressed by Senator Ron Wyden of 
Oregon, the company admitted that around 300 voting jurisdictions had the software. 
ES&S says the software was not installed after 2007, and it was only installed on 
election-management systems, not voting machines.-”’ More than 50 percent of voters 
vote on ES&S equipment, and 41 states use tts products. 





-™ (U) Elizabeth Wise, “Hackers at DefCon Conference Exploit Vulnerabilities in Voting Machines,” US4 Today, 
July 30, 2017. htips J WW. Lisaboday com story tech’ 20) Ov SO0/hackers-de fcon-conference-exploit-vulnerabilities- 
voting-machines/52363900 | /, a: 
“4 FU) Matt Blaze, et, al., DEPCON 25: Foting Machine Hacking Fillage: Reporton Cyber Vulnerabilities in U8. 
Election Equipment, Databases, and lafrasiructure, September 2017, https: www.detcon.org/images'delcon- 
2 DEP 20CON 62025 %20votingo20report.pdf, p. 4. 
7 (U) fhicd., p. 9. 
** (U) fbied. 
“ACD (hid, pp. 8-13. 
 (U) Robert MeMillian and Dustin Volz, “Voting Machine Used in Half of U.S. ls Vulnerable to Attack, Report 
Finds,” Wall Street Journal, Seprember 27, 2018. The machine referenced is the ES&S Model 650, which ES&S 
stopped making in 2008 but is still available for sale. 
™ (U) DTS 2018-3275, Summary of 8/22/2018 All Senators Election Security Briefing, August 28, 2018 
(LU) Hacks, Security Gaps And Oligarchs: The Business of Voting Comes Under Scrutiny. Miles Parks, NPR, 
September 21, 2018, 
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(U) Advocates of electronic voting point out the flaws in paper ballots, like the potential 
lor the introduction of fraudulent ballots or invalidated votes due to stains or extra marks. The 
Committee believes that any election system should be protected end-to-end, including against 
fraud. 


(U) Direet-Recording Electronic (DRE) Voting Machine Vulnerabilities 


(U) While best practices dictate that electronic voting machines not be connected to the 
internet, some machines are internet-enabled. In addition, each machine has to be 
programmed before Election Day, a procedure often done either by connecting the machine to 
a local network to download software or by using removable media, such as a thumb drive. 
These functions are often carried out by local officials or contractors. If the computers 
responsible for writing and distributing the program are compromised, so too could all voting 
machines receiving a compromised update. Further, machines ean be programmed to show 
one result to the voter while recording a different result in the tabulation. Without a paper 
backup, a “recount” would use the same faulty software to re-tabulate the same results, 

_ because the primary records of the vote are stored in computer memory.?" 


(U) Dr. Halderman said in his June 2017 testimony before SSCI: 


I know America's voting machines are vulnerable because my colleawues and I have 
hacked them repeatedly as part of a decade af research studying the technology that 
operates elections and learning how to make it stronger. We've created attacks that 
can spread fram machine to machine, like a computer virus, and silently change 
election outcomes, We 've studied touehsercen and optical xcan systems, and in every 
single cause we found ways for attackers to sabotaze machines and to steal votes. These 
capabilities are certainly within reach for America’s enemies. 


Fen years ago, | was part af the first academic team to conduct a comprehensive 
security analysis ofa DRE voting machine. We examined what was at the time the 
mast widely used touch-screen DRE in the country and spent several months probing it 
for vulnerabilities. What we found was disturbing: we could reprogram the machine to 
invisibly cause any candidate te win?” 








“(Uj *Some DREs also produce a printed record of the vote and show it briefly to the voter, using a mechanism 
called a voter-verifiable paper audit trail, or VVPAT, While VVPAT records provide a physical record of the vote 
that ts a valuable safeguard against cyberattacks, research has shown that VVPAT records are difficult to accurately 
audit and that voters often fail to notice if the printed record doesn’t match their votes, For these reasons, most 
election security experts favor optical scan paper ballots.” Written Statement by J, Alex Halderman, June 21, 2017, 
citing S$. Goggin and M. Gyre, “An Examination of the Audiability of Voter Verified Paper Audit Trail (VVPAT) 
Ballots,” Proceedings of the 2007 USENINACCURATE Electronic Voting Technolapy Horkshop, August 2007; B. 
Campbell and M. Byme, “Now do Voters Notice Review Screen Anomalies?” Proceedings of the 2009 
USENIMACCURA TEA VOSS Electronic Voting Technology Workshop, August 2009, 
ow (U) The machine was the Diebold AccuVote TS, which was still used statewide in at least one state as of 2017. 
42 
COMMITTEE SENSITIVE - RUSSIA INVESTIGATION ONLY 
























~TIGATION ONLY 


J Cybersecurity experts have studied a wide ranve af US. voting machines including: 
both DREs and optical scanners—and in every single case, they ve found severe 
vilnerabilities that would allow attackers to sabotage machines and to alter votes, 
Phat 's why there is overwhelming consensus in the cvhersecurity and election integrity 


research communities that our elections are at risk 


a 








(U) In speaking with the Committee, federal government ollicials revealed concerns 
about the security of voting machines and related infrastructure, Former Assistant Attorney 
General for National Security John Carlin told the Committee: 


“Dini very concerned about... our actual voting apparatus, and the attendant 
PCM Es around i oemned the Cooper aon herween some states and the federal 
government.” Mr. Carlin further stated, “We've tit erally seen it already, so 
shame on us ifwe cart fix it heading into the next election eveles. And it's the 
assessment of every key intel professional, which I share, that Russia's going to 
do it again because they think this was successful, So we Fe ina bit of a race 
against time heading up to the two-year election. Some of the election machinery 
that's in place should not he." 


(U) Mr. McCabe echoed these concerns, and noted that, in the last months before the 
election, FBI identified holes in the security of election machines. saying “there's some potential 
there." | 


(U) As of November 2016, five states were using exclusively DRE voting machines with 
no paper trail, according to open source iniormation.*"? An additional nine states used at least 
some DRE voting machines with no paper trail." 


* (U) State 20 has 21-year-old DRE machines. While the state is in the process of 
replacing its entire voting system, including these machines, State 20 is aiming to have 


the updates ready for the 2020 elections. 


e (U) In State 21, 50 of 67 counties as of November 2017 used DRE voting machines.*" 





m™(U) SSC! Transcript of the Open Hearing on Russian Interference in the 2016 U.S. Elections. held on 
Wednesday, June 21, 2017, pp. 116-117. 
™ (U) SSCI Transcript ofthe Interview with John Carlin, Former Agsistant Attorney General for National Security, 
held on Monday, September 25, 2017, p. 86. 
CU) fhict., pp. 86-87, 
™'(U) DTS 2018-2152, SSCI Interview with Andrew McCabe, Fonner Deputy Director of the FBL, February 14, 
2015, p. 221. 
™ (U) BallotPedia, Marine Methouls ane Equipment By State, 
httpsi//ballotpedia.org/ Voting methods and equipment by. state. 
OCU) fale, 
“ (L) Memorandum for the Record, SSCI Staff, Conference Call with [State 21], November 17, 2017, 
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* (U) state > used paper-hacked voting in only about hall its machines and DRE voting 


machines without paper backup in the other half." 


e (U) Some states are moving to a hybrid model—an electronic voting machine with a 
paper backup, often in the form of a receipt that prints after the voter submits their vote, 
For example, State 12 uses some DREs, but all equipment is required to have a paper 
trail, and the paper ballot is the ballot of record.“"* State 12 also conducts a mandatory 
state-wide audit." Similarly, State 13 uses some paper-based and some electronic 
machines, but all are required to have a paper trail?!" 


(U) The number of vendors selling voting machines is shrinking, raising concerns about 
a Vulnerable supply chain. A hostile actor could compromise one or two manufacturers of 
components and have an outsized effect on the security of the overall svstem, 


° aes: “My job.” said Ms. Monaco when asked whether she was worried about voling 
machines themselves getting hacked, “was to worry about every parade of horribles. So | 
cannot tell you that that did not cross my mind. We were worried about who, how many 
makers. We were worried about the supply chain for the voting machines, who were the 
makers’... Turns out | think it’s just Diebold—and have we given them a defensive 
briefing? So to answer your question, we were worried about it all?! 





s Mt is Mr. MeCabe pointed out that a small number of companies have “90%” of the 
market for voling machines inthe U.S. Before the 2016 election, 

briefed a few of the companies 

on vulnerabilities,”’- but a more comprehensive campaign to educate vendors and their 

customers Is warranted, 














=, 





(LU) Voluntary Voting System Guidelines 


(U) Part ofthe voting reform implemented under The Hel p America Vote Act of 2002 was a 
requirement that the Election Assistance Commission create a set of specifications and 
requirements against which voting systems can be tested, called the Voluntary Voting System 
Guidelines (VVSG), The EAC adopted the first VWWSG in December 7005. The EAC then 
tasked the Technical Guidelines Development Committee, chaired by the National Institute of 
standards and Technology (NIST) and including members from NASED, with updating the 


ee 48 





mv (U) Memorandum for the Record, SSC1 Staff, Conference Call with [State 5], December 1, 2017. 
“8 (U) Memorandum for the Record, SSCI Staff, Conference Call with [State 12], December |, 2017, 
CU) fied, 
(U) Memorandum for the Record, SSCI Staff, Conference Call with [State 13], December |, 2017. 
'(U) SSCI Transcript of the Interview with Lisa Monaco, Former Homeland Security Advisor, held on Thursday, 
AUSUSE TO, 2017, p. 31. 
NU) SSCI Transeript of the Interview with Andy McCabe, Deputy Director of the FBI, held on Wednesday, 
February 14. 2018, pp. 220-221, 
A. ; 
COMMITTEE SENSITIVE - RUSSIA INVESTIGATION ONLY 









COMM -E SENSITIVE - RUSSIA INVESTIGATION ONLY 





beginning in July 2017. VVSG 1.1 has since been succeeded by version 2.0, which was 
released for a 90-day public comment period on February 15,2019, The EAC will compile 
the feedback for Commissioners to review shortly thereafter. '!? VVSG 2.0 includes the 
following minimum security guidelines: 


* (U) An error or fault in the voting system software or hardware cannot cause an 
undetectable change in election results. (9.1) 


* (U) The voting system produces readily available records that provide the ability to 
check whether the election outcome is correct and, to the extent possible, identify the 
root cause of any irregularities. (9.2) 


e (U) Voting system records are resilient in the presence of intentional forms of 
tampering and accidental errors, (9.3) 


« (U) The voting system supports strong, configurable authentication mechanisms to 
verily the identities of authorized users and includes multi-factor authentication 
mechanisins tor critical operations. (11.3) 


* (U) The voting system prevents unauthorized access to or manipulation of 
configuration data, cast vote records, transmitted data, or audit records. (13.1) 


e (U) The voting system limits its attack surface by reducing unnecessary code, data 
paths, physical ports,and by using other technical controls, (14.2) 


e (U) The voting system employs mechanisms to protect against malware. (15.3) 


e (U) A voting system with networking capabilities employs appropriate, well-vetted 
modern defenses against network-based attacks, commensurate with current best 
practice. (15.4) 


(U) As of March 2018, 35 states required that their machines be certified by EAC, but 
compliance with the VVSG standards is not mandatory, Secretary Nielsen testified before the 
Committee that the United States should “seek for all states” to use the VVSG standards."4 


(U0) EAC Comatissioners Cnanonousty Fote to Publish V¥SG 2.0 Principles and Gnidelines for Public Camment: 
Hitpso/ www eac.gov/news/2019/02/] 3/eac-commissioners-unanimously-vote-to-publish-vvse-20-principles-and- 
guidelines-for-public-comment/; February 15, 2019 
CU) SSCL Transcript of the Open Hearing on Election Security, held on March 21, 2018, p. 47. 
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VILL (U) THE ROLE OF DHS AND INTERACTIONS WITH THE STATES 


(U) The federal government’s actions to address election security threats evolved 
significantly from the summer of 2016 through the summer of 2018, C ontemporaneous with the 
Russian attacks, DHS and FBI were initially treating the situation as they would a typical 
notification ofa cyber incident to a non-governmental victim. By the fall of 2016, however, 
DHS was attempting to do more extensive outreach to the states. Then in the fall of 2017, DHS 
undertook an effort to provide a menu of cyber support options to the states. 


A. (U) DHS*s Evolution 


il For DHS and other agencies and departments tasked with intelligence collection 
or formulating policy options through the interagency process, the full scope of the threat began 
lo emerge in the summer of 2016, Secretary Johnson told the Committee that “I know | had 
significant concerns by [summer of 2016] about doing all we could to ensure the cybersecurity of 
our election systems.”°'* Mr. Daniel said in his interview that by the end of July, the interagency 
was focused on better protecting electoral infrastructure as part ofa “DHS and FBI-led domestic 
effort."7!" 


ae Policymakers quickly realized, however, that DHS was poorly posttioned to 
provide the Kind of support states néeded. Mr. Daniel said that interagency discussions about the 
threat “start[ed] a process of us actually realizing that, frankly, we don’t actually have very much 
in the way of capability that we can directly offer the states”—a fact that the states themselves 
would later echo.?"7 


. Ms. Monaco said that DHS initially found a “pretty alarming variance in the 
number of voting registration databases and lack of encryption and lack of backup for all 
of these things.”*!* Ms. Monaco added that “{iJn light of what we were seeing, in light of 
the intelligence we were getting briefed on, this was a very specific direction and 
decision to say we need to really accelerate this, put a significant push on resources and 
engagement at the senior-most levels,”*"" 


Mr. Daniel and the working group identified DHS’s cyber teams as possible 
assistance to the states. “DHS had teams that could go and provide that support to the 
private sector. We've been doing that. That's a program that existed for years for critical 








“* (UP) SSC Transcript of the Interview with Jeh Johnson, Former, secretary of Homeland Security, held on 
Monday, June 12, 2017, p. 10, i 
T (UY SSC1 Transcript of the Interview with Michael Daniel, Former Special Assistant to the President and 
Cybersecurity Coordinator, National Security Council, held on Wednesday, August 31, 2017, p. 28, 
TCU) bid, p. 38. oS 
* (U) SSC! Transcript of the Interview with Lisa Monaco, Former Homeland Security Advisor, held on Thursday, 
August 10, 2017, SSCT interview of Lisa Monaco, August 10,2017, p. 19. 
7? (U) fbid., p. 21, 
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infrastructure companies, And we realized that we could repurpose [some of those 
teams], but we don’t have that many of them. ,, four or five. It was not very manyi” *“" 


(U) DHS attempted a nuanced outreach to the states on the threat, Ms. Monaco 
highlighted a delicate balancing act with the interactions with states: 


/ know we tried very hard to strike a balance between engaving state and local 
officials and federal officials in the importance of raising cyber defenses and 
raising cybersecurity pane net sowin gv divtrust in the aVsterm, both because, Ce, 
we Pelieved it fo be true that the system ix in fact quite resilient because of what I 
mentioned earlier, which is the diffise nature; and because we did not want to, as 
we described it, do the Russians’ work for them by sawing panic about the 
vidnerability of the election”! 


(U) In an August 15, 2016, conference call with staté election officials. then-Secretary 
Johnson told states, “we're in a sort of a heightened state of alertness: it behooves everyone lo do 
everything you can for your own cybersecurity leading up to the election.” He also said that 
there was “no specific or credible threat known around the election system itself. Ido not 
recall—I don’t think, but | do not recall, that we knew about [State 4] and Illinois at that 
paint.” The Committee notes that this call was two months after State 4’s syslem was 
breached, and more than a month after [llinois was breached and the state shut down its systems 
to contain the problem. During this call, Secretary Johnson also broached the idea of desi gnating 
election systems as critical infrastructure. 


(U) A number of state officials reacted negatively to the call. Secretary Johnson said he 
was “surprised/disappointed that there was a certain level of pushback from at least those who 
spoke up. ,.. The pushback was: This is ourI’m paraphrasing here: This is our responsibility 
and there should not be a federal takeover of the election system.”**" 


e (U) The call “does not go incredibly well,” said Mr. Daniel. “! was not on the call, no, 
but all of the reporting back and then all of the subsequent media reporting that is leaked 
about the call shows that it did not go well.” Mr. Daniel continued: “! was actually quite 
surprised ... in my head, there is this: yes, we have this extremely partisan election going 
on in the background: but the Russians are trying to mess with our election. To me, 
that’s a national security issue that’s not dependent on party or anything else.”*™4 





8 (U) SSCI Transcript of the Interview with Michael Daniel, Former Special Assistant to the President and 
Cybersecurity Coordinator, National Security Council, held on Wednesday, August 31,2017, p. 41. 

=" (Ly SSCI Transcript of the Interview with Lisa Monaco, Former Homeland Security Advisor, held on Thursday, 
August 10, 2017, p. 29. 

“= (0) SSCI Transcript of the Interview with Jeh Johnson, Former Secretary of Homeland Security, held on 
Monday, June 12,2017, p. 13. 

=U) bid. pp. 13-14, 


WAL) Pied, p. ae. 
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¢ (U) Ms. Monaco also related how DHS received significant push back from the states 
and decided to “focus our efforts on really pushing states to voluntarily accept the 
assistance that DHS was trying to provide.” 


e (U) States also reported that the call did not go well. Several states told the Committee 
that the idea ofa critical infrastructure designation surprised them and came without 
context of a particular threat. Some state officials also did not understand what a critical 
infrastructure designation meant, in practical terms, and whether it would give the federal 
government the power to run elections. DHS also did not anticipate a certain level of 
suspicion from the states toward the federal government. As a State 17 official told the 
Committee, “when someone says ‘we’re from the government and we’re here to help,’ 
it’s generally not a good thing.”??6 


(U) Critical Infrastructure Designation 


(U) One of the most controversial elements of the relationship between DHS and the states 
was the decision to designate election systems as critical infrastructure. Most state officials 
relayed that they were surprised by the designation and did not understand what it meant: 
many also felt DHS was not open to input from the states on whether such a designation was 
beneficial. 


(U) Secretary Johnson remembers the first time he aired the possibility of a designation was 
on August 3, 2016, He went to a reporters’ breakfast sponsored by the Christian Science 
Monitor and publicly “floated the idea of designating election infrastructure as critical 
infrastructure.”*-’ Then, on August 15, 2016, Secretary Johnson had a conference call with 
election officials from all S50 states. “I explained the nature of what it means to be designated 
critical infrastructure. It’s not a mandatory set of [regulations], it’s not a federal takeover, it’s 
not binding operational directives. And here are the advantages: priority in terms of our 
services and the benefit of the protection of the international cyber norm.”?28 Secretary 
Johnson continued: “I stressed at the time that this is all voluntary and it prioritizes assistance 
if they seek it.”°?° 


(U) Some states were vocal in objecting to the idea. In evaluating the states’ response, DHS 
came to the conclusion that it should put the designation on hold, deciding it would earn more 
state trust and cooperation if it held off on the designation as critical infrastructure and perhaps 
sought more buy-in from the states at a later date. °° 





® (U) SSCI Transcript of the Interview with Lisa Monaco, Former Homeland Security Advisor, held on Thursday, 
August 10, 2017, SSCI interview of Lisa Monaco, August 10, 2017, p. 25. 
6 (U) Memorandum for the Record, SSCI Staff, Conference Call with State 17, January 25, 2018. 
°7 (U) SSCI Transeript of the Interview with Jeb Johnson. Former-Secretary of Homeland Security, held on 
Monday, June 12, 2017, p. 10. 
°8 (U) /bid., p. 14. For additional information on the definition of critical infrastructure ina cybersecurity context, 
see Executive Order 13636, /mproving Critical Infrastructure Cybersecurity, February 12, 2013. 
°° (U) SSCI Transcript of the Open Hearing on Election Security,-March 21, 2018, p. 34. 
330 (U) Ibid, p. 115, 
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(U) After the election, Secretary Johnson decided the time had come to make the designation, 
He held a follow-up call with NASS on the critical infrastructure designation in January 2017: 
“I didn’t tell them I’m doing this the next day, but | told them | was close to making a 
decision. | didn’t hear anything further [along the lines of additional, articulated objections], 
so the same day we went public with the [unclassified] version of the report,>3! | also made the 
designation.”*" 


(U) Mr. Daniel summed up the rationale for proceeding this way: “| do believe that we should 
think of the electoral infrastructure as critical infrastructure, and tome it’s just as critical for 
democracy as communications, electricity, water. H that doesn’t function, then your 
democracy doesn’t function... . To me that is the definition of ‘critical.°"33° 


(U) In interviews with the Committee in late 2017 and ear! y 2018, several states were 
supportive of the designation and saw the benefits of, for example, the creation of the 
Government Coordinating Council. Others were Jukewarm, saying they had seen limited 
benefits for all the consternation officials said it had caused. Still others remained Suspicious 
that the designation is a first step toward a federal takeover of elections. 








B. (U) The View From the States 


(U) For most states, the story of Russian attempts to hack state infrastructure was one of 
confusion and a lack of information. It began with what'states interpreted as an insignificant 
event: an FBI ELASH notification on August 18, 2016, 
*** Then, in mid-October, the MS-ISAC reached 
out to state IT directors with an additional alert about specific IP addresses scanning websites.>> 
At no time did MS-ISAC or DHS identify the IP addresses as associated with a nation-state 
actor. Given the lack of context, state staff who received the notification did not ascribe any 
additional urgency to the warning; to them, it was a few more suspect IP addresses among the 
thousands that were constantly pinging state systems. Very few state IT directors informed state 
election officials about the alert. 












*! (U) Secretary Johnson was referring to the declassified version of the Intelligence Community Assessment, 
Assessing Russian Activities and Intentions in Recent U.S. Elections: J anuary 6, 2017. 

532 (U) /hid., p. 46. " 

‘8 (U) SSCI Transcript of the Interview with Michael Daniel, Former Special Assistant to the President and 


Cybersecurity Coordinator, National Security Council, held on Wednesday, August 31, 2017, p. 98. 
‘4 (U) FBLELASH, Alert Number T-LD1004-TT, TL?-AMBER aaa 
ASH, Alert Number T-LD1005-TT, a ae 
; DHS/FBI JAR-16-20223, Threats to Federal, 


State, and Local Government Systems, October 14, 2016. 












49 
COMMITTEE SENSITIVE - RUSSIA INVESTIGATION ONLY 


COMMITTEE SENSITIVE - RUSSIA INVESTIGATION ONLY 


e (U) State 1] had a meeting with DHS officials, including the regional DHS cyber 
advisor, in August 2016, but according to State 11 officials, DHS did not mention any 
specific threat against election systems from a.nation-state actor.>°° 


e (U) State 13 reported that DHS contacted an affected county at one point, but never 
contacted the state-level officials.*?’ : 


e (U) When they saw an IP address identified in the alerts had scanned their systems, State 
6 and State 16 sent their logs to the MS-ISAC for analysis.°°* State 16 said it never 
received a response. °°” a 


(U) DHS, conversely, saw its efforts as far more extensive and effective. Ms. Manfra 
testified to SSCI that DHS “held a conference call where all 50 secretaries of state or an election 
director if the secretary of state didn’t have that responsibility [participated], in August, in 
September, and again in October [of 2016], both high-level engagement and network defense 
products [sic].”*"” Mr. Daniel reported that “by the time Election Day rolls around, all but one 
state has taken us up on the offer to at least do scanning [,] so | want to give people credit for not 
necessarily sticking to initial partisan reactions and . . . taking steps to protect their electoral 
infrastructure.”>"! 


(U) States reported to the Committee that Election Day went off smoothly. For most 
state election officials, concerns about a possible threat against election systems dropped off the 
radar until the summer or fall of 2017. Many state election officials reported hearing for the first 
time that Russian actors were responsible for scanning election infrastructure in an estimated 2] 
states from the press or from the Committee’s open hearing on June 21, 2017. During that 
hearing, in response to a question from Vice Chairman Warner inquiring whether all affected 
states were aware they were attacked, Ms. Manfra responded that “{a]ll of the system owners 
within those states are aware of the targeting, yes, sir.”*4?. However, when pressed as to whether 
election officials in each state were aware, the answer was less clear.*3 


e (U) In that hearing, Dr. Liles said DHS had “worked hand-in-hand with the state and 
local partners to share threat information related to their networks.”>"4 





*°(U) Memorandum for the Record, SSCI Staff, Conference Call with [State 11], December 8, 2017. 
*” (U) Memorandum for the Record, SSC1 Staff, Conference Call with [State 13], December |, 2017. 
** (U) Memorandum for the Record, SSC] Staff, Conference Call.with [State 6], November 17, 2017; Memorandum 
for the Record, SSCI Staff, Conference Call with [State 16], December |, 2017. 
* (U) /bid. State 6 did not indicate whether they received feedback from DHS. 
“8° (U) SSCI Transcript of the Open Hearing on Russian Interference in the 2016 U.S. Elections, June 21, 2017, p. 
74. 
*" (U) SSCL Transcript of the Interview with Michael Daniel, Former Special Assistant to the President and 
Cybersecurity Coordinator, National Security Council, held on Wednesday, August 31, 2017, p. 49. 
“4° (U) SSCI Transcript of the Open Hearing on Russian Interference in the 2016 U.S. Elections, held on 
Wednesday, June 21, 2017, p. 28. 
) (U) /bid., pp. 62-63. 
4 (U) Jhid., p. 12. 
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e (U) Ms. Manfra said, “The owners of the systems within those 21 states have been 
notified.” Senator King then asked, “How about the election officials in those states?” 
Ms. Manfra responded, “We are working to ensure that election officials as well 

understand. I’1l have to get back to you on whether all 21 states ....[crosstalk],”°” 


e (U) Given Ms. Manfra’s testimony and the fact that some election officials did not get a 
notification directly to their offices, election officials in many states assumed they were 
not one of the 21; some even issued press releases to that effect.346 


(U) The disconnect between DHS and state election officials became clear during 
Committee interactions with the states throughout 2017. In many cases, DHS had notified state 
officials responsible for network security, but not election officials, of the threat. Further, the IT 
professionals contacted did not have the context to know that this threat was any different than 
any other scanning or hacking attempt, and they had not thought it necessary to elevate the 
warning to election officials. 


(U) After the hearing, and in part to respond to confusion in the states, DHS held a 
conterence call with representatives from 50 states in September 2017. In that call, DHS said 
they would contact affected states directly. State 8 state election officials noted that the call 
became “somewhat antagonistic.”*“’ State 17 officials reported that the phone call “just showed 
_ how little DHS knew about elections.”34* Several officials argued that all 50 states should be 
notified of who had been hacked. DHS followed up with one-to-one phone calls to states over 
the next several days. 


e (U) Officials from some states reported being shocked that they were in fact-one of the 
states, and further surprised that their states had supposedly been notified. 


e (U) Most state officials found the conference calls lacking in information and were left 
wondering exactly what the threat might be. Several states said the DHS representatives 
could not answer any specific questions ef; fectively. 


(U) Following this series of difficult engagements, DHS set about trying to build 
relationships with the states, but it faced a significant trust deficit. Early follow-up interactions 
between state election officials and DHS were rocky. States reported that DHS seemed to have 
little to no familiarity with elections. For example, State 6 said that the DHS representatives they 
were assigned seemed to know nothing about State 6, and, when pressed, they admitted they 
were “just reading the spreadsheet in front of [them].”3° State 8 reported that “we are spending 





345 (U) Ibid., pp. 62-63. | i 
*4° (U) State 8 said they put out a press release because DHS ha said publicly that they had notified the 21 states, 
and “if you were one of the 21, you would know.” Wi os 
*47 (U) Memorandum for the Record, SSCI Staff, Conference Call with [State 8], February 2, 2018. 
*48 (U) Memorandum for the Record, SSCI Staff, Conference Call with [State 17], January 25, 2018. 
*# (U) Memorandum for the Record, SSCI Staff, Conference Call with [State 6], November 17, 2017. 
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a ton of time educating outside groups on how elections are run.”3° State 3 officials said, “DHS 
didn’t recognize that securing an election process is not the same as securing a power grid.”3*! 





(U) By early 2018, State officials gave DHS credit for making significant progress over 
the next six months. States began to sign up for many of the resources that DHS had to offer, 
and DHS hosted the first meeting of the Government Coordinating Council required under the 
critical infrastructure designation. Those interactions often increased trust and communication 
between the federal and state entities. For example, DHS has identified a list of contacts to 
notify if they see a threat; that list includes both IT officials and election officials. State 9 
described it as “quite a turnaround for DHS,” and further stated that the Secretaries of State had 
been disappointed with how slowly DHS got up to speed on election administration and how 
slowly the notifications happened, but DHS was “quick with the mea culpas and are getting 
much better,” 35? 

(U) Not all of the engagements were positive, however. State 13 in early December 
2017 still reported continued frustration with DHS, indicating to the Committee that it had not 
seen much change in terms of outreach and constructive engagement. As of summer 2017, 
according to State 13, “the lack of urgency [at DHS] was beyond frustrating.”3%3 


C. (U) Taking Advantage of DHS Resources 


| (U) As DHS has pursued outreach to the states, more and more have opened their doors 
to DHS assistance. DHS told the Committee that its goal has been relationship building and: 


In the partnerships with the states and secretaries of states, state election 
directors, and at the local level, we’re trying to shift them to a culture of more 
information security management, where they can now account for the integrity of 
their system, or, if something did happen... they know the full extent of what 
happened on their system... . We're providing vulnerability assessments and 
trend analysis, in addition to connecting them to the threat intelligence that we 
can, in order to evolve their... cyber culture. 354 


(U) DHS’s assistance can be highly tailored to need, and falls into roughly two buckets: 
remote cyber hygiene scans, which provide up to weekly reports, and on-site risk and 
vulnerability assessments. DHS also offers a suite of other services, including phishing 
campaign assessments. All these efforts seek to provide the states with actionable information to 
improve cyber hygiene, but DHS has been keen to avoid what could be perceived by the states as 





°° (U) Memorandum for the Record, SSC] Staff, Conference Call with [State 8], February 2, 2018. 
*! (U) Memorandum for the Record, SSCI Staff, Conference Call with [State 3], December 8, 2017. 
*2 (U) Memorandum for the Record, SSCI Staff, Conference Call with [State 9], November 17, 2017. 
*°° (U) Memorandum for the Record, SSCI Staff, Conference Call with [State 13], December 1, 2017. 
*°4 (U) SSCI interview with DHS and CTIIC, February 27, 2018, pp. 54-55. 
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unfunded mandates.’ Some states requesting more intensive services have also experienced 
significant delays before DHS could send a team to assist. 


e (U) By October 2018, DHS said 35 states, 91 local jurisdictions, and eight election 
system vendors had signed up for remote persistent scans.**° All the requests for these 
scans have been fulfilled. “They can be turned on basically within the week,” according 
to DHS.3°’ . 


e (U) DHS said that as of October 2018, it had completed 35 in-depth, on the ground 
vulnerability assessments: 21 states, 13 localities, and one election system vendor. These 
assessments are one week off-site remote scans followed by a second week on site.>>* 


e (U) Two states who completed the in-depth assessments reported in late 2017 they had 
had a good experience. State 12 officials said the team was “extremely helpful and 
professional.”*°’ State 10 said the review was a good experience, although DHS was 
somewhat limited in what it could do.*°” For example, DHS did a phishing email test that 
‘| od the traini Ss ie Re k 361 Yer Me d ant bI 
showed the training for employees had worked.*°' DHS gave “good and actionable 
recommendations.” Although DHS “didn’t really understand election systems when they 


ey 362 


came,” they learned a lot. 


e (U) As of November 2017, State 6 and State 9 requested an on-site scan, but those scans 
were on track to be delayed past the August 2018 primaries.*% State 7 was expecting a 
four-to-six month delay. °°’ State 8 signed up for a checkup in October 2017 and was due 
lo get service the following February.*® As of January 2018, State 17 also had requested 
an on-site scan, °° 


(U) In a sign of improving relations between the states and DHS, two states that had 
elections in 2017 attempted to include DHS in the process more extensively than in the past. In 
State 17, a two-person DHS team sat with election officials during the 2017 special election and 
monitored the networks. Even though “their presence was comforting,” they “reall y didn’t do 
much.” State 17 signed DHS’s normal MOU, but also added its own clause to underscore the 
state’s independence: a formal sunset on DHS’s access to state systems, one week after the 





©? (U) /hid., p. 60. 

6 (U) /hid., p. 57. 

*°7(U) DHS phone call with SSCI; October 16, 2018. 

8 (U) /hid : 

*” (U) Memorandum for the Record, SSCI Staff, Conference Cal) with [State 12], December 1, 2017, 

300 (U) Ibid. 

1 (U) Ibid. 

62 (U) Ibid. 

6} (U) Memorandum for the Record, SSCI Staff, Conference Call with {State 6], November 17, 2017; Memorandum 

for the Record, SSCI Staff, Conference Call with [State 9], November 17, 2017. 

*°* (U) Memorandum for the Record, SSC Staff, Conference Call with [State 7), January 25, 2018. 

*©> (U) Memorandum for the Record, SSCI Staff, Conference Call with [State 8], February 2, 2018. 

*°° (U) Memorandum for the Record, SSCI Staff, Conference Call with [State 17], January 25, 2018. 
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election, State 7 reported their experience with DHS during the 2017 statewide election was 
quite good. DHS sat with election officials all day, which meant State 7 could pass messages 
quickly to NCCIC, 


(U) In March 2018, Congress appropriated $380 million in funding for election security 
improvements. The funding was distributed under the formula laid out in the Help American 
Vote Act (HAVA) and was intended to aid in replacing vulnerable voting machines and 
improving cybersecurity. As of July 2018, 13 states said they intended to use the funds to buy 
hew voling machines, and 22 said they have “no plans to replace their machines before the 
election—including all five states that rely solely on paperless electronic voting devices,” 
according to a survey by Politico.*®” 


IX. (U) RECOMMENDATIONS 
I. (U) Reinforce States’ Primacy in Running Elections* 


(U) States should remain firmly in the lead on running elections, and the federal 
government should ensure they receive the necessary resources and information. 


2. (U) Build a Stronger Defense, Part I: Create Effective Deterrence 


(U) The United States should communicate to adversaries that it will view an attack 
on its election infrastructure as a hostile act, and we will respond accordingly. The U.S. 
Government should not limit its response to cyber activity; rather, it should create a menu 
of potential responses that will send a clear message and create significant costs for the 
perpetrator. 


hu Ideally, this principle of deterrence should be included in an overarching 
cyber doctrine for the U.S. Government. That doctrine should clearly delineate 
cyberespionage, cybercrime, and cyber attacks. Further, a classified portion of the doctrine 
should establish what the U.S. Government believes to be its escalation ladder in the cyber 
realm—what tools does it have, what tools should it pursue, and what should the limits of cyber 
war be. The U.S. strategic approach tends to overmatch adversaries with superior technology, 
and policymakers should consider what steps the U.S. will need to take to outstrip the 
capabilities of Russia, China, Iran, North Korea, and other emerging hostile actors in the cyber 
domain. 


(U) U.S. cyber doctrine should serve as the basis for a discussion with U.S. allies 
and others about new cyber norms. Just as the international community has established norms 
and treaties about the use of technologies and weapons systems, the U.S. should lead a 
conversation about cyber norms and the limits of cyber activity with allies and others. 





‘The Committee’s recommendation to “reinforce states’ primacy in running elections” should be understood in reference to states’ responsibility for 
election security, and not as pertaining to broader election issues, such as campaign finance laws or voting rights laws, 
©’ (U) States Slow to Prepare for Hacking Threats, Eric Geller, Politico, July 18, 2018. 
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3. (UU!) Build a Stronger Defense, Part LI: improve Information Gathering and 
Sharing on Threats 








The U.S. government needs to build the cyber expertise and capacity of its 
domestic agencies, such as DHS and FBI, and reevaluate the current authorities that 
govern efforts to defend against foreign cyber threats. NSA and CIA collection is. by law, 
directed outside the United States. 







bee The U.S. government should invest in capabilities for rapid attribution of 
cyber attacks, without sacrificing accuracy. 


However, the IC needs to improve its ability to 
provide timely and actionable warning. Timely and accurate attribution is not only important to 
defensive information sharing, but will also underpin a credible deterrence and response strategy. 








(U) The federal government and state governments need to create clear channels of 
communication two ways—down from the federal government to the state and local level, 
and up from the state and local officials on the frontlines to federal entities, In 2016, DHS 
and FBI did not provide enough information or context-to election officials about the threat they 
were facing, but states and DHS have made significant progress in this area in the last two years, 
or example, Secretary of Homeland Security Nielsen testified to the Committee in March 2018 
that “today | can say with confidence that we know whom to contact in every state to share threat 
information, That capability did not exist in 2016.7°°° 


(U) A key component of information sharing about elections is security clearances 
for appropriate officials at the state and local level. DHS and its partners can effectively strip 
classified information off of cyber indicators, which can then be passed to technical staff at the 
state level, but in order for those indicators to not get lost in the multitude of cyber threats those 
professionals sce ona daily basis, senior officials at the state and local levels need to know the 








© (UY SSCT Transcript of the Open Hearing on Election Security, held on March 21, 2018, p. 16. 
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context surrounding the indicators. State officials need to know why a particular threat is of 
significant concern, and should be prioritized. That context could come from classified 
information, or states could come to understand that threat information DHS passes them is more 
serious than that received through other sources. DHS’s goal is to obtain clearances for up to 
three officials per state.’ As of August 2018, DHS had provided a clearance to 92 officials?”!: 
as of late 2017 all state election officials had received interim secret clearances or one-day read- 
ins for secret-level briefings.*”” DHS, along with ODNI and FBI, also hosted state and local 
election officials for a SECRET-level briefing on the sidelines of the biannual NASS and NASS- 
ED conferences in Washington, DC in February 2018. In March, Amy Cohen, Executive 
Director of NASS-ED testified in front of the Committee that, “It would be naive to say that we 
received answers to all our questions, but the briefing was incredibly valuable and demonstrated 
how seriously DHS and others take their commitment to the elections community as well as to 
our concerns.”*”> The Committee recommends DHS continue providing such briefings and 
improve the quality of information shared. 


(U) Fundamental to meaningful information sharing, however, is that state officials 
understand what they are getting. New inductees to the world of classified information are often 
disappointed—they expected to see everything laid out-in black and white, when intelligence is 
often very gray, with a pattern discernable only to those who know where to look and what 
conclusions to draw. Those sharing the intelligence should manage expectations—at the 
SECRET level, officials are likely to see limited context about conclusions, but not much more. 


(U) Federal officials should work to declassify information, for the purpose of 
providing warning to appropriate state and local officials, to the greatest extent possible. If 
key pieces of context could be provided at a lower classification level while still protecting 
classified information, DHS and its partners should strive to do so. 


4. (U) Build a Stronger Defense, Part III: Secure Election-Related Cyber Systems 


(U) Despite the expense, cybersecurity needs to become a higher priority for 
election-related infrastructure. The Committee found a wide range of cybersecurity practices 
across the states. Some states were highly focused on building a culture of cybersecurity; others 
were severely under-resourced and relying on part-time ‘help. 


(U) The Committee recommends State officials work with DHS to evaluate the 
security of their election systems end-to-end and prioritize implementing the following 
Steps to secure voter registration systems, state records, and other pre-election activities. 
The Committee additionally recommends that State officials: 





"(U) SSCI Transcript of the Open Hearing on Election Security,‘held on March 21, 2018, p.15. 
*”! (U) DTS 2018-3275, Summary of 8/22/2018 All Senators Election Security Briefing, August 28, 2018. 
’* (U) SSCI Transcript of the Open Hearing on Election Security, held on March 21, 2018, p 15, 26. 
 (U) SSCI Transcript of the Open Hearing on Election Security, held on March 21, 2018, p.113. 
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e (U) Identify the weak points in their networks, like under-resourced localities. State 7 
said they are not worried about locations like larger counties when it comes to network 
security, but they are worried about “the part-time registrar who is also the town attorney 
and the town accountant and is working out of a 17" century jail.” 374 


e (U) Undertake security audits of state and local voter registration systems, ideally 
utilizing private sector entities capable of providing such assistance. State and local 
officials should pay particular attention to the presence of high severity vulnerabilities in 
relevant web applications, as well as highly exploitable vulnerabilities such as cross-site 
scripting and SQL. injection. 


e (U) Institute two-factor authentication for user access to state databases. 


e (U) Install monitoring sensors on state systems. As of mid-2018, DHS’s ALBERT 
sensors covered up to 98% of voting infrastructure nationwide, according to 
Undersecretary Krebs.°”° 


e (U) Include voter registration database recovery in state continuity of operations plans. 


e (U) Update sofiware in voter registration systems. One state mentioned that its voter 
registration system is more than ten years old, and its employees will “start to look for 
shortcuts” as it gets older and slower, further imperiling cybersecurity. 


e (U) Create backups, including paper copies, of state Voter registration databases. 


e (U) Consider a voter education program to ensure voters check registration information 
well prior to an election. 


(U) DHS in the past year has stepped up its ability to assist the states with some of these 
activities, but DHS needs to continue its focus on election infrastructure and pushing resources to 
the states. 


(U) The Committee recommends DHS take the following steps: 


e (U) Create an advisory panel to give DHS expert-level advice on how states and 
localities run elections. The Government Coordinating Council, created as part of the 
critical infrastructure designation, could serve’‘as a venue for educating DHS on what 
states do and what they need. 





“ (U) Memorandum for the Record, SSCI Staff, Conference Call with [State 7], January 25, 2018. 
> (U) DTS 2018-3275, Summary of 8/22/2018 All Senators Election Security Briefing, August 28, 2018. 
57 7 
COMMITTEE SENSITIVE - RUSSIA INVESTIGATION ONLY 





COMMITTEE SENSITIVE - RUSSIA INVESTIGATION ONLY 


e (U) Create guidelines on cybersecurity best practices for elections and a public 
awareness campaign to promote election security awareness, working through EAC, 
NASS, and NASED, and with the advisory panel. 


e (U) Develop procedures and processes to evaluate and routinely provide guidance on 
relevant vulnerabilities associated with voting systems in conjunction with election 
experts. 


e = (U) DHS has already created a catalog of services they can provide to states to help 
secure states’ systems. DHS should maintain the catalog and continue to update it as it 
refines its understanding of what states need. 


e (U) Expand capacity so wait times for services, like voluntary vulnerability assessments, 
are manageable and so that DHS can maintain coverage on other critical infrastructure 
sectors. Robbing resources from other critical infrastructure sectors will eventually 
create unacceptable new vulnerabilities. 


e (U) Work with GSA to establish a list of approved private-sector vendors who can 
provide services similar to those DHS provides... States report being concerned about 
“vultures” —companies who show up selling dubious cyber solutions. That being said, 
some states will be more comfortable having a private sector entity evaluate their state 
systems than a federal agency. 


e (U) Continue to build the resources of the newly established EI-ISAC. States have 
already found this information sharing service useful, and it could serve as a 
clearinghouse for urgent threat information. As of August 2018, the EI-ISAC had over 
|,000 members with participants in all 50 states.°”° 


e (U) Continue training for state and local officials, like the table-top exercise conducted 
in August of 2018 that brought together representatives from 44 states, localities, and the 
federal government to work through an election security crisis.*”’ The complexity of the 
scenario encouraged state and local officials to identify serious gaps in their preparations 
for Election Day. 


5. (U) Build a Stronger Defense, Part IV: Take Steps to Secure the Vote Itself 


(U) Given Russian intentions to undermine the credibility of the election process, 
states should take urgent steps to replace outdated and vulnerable voting systems, When 
safeguarding the integrity of U.S. elections, all relevant elements of the government—including 
at the federal, state, and local level—need to be forward looking and work to address 
vulnerabilities before they are exploited. 





 (U) DTS 2018-3275, Summary of 8/22/2018 All Senators Election Security Briefing, August 28, 2018. 
’” (U) DHS, Press release: DHS Hosts National Exercise on Election Security, August 15, 2018. 
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e (U) As states look to replace HAVA-era machines that are now out of date, they should 
purchase more secure voting machines. Paper ballots and optical scanners are the least 
vulnerable to cyber attack; at minimum, any machine purchased going forward should 
have a voter-verified paper trail and remove (or render inert) any wireless networking 
capability. | 


e (U) States should require that machines purchased from this point forward are either 
EAC certified or comply with the VVSG standards. State purchasers should write 
contracts with vendors to ensure adherence to the-highest security standards and to 
demand guarantees the supply chains for machines are secure. 


e (U) In concert with the need for paper ballots comes the need to secure the chain of 
custody for those ballots. States should reexamine their safeguards against insertion of 
fraudulent paper ballots at the local level, for example time stamping when ballots are 
scanned, 


e (U) Statistically sound audits may be the simplest and most direct way to ensure 
confidence in the integrity of the vote.*”* States should begin to implement audits of 
election results. Logic and accuracy tests of machines are a common step, but do not 
speak to the integrity of the actual vote counting. Risk-limiting audits, or some similarly 
rigorous alternative, are the future of ensuring that votes cast are votes counted. State 8, 
State 12, State 21, State 9, State 2, State 16, and others already audit their results, and 
others are exploring additional pilot programs.3” However, as of August 2018, five 
states conducted no post-election audit and 14 states do not do a complete post-election 
audit.7®° The Committee recognizes states’ concern about the potential cost of such 
audits and the necessary changes to state laws and procedures; however, the Committee 
believes the benefit of having a provably accurate vote is worth the cost. 


e (U) States should resist pushes for online voting. One main argument for voting online 
is to allow members of the military easier access to their fundamental right to vote while 
deployed. While the Committee agrees states.should take great pains to ensure members 





378 (U) Election experts point out, however, that audits could create anew vector for election-related lawsuits. 
Complainants could allege that the audit was done improperly, or that the audit process reflected bias. 


3 (U) State 8 passed a law to audit starting in 2018, with random precinct sampling. State 12 does state-wide 
audits. State 21 audits 2% of ballots, randomly selected. State 9 picks 210 of 410 precincts at random for an audit. 
State 2 hand-counts ballots in randomly selected precincts and uses automated software to test. A States law on 
ballot storage can’t accommodate risk-limiting audits. Instead, they use ClearBallot software. They upload images 
of ballots to an external hard drive and send it to ClearBallot. ClearBallot is blind to who won and independently 
evaluates the results. In-addition, the company can identify problems with scanners; for example, when a fold in 
absentee ballots recorded as a vote. Cybersecurity experts still doubt, however, that this type of procedure is secure. 


$89 (U) DTS 2018-3275, Summary of 8/22/2018 All Senators Election Security Briefing, August 28, 2018. 
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of the military yet lo vote for their elected officials, no system of online voting has yet 
established itself as secure. **! 


e =(U) DHS should work with vendors of election equipment to educate them about the 
vulnerabilities in both the machines and the supply chains for the components of their 
machines. Idaho National Lab is already doing some independent work on the security of 
a select set of voting machines, developing a repeatable methodology for independently 
testing the security of such systems. 


e (U) The Department of State should work with FBI and DHS to warn states about 
foreign efforts to access polling places outside normal channels in the future and remain 
vigilant about rejecting aberrant attempts. 


e (U) The Associated Press is responsible for reporting unofficial, initial election results on 
election night and is a critical part of public confidence in the voting tally. States and 
DHS should work with the AP and other reporting entities to ensure they are both secure 
and reporting accurate results. : 


e (U) The Committee found that, often, election experts, national security experts, and 
cybersecurity experts are speaking different languages. Election officials focus on 
transparent processes and open access and are concerned about introducing uncertainty 
into the system; national security professionals tend to see the threat first. Both sides 
need to listen to each other better and to use more precise language. 


6. (U) Assistance for the States 


(U) State officials told the Committee the main obstacle to improving cybersecurity and 
purchasing more secure voting machines is cost. State budgets are stretched thin by priorities 
that seem more urgent on a daily basis and are far more. visible to constituents. 


(U) In March 2018, Congress appropriated $380 million in funds under the HAVA 
formula for the states. As of August 2018, states had begun to allocate and spend that money for 
items such as cybersecurity improvements. 


(U) The Committee recommends the EAC; which administers the grants, regularly 
report to Congress on how the states are using those funds, whether more funds are 
needed, and whether states have both replaced outdated voting equipment and improved 





‘*' (U) Dr. Halderman in his testimony before the Committee said, “I think that online voting, unfortunately, would 
be painting a bullseye on our election system. Today’s technology just does not provide the level of security 
assurance for an online election that you would need in order for voters to have high confidence. And | say that 
having myself... hacked an online voting system that was about to be used in real elections. having found 
vulnerabilities in online voting systems that are used in other countries. The technology just isn’t ready for use.”’ See 
SSCI Transcript of the Open Hearing on Russian Interference in the 2016 U.S. Elections, held on Wednesday, June 
21, 20P7,.p. 182. 
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cybersecurity. More funds may be needed, as the allocation under the HAVA formula did 
not prioritize replacing vulnerable electronic-only machines. 


e (U) States should be able to use grant funds to improve cybersecurity in a variety of 
ways, including hiring additional IT staff. updating software, and contracting with 
vendors to provide cybersecurity services. “Security training funded and provided by a 
federal entity such as the EAC or DHS would also be beneficial in our view,”>*? an 
official from Illinois testified. 


e (U) Funds should also be available to defray the cost of instituting audits. 


e (U) States with vulnerable DRE machines with no paper backup should receive urgent 
access to funding. Dr. Halderman testified that replacing insecure paperless voting 
machines nationwide would cost $130 to $400 million dollars. Risk-limiting audits 
would cost less than $20 million a year.** : 








8 (U) SSCI Transcript of the Open Hearing on Russian interference in the 2016 U.S. Elections, held on 
Wednesday, June 21, 2017, p. 114. 
83 (U) /bid., p. 119. 
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MINORITY VIEWS OF SENATOR WYDEN 
(U) The role of the federal government 


(U) The Committee report describes Russian attacks on U.S. election infrastructure in 2016 and 
lays out many of the serious vulnerabilities that exist to this day. These vulnerabilities pose a 
diréct and urgent threat to American democracy which demands immediate congressional action. 
The defense of U.S. national security against a highly sophisticated foreign government cannot 
be left to state and county officials. For that reason, I cannot support a report whose top 
recommendation is to “reinforce[ ] state’s primacy in running elections.” 


(U) Congress’s constitutional role in regulating federal elections is well-established. In response 
to an inquiry from the bipartisan leadership of the U.S. Senate, the General Accounting Office 
(GAO) wrote that “[w]ith regard to the administration of federal elections, Congress has 
constitutional authority over both congressional and presidential elections.”! Indeed, pursuant to 
the Elections Clause of the U.S. Constitution,” Congress’s authority over congressional elections 
is “paramount to that of the states.” As the GAO report details, Congress has repeatedly passed 
legislation related to the administration of elections on topics such as the timing of federal 
elections, voter registration, absentee voting requirements, disability access, and voting rights. 


(U) Ifthere was ever a moment when Congress needed to exercise its clear constitutional 
authorities to regulate elections, this is it. America is facing a direct assault on the heart of our 
democracy by a determined adversary. We would not ask a local sheriff to go to war against the 
missiles, planes and tanks of the Russian Army. We shouldn’t ask a county election IT 
employee to fight a war against the full capabilities and vast resources of Russia’s cyber army. 
That approach failed in 2016 and it will fail again. The federal government’s response to this 
ongoing crisis cannot be limited offers to provide resources and information, the acceptance of 
which is voluntary. If the country’s elections are to be defended, Congress must also establish 
mandatory, nation-wide cybersecurity requirements. 


(U) Security of voting machines 


(U) Experts are clear about the measures necessary to protect U.S. elections from cyber 
manipulation.* Absent an accessibility need, most voters should hand-mark paper ballots. For 
voters with some kind of need, ballot marking devices that print paper ballots should be 
available. Risk-limiting audits must be also be required. Currently, however, only Virginia, 
Colorado and Rhode Island meet these requirements.’ These critical reforms must be adopted 


'“Rlections. The Scope of Congressional Authority in Election Administration,” General Accounting Office, March 
2001, prepared in response to a joint inquiry from Senator Trent Lott, Republican Leader; Senator Tom Daschle, 
Democratic Leader; Senator Mitch McConnell, Chairman, and Senator Christopher Dodd, Ranking Member, of the 
Senate Committee on Rules and Administration. : | 

2 Article I, Section 4, Clause 1 

> Securing the Vote; Protecting American Democracy; National Academy of Sciences, Engineering and Medicine, 
September 2018 . 

‘National Conference of State Legislatures, Post-Election Audits, January 3, 2019. Verifiedvoter.org. The Verifier — 
Polling Place Equipment — November 2018. Oregon requires paper ballots and the Oregon State Senate has passed a 
bill requiring risk-limiting audits. : 





throughout the country, which is why, on June 27, 2019, the House of Representatives passed 
H.R, 2722, the Securing America’s Federal Elections (SAFE) Act. The security of the country’s 
voting machines depends on this legislation being signed into law. 


(U) The Committee, in recommending basic security measures like paper ballots and audits, 
notes that there is currently “a wide range of cybersecurity practices across the states.” Indeed, 
the data is deeply concerning and highlights the need for mandatory, nation-wide standards. For 
example, the Committee rightly highlights the vulnerabilities of Direct-Recording Electronic 
(DRE) Voting Machines, noting that, without a paper trail, there would be no way to conduct a 
meaningful “recount” and compromises would remain undetected. As of November 2018, 
however, there were still four states in which every single county relied on DREs without voter 
verified paper audit trail printers (VVPAT) and, in an additional eight states, there were multiple 
counties that relied on DREs without a VVPAT.° Gaps in the deployment of VVPATs, which 
are far less secure than hand-marked paper ballots, demonstrate that even bare minimum security 
best practices are not being met in many parts of the country. 


(U) In addition, 16 states have no post-election audits of any kind, while many others have 
insufficient or perfunctory audits. Only four states have a statutory requirement for risk-limiting 
audits, while two states provide options for counties to run different kinds of audits, one of which 
is a risk-limiting audit.° Next year, a third state will provide that option. In other words, the vast 
majority of states have made no moves whatsoever toward implementing minimum standards 
that experts agree are necessary to guarantee the integrity of elections. 


(U) The Committee rightly identifies problems with vendors of voting machines, noting 
vulnerabilities in both the machines and the supply chains for machine components. Currently, 
however, the federal government has no regulatory authority that would require these vendors to 
adhere to basic security practices.’ Only general federal requirements that states and localities 
use paper ballots and conduct audits will ensure that the risk posed by voting machines provided 
by private vendors to states and localities can be contained. The stakes could not be more clear. 
As Homeland Secretary Kirstjen Nielsen testified to the Committee, “If there is no way to audit 
the election, that is absolutely a national security concern.” ® 


(U) Registration databases and election night reporting websites 


(U) Two additional components of the U.S. election infrastructure require immediate, 
mandatory cybersecurity fixes. The first are voter registration databases. The Committee 
received testimony about successful Russian exfiltration of databases of tens of thousands of 
voters.” Expert witnesses also described the chaos that manipulated voter registration data could 
cause should voters arrive at the polls and find that their names had been removed from the rolls. 





* Verifiedvoter.org. The Verifier — Polling Place Equipment —~ November 2018. 

* The four states are Colorado, Nevada, Rhode Island, and Virginia. National Conference of State Legislatures, 
Post-Election Audits, January 3, 2019. | 

’ Testimony of Homeland Security Secretary Kirstjen Nielsen, March 21, 2018. 

* Testimony of Homeland Security Secretary Kirstjen Nielsen, March 21, 2018. 

” Testimony of Connie Lawson, President-elect, National Association of Secretaries of State, and Secretary of State, 
State of Indiana; testimony of Steve Sandvoss, Executive Director of Illinois State Board of Elections, June oA 
2017; Illinois Voter Registration System Database Breach Report. 
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As one expert testified, this form of interference “could be used to sabotage the clection process 
on Election Day.”!° , 


(U) The Committee report describes a range of cybersecurity measures needed to protect voter 
registration databases, yet there are currently no mandatory rules that require states to implement 
even minimum cybersecurity measures. There are not even any voluntary federal standards. 


(U) An additional component of the U.S. election infrastructure that requires immediate, 
mandatory cybersecurity measures are the election night reporting websites run by the states. 
The Committee heard testimony about a Russian attack on Ukraine’s web page for announcing 
results. That attacked allowed the Russians to use misinformation that left Ukraine in chaos for 
days after the election. As the Committee’s expert witness warned, “| w]e need to look at that 
playbook. They will do it to us.”'' Like voter registration databases, election results websites 
are not subject to any mandatory standards. Both of these critical vulnerabilities, as well as 
vulnerabilities of voting machines, must be addressed by the U.S. Congress through the passage 
of S. 2238, the Senate version of the SAFE Act. 


(U) Given the inconsistent, and at times non-existent adherence to basic cybersecurity among 
states and localities, | cannot agree with the Committee’s conclusion that “the country’s 
decentralized election system can be a strength from 4 cybersecurity perspective.” Until election 
security measures are required of every state and locality, there will be vulnerabilities to be 
exploited by our adversaries. The persistence of those vulnerabilities has national consequences. 
The manipulation of votes or voter registration databases in any county in the country can 

change the result of a national election. The security of the U.S. election system thus hinges on 
its weakest links — the least capable, least resourced local election offices in the country, many of 
which do not have a single full-time employee focused on cybersecurity. 


(U) Every American has a direct stake in the cybersecurity of elections throughout the country. 
Congress has an obligation to protect the country’s election system everywhere. If there were 
gaps in the defense of our coastline or air space, members would ensure that the federal 
government close them. Vulnerabilities in the country’s election cybersecurity require the same 
level of national commitment. 3 


(U) Cybersecurity vulnerabilities and influence campaigns 


(U) The cybersecurity vulnerabilities of the U.S. election system cannot be separated from 
Russia’s efforts to influence American voters. As the January 2017 Intelligence Community 
Assessment (ICA) concluded, and as the Committee report notes, the Russians were “prepared to 
publicly call into question the validity of the results” and “pro-Kremlin bloggers had prepared a 
Twitter campaign, #DemocracyRIP, on election night in anticipation of Secretary Clinton’s 
victory.” This plan highlights an additional reason why nation-wide election cybersecurity 
standards are so critical. If Russia’s preferred candidate does not prevail in the 2020 election, the 





Testimony of Alex J. Halderman, Professor of Computer Science and Engineering, University of Michigan, June 
21, 2017. 

'' Testimony of Eric Rosenbach, Co-Director of the Belfer Center for Science and International Affairs, Harvard 
Kennedy School, March 21, 2018. 





Russians may seek to delegitimize the election. The absence of any successful cyber intrusions, 
exfiltrations or manipulations would greatly benefit the U.S. public in resisting such a campaign. 


(U) While not formally part of the U.S. election infrastructure, the devices and accounts of 
candidates and political parties represent an alarming vulnerability in the country’s overall 
election system, Russia’s campaign of hacking the emails of prominent political figures and 
releasing them through Wikileaks, Gucifer 2.0, and DCLeaks was probably its most effective 
means of influencing the 2016 election. The Committee has received extensive testimony about 
these operations, the vulnerabilities that allowed them to occur, and the threat those 
vulnerabilities pose to the integrity of American democracy.'? Yet little has been done to prevent 
it from happening all over again. S. 1569, the Federal Campaign Cybersecurity Assistance Act 
of 2019, addresses these vulnerabilities head on by authorizing political committees to provide 
cybersecurity assistance to candidates, campaigns and state parties. 


(U) These vulnerabilities extend to the U.S. Senate, most of whose members are or will be 
candidates for reelection or for other positions. As a November 2018 Senate report noted, there 
is “mounting evidence that Senators are being targeted for hacking, which could include 
exposure of personal data.”'’ Private communications and information reside on personal 
accounts and devices. Passage of S. 890, the Senate Cybersecurity Protection Act, will authorize 
the Senate Sergeant at Arms to protect the personal devices and accounts of Senators and their 
staff and help prevent the weaponization of their data in campaigns to influence elections. 


(U) Assessments related to the 2016 election 


(U) I have also submitted these Minority Views to address assessments related to Russian 
activities during the 2016 election. According to the January 2017 ICA, DHS assessed that “the 
types of systems we observed Russian actors targeting or compromising are not involved in vote 
tallying.” An assessment based on observations is only as good as those observations and this 
assessment, in which DHS had only moderate confidence,'4 suffered from a lack of observable 
data. As Acting Deputy Undersecretary of Homeland Security for National Protection and 
Programs Directorate, Jeannette Manfra, testified at the Committee’s June 21, 2017, hearing, 
DHS did not conduct any forensic analysis of voting machines. 


(U) DHS’s prepared testimony at that hearing included the statement that it is “likely that cyber 
manipulation of U.S. election systems intended to change the outcome of a national election 
would be detected.” The language of this assessment raises questions, however, about DHS’s 
ability to identify cyber manipulation that could have affected a very close national election, 
particularly given DHS’s acknowledgment of the “possibility that individual or isolated cyber 





'? See, for example, Committee hearing, March 30, 2017. 

' Senators’ Personal Cybersecurity Working Group Report, submitted by the Senators’ Personal Cybersecurity 
Working Group, November 2018. 

'* Responses to Questions for the Record from Dr. Samuel Liles, Acting Director of Cyber Division, Office of 
Intelligence and Analysis; and Jeanette Manfra, Acting Deputy Undersecretary, National Protection and Programs 
Directorate, following Committee hearing, June 21, 2017. 
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intrusions into U.S. election infrastructure could go undetected, especially at local levels.”! 
Moreover, DHS has acknowledged that its assessment with regard to the detection of outeome- 
changing cyber manipulation did not apply to state-wide or local elections. !® 


(U) Assessments about manipulations of voter registration databases are equally hampered by 
the absence of data. As the Committee acknowledges, it “has limited information on the extent 
to which state and local election authorities carried out forensic evaluation of registration 
databases.” Assessments about Russian attacks on the administration of elections are also 
complicated by newly public information about the infiltration of an election technology 
company. Moreover, as the Special Counsel reported, the GRU sent spear phishing emails to 
“Florida county officials responsible for administering the 2016 election” which “enabled the 
GRU to gain access to the network of at least one Florida county government." 


(U) The Committee, in stating that it had found no evidence that vote tallies were altered or that 

voter registry files were deleted or modified, rightly noted that the Committee’s and the IC’s 
insight into this aspect of the 2016 election was limited. I believe that the lack of relevant data 
precludes attributing any significant weight to the Committee’s finding in this area. 


(U) The Committee’s investigation into other aspects of Russia’s interference in the 2016 
election will be included in subsequent chapters. I look forward to reviewing those chapters and 
hope that outstanding concerns about members’ Committee staff access to investigative material, 
including non-compartmented and unclassified information, will be resolved. 





'’ Responses to Questions for the Record from Dr. Samuel Liles, Acting Director of Cyber Division, Office of 
Intelligence and Analysis; and Jeanette Manfra, Acting Deputy Undersecretary, National Protection and Programs 
Directorate, following.Committee hearing, June 21, 2017. 

'° Responses to Questions for the Record from Dr. Samuel Liles, Acting Director of Cyber Division, Office of 
Intelligence and Analysis; and Jeanette Manfra, Acting Deputy Undersecretary, National Protection and Programs 
Directorate, following.Committee hearing, June 21, 2017. 

’ Report on the Investigation Into Russian Interference In The 2016 Presidential Election, Special Counsel Robert 
S. Mueller Ill, March 2019 | 


ADDITIONAL VIEWS OF SENATORS HARRIS, BENNET, AND HEINRICH 


(U) The Russian government’s attack on the 2016 election was the product of a 
deliberate, sustained, and sophisticated campaign to undermine American democracy. Russian 
military intelligence carried out a hacking operation targeting American political figures and 
institutions. The Internet Research Agency—an entity with ties to Russian President Vladimir 
Putin—used social media to sow disinformation and discord among the American electorate. 
And, as this report makes clear, individuals affiliated with the Russian government launched 
cyber operations that attempted to access our nation’s election infrastructure, in some cases 
_ succeeding. 


(U) The Russian objectives were clear: deepen distrust in our political leaders: exploit 
and widen divisions within American society; undermine confidence in the integrity of our 
elections; and, ultimately, weaken America’s democratic institutions and damage our nation’s 
standing in the world. The Committee did not discover evidence that Russia changed or 
manipulated vote tallies or voter registration information, however Russian operatives 
undoubtedly gained familiarity with our election systems and voter registration infrastructure— 
valuable intelligence that it may seek to exploit in the future. | 


(U) The Committee’s report does not merely document the wide reach of the Russian 
operation; the report reveals vulnerabilities in our election infrastructure that we must 
collectively address. We do not endorse every recommendation in the Committee’s report, and 
we share some of our colleagues’ concerns about the vulnerability that we face, particularly at 
the state level, where counties with limited resources must defend themselves against 
sophisticated nation-state adversaries. Nevertheless, the report as a whole makes an important 
contribution to the public’s understanding of how Russia interfered in 2016, and underscores the 
importance of working together to defend against the threat going forward. 


(U) It is critical that state and local policymakers study the report’s findings and work to 
secure election systems by prioritizing cybersecurity, replacing outdated systems and machines, 
and implementing audits to identify and limit risk. The Intelligence Community and other federal 
agencies must improve efforts to detect cyberattacks, enhance coordination with state and local 
officials, and develop strategies to mitigate threats. And, critically, Congress must take up and 
pass legislation to secure our elections. We must provide states the funding necessary to 
modernize and maintain election infrastructure, and we must take commonsense steps to 
safeguard the integrity of the vote, such as requiring paper ballots in all federal elections. 


(U) Our adversaries will persist in their efforts to undermine our shared democratic 
values. In order to ensure that our democracy endures, it is imperative that we recognize the 
threat and make the investments necessary to withstand the next attack. 


Allied Security Operations Group 
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A. WHO WE ARE 


iT. My name is Russell James Ramsland, Jr., and | am a resident of Dallas County, 
Texas. | hold an MBA from Harvard University, and a political science degree 
from Duke University. | have worked with the National Aeronautics and Space 
Administration (NASA) and the Massachusetts Institute of Technology (MIT), 
among other organizations, and have run businesses all over the world, many of 
which are highly technical in nature. | have served on technical government 
panels. 


e | am part of the management team of Allied Security Operations Group, LLC, 
(ASOG). ASOG is a group of globally engaged professionals who come from 
various disciplines to include Department of Defense, Secret Service, 
Department of Homeland Security, and the Central Intelligence Agency. It 
provides a range of security services, but has a particular emphasis on 
cybersecurity, open source investigation and penetration testing of networks. We 
employ a wide variety of cyber and cyber forensic analysts. We have patents 
pending in a variety of applications from novel network security applications to 
SCADA (Supervisory Control and Data Acquisition) protection and safe browsing 
solutions for the dark and deep web. For this report, | have relied on these 
experts and resources. 


B. PURPOSE AND PRELIMINARY CONCLUSIONS 


1) The purpose of this forensic audit is to test the integrity of Dominion Voting 
System in how it performed in Antrim County, Michigan for the 2020 election. 


2. We conclude that the Dominion Voting System is intentionally and purposefully 
designed with inherent errors to create systemic fraud and influence election 
results. The system intentionally generates an enormously high number of ballot 
errors. The electronic ballots are then transferred for adjudication. The intentional 
errors lead to bulk adjudication of ballots with no oversight, no transparency, and 
no audit trail. This leads to voter or election fraud. Based on our study, we 
conclude that The Dominion Voting System should not be used in Michigan. We 
further conclude that the results of Antrim County should not have been certified. 


3. The following is a breakdown of the votes tabulated for the 2020 election in 
Antrim County, showing different dates for the tabulation of the same votes. 






TOTAL 


os ae 


Nov3 |. 3 22,082 16,047 | 047 7 769 | 4,50 4, 509 | 145) 14 
22,082 18,059 1,209 9,783 255 | 20 — 
22,082 16,044 5,960 9,748 p24 


The Antrim County Clerk and Secretary of State Jocelyn Benson have stated that 
the election night error (detailed above by the vote "flip" from Trump to Biden, 
was the result of human error caused by the failure to update the Mancelona 
Township tabulator prior to election night for a down ballot race. We disagree and 
conclude that the vote flip occurred because of machine error built into the voting 
software designed to create error. 
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5. Secretary of State Jocelyn Benson's statement on November 6, 2020 that "[t]the 
correct results always were and continue to be reflected on the tabulator totals 
tape... ." was false. 

6. The allowable election error rate established by the Federal Election Commission 


guidelines is of 1 in 250,000 ballots (.0008%). We observed an error rate of 
68.05%. This demonstrated a significant and fatal error in security and election 
integrity. 


7. The results of the Antrim County 2020 election are not certifiable. This is a result 
of machine and/or software error, not human error. 


8. The tabulation log for the forensic examination of the server for Antrim County 
from December 6, 2020consists of 15,676 individual events, of which 10,667 or 
68.05% of the events were recorded errors. These errors resulted in overall 
tabulation errors or ballots being sent to adjudication. This high error rates proves 
the Dominion Voting System is flawed and does not meet state or federal 
election laws. 


9. These errors occurred after The Antrim County Clerk provided a re-provisioned 
CF card with uploaded software for the Central Lake Precinct on November 6, 
2020. This means the statement by Secretary Benson was false. The Dominion 
Voting System produced systemic errors and high error rates both prior to the 
update and after the update; meaning the update (or lack of update) is not the 
cause of errors. 


10. 


11, 
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In Central Lake Township there were 1,222 ballots reversed out of 1,491 total 
ballots cast, resulting in an 81.96% rejection rate. All reversed ballots are sent to 
adjudication for a decision by election personnel. 


It is critical to understand that the Dominion system classifies ballots into two 
categories, 1) normal ballots and 2) adjudicated ballots. Ballots sent to 
adjudication can be altered by administrators, and adjudication files can be 
moved between different Results Tally and Reporting (RTR) terminals with no 
audit trail of which administrator actually adjudicates (i.e. votes) the ballot batch. 
This demonstrated a significant and fatal error in security and election integrity 
because it provides no meaningful observation of the adjudication process or 
audit trail of which administrator actually adjudicated the ballots. 


A staggering number of votes required adjudication. This was a 2020 issue not 
seen in previous election cycles still stored on the server. This is caused by 
intentional errors in the system. The intentional errors lead to bulk adjudication of 
ballots with no oversight, no transparency or audit trail. Our examination of the 
server logs indicates that this high error rate was incongruent with patterns from 
previous years. The statement attributing these issues to human error is not 
consistent with the forensic evaluation, which points more correctly to systemic 
machine and/or software errors. The systemic errors are intentionally designed to 
create errors in order to push a high volume of ballots to bulk adjudication. 


The linked video demonstrates how to cheat at adjudication: 


https://mobile.twitter.com/KanekoaTheGreat/status/1336888454538428418 


Antrim County failed to properly update its system. A purposeful lack of providing 
basic computer security updates in the system software and hardware 
demonstrates incompetence, gross negligence, bad faith, and/or willful non- 
compliance in providing the fundamental system security required by federal and 
State law. There is no way this election management system could have passed 
tests or have been legally certified to conduct the 2020 elections in Michigan 
under the current laws. According to the National Conference of State 
Legislatures — Michigan requires full compliance with federal standards as 
determined by a federally accredited voting system laboratory. 


Significantly, the computer system shows vote adjudication logs for prior years; 
but all adjudication log entries for the 2020 election cycle are missing. The 
adjudication process is the simplest way to manually manipulate votes. The lack 
of records prevents any form of audit accountability, and their conspicuous 
absence is extremely suspicious since the files exist for previous years using the 
same software. Removal of these files violates state law and prevents a 
meaningful audit, even if the Secretary wanted to conduct an audit. We must 
conclude that the 2020 election cycle records have been manually removed. 


16. 


TE 


18. 


19. 


20. 


Likewise, all server security logs prior to 11:03 pm on November 4, 2020 are 
missing. This means that all security logs for the day after the election, on 
election day, and prior to election day are gone. Security logs are very important 
to an audit trail, forensics, and for detecting advanced persistent threats and 
outside attacks, especially on systems with outdated system files. These logs 
would contain domain controls, authentication failures, error codes, times users 
logged on and off, network connections to file servers between file accesses, 
internet connections, times, and data transfers. Other server logs before 
November 4, 2020 are present; therefore, there is no reasonable explanation for 
the security logs to be missing. 


On November 21, 2020, an unauthorized user unsuccessfully attempted to zero 
out election results. This demonstrates additional tampering with data. 


The Election Event Designer Log shows that Dominion ImageCast Precinct 
Cards were programmed with new ballot programming on 10/23/2020 and then 
again after the election on 11/05/2020. These system changes affect how ballots 
are read and tabulated, and our examination demonstrated a significant change 
in voter results using the two different programs. In accordance with the Help 
America Vote Act, this violates the 90-day Safe Harbor Period which prohibits 
changes to election systems, registries, hardware/software updates without 
undergoing re-certification. According to the National Conference of State 
Legislatures — Michigan requires full compliance with federal standards as 
determined by a federally accredited voting system laboratory. 


The only reason to change software after the election would be to obfuscate 
evidence of fraud and/or to correct program errors that would de-certify the 
election. Our findings show that the Central Lake Township tabulator tape totals 
were significantly altered by utilizing two different program versions (10/23/2020 
and 11/05/2020), both of which were software changes during an election which 
violates election law, and not just human error associated with the Dominion 
Election Management System. This is clear evidence of software generated 
movement of votes. The claims made on the Office of the Secretary of State 
website are false. 


The Dominion ImageCast Precinct (ICP) machines have the ability to be 
connected to the internet (see Image 11). By connecting a network scanner to 
the ethernet port on the ICP machine and creating Packet Capture logs from the 
machines we examined show the ability to connect to the network, Application 
Programming Interface (API) (a data exchange between two different systems) 
calls and web (http) connections to the Election Management System server. 
Best practice is to disable the network interface card to avoid connection to the 
internet. This demonstrated a significant and fatal error in security and election 
integrity. Because certain files have been deleted, we have not yet found origin 
or destination; but our research continues. 
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Because the intentional high error rate generates large numbers of ballots to be 
adjudicated by election personnel, we must deduce that bulk adjudication 
occurred. However, because files and adjudication logs are missing, we have not 
yet determined where the bulk adjudication occurred or who was responsible for 
it. Our research continues. 


Research is ongoing. However, based on the preliminary results, we conclude 
that the errors are so significant that they call into question the integrity and 
legitimacy of the results in the Antrim County 2020 election to the point that the 
results are not certifiable. Because the same machines and software are used in 
48 other counties in Michigan, this casts doubt on the integrity of the entire 
election in the state of Michigan. 


DNI Responsibilities: President Obama signed Executive Order on National 
Critical Infrastructure on 6 January 2017, stating in Section 1. Cybersecurity of 
Federal Networks, "The Executive Branch operates its information technology 
(IT) on behalf of the American people. The President will hold heads of executive 
departments and agencies (agency heads) accountable for managing 
cybersecurity risk to their enterprises. In addition, because risk management 
decisions made by agency heads can affect the risk to the executive branch as a 
whole, and to national security, it is also the policy of the United States to 
manage cybersecurity risk as an executive branch enterprise." President 
Obama's EO further stated, effective immediately, each agency head shall use 
The Framework for Improving Critical Infrastructure Cybersecurity (the 
Framework) developed by the National Institute of Standards and Technology." 
Support to Critical Infrastructure at Greatest Risk. The Secretary of Homeland 
Security, in coordination with the Secretary of Defense, the Attorney General, the 
Director of National Intelligence, the Director of the Federal Bureau of 
Investigation, the heads of appropriate sector-specific agencies, as defined in 
Presidential Policy Directive 21 of February 12, 2013 (Critical Infrastructure 
Security and Resilience) (sector-specific agencies), and all other appropriate 
agency heads, as identified by the Secretary of Homeland Security, shall: (i) 
identify authorities and capabilities that agencies could employ to support the 
cybersecurity efforts of critical infrastructure entities identified pursuant to section 
9 of Executive Order 13636 of February 12, 2013 (Improving Critical 
Infrastructure Cybersecurity), to be at greatest risk of attacks that could 
reasonably result in catastrophic regional or national effects on public health or 
safety, economic security, or national security (section 9 entities): 


This is a national security imperative. In July 2018, President Trump 
strengthened President Obama’s Executive Order to include requirements 
to ensure US election systems, processes, and its people were not 
manipulated by foreign meddling, either through electronic or systemic 
manipulation, social media, or physical changes made in hardware, 
software, or supporting systems. The 2018 Executive Order. Accordingly, | 
hereby order: 


24. 


Section 1. (a) Not later than 45 days after the conclusion of a United States 
election, the Director of National Intelligence, in consultation with the heads of 
any other appropriate executive departments and agencies (agencies), shall 
conduct an assessment of any information indicating that a foreign government, 
or any person acting as an agent of or on behalf of a foreign government, has 
acted with the intent or purpose of interfering in that election. The assessment 
shall identify, to the maximum extent ascertainable, the nature of any foreign 
interference and any methods employed to execute it, the persons involved, and 
the foreign government or governments that authorized, directed, sponsored, or 
supported it. The Director of National Intelligence shall deliver this assessment 
and appropriate supporting information to the President, the Secretary of State, 
the Secretary of the Treasury, the Secretary of Defense, the Attorney General, 
and the Secretary of Homeland Security. 


We recommend that an independent group should be empaneled to determine 
the extent of the adjudication errors throughout the State of Michigan. This is a 
national security issue. 


Michigan resident Gustavo Delfino, a former professor of mathematics in 
Venezuela and alumni of University of Michigan, offered a compelling affidavit 
[Exhibit 2] recognizing the inherent vulnerabilities in the SmartMatic electronic 
voting machines (software which was since incorporated into Dominion Voting 
Systems) during the 2004 national referendum in Venezuela (see attached 
declaration). After 4 years of research and 3 years of undergoing intensive peer 
review, Professor Delfino’s paper was published in the highly respected 
"Statistical Science" journal, November 2011 issue (Volume 26, Number 4) with 
title "Analysis of the 2004 Venezuela Referendum: The Official Results Versus 
the Petition Signatures." The intensive study used multiple mathematical 
approaches to ascertain the voting results found in the 2004 Venezuelan 
referendum. Delfino and his research partners discovered not only the algorithm 
used to manipulate the results, but also the precise location in the election 
processing sequence where vulnerability in machine processing would provide 
such an opportunity. According to Prof Delfino, the magnitude of the difference 
between the official and the true result in Venezuela estimated at 1,370,000 
votes. Our investigation into the error rates and results of the Antrim County 
voting tally reflect the same tactics, which have also been reported in other 
Michigan counties as well. This demonstrates a national security issue. 


PROCESS 
We visited Antrim County twice: November 27, 2020 and December 6, 2020. 


On November 27, 2020, we visited Central Lake Township, Star Township, and 
Mancelona Township. We examined the Dominion Voting Systems tabulators 
and tabulator roles. 


On December 6, 2020, we visited the Antrim County Clerk's office. We inspected 
and performed forensic duplication of the following: 


1. Antrim County Election Management Server running Dominion 
Democracy Suite 5.5.3-002: 


2. Compact Flash cards used by the local precincts in their Dominion 
ImageCast Precinct; 


J. USB memory sticks used by the Dominion VAT (Voter Assist 
Terminals); and 


4. USB memory sticks used for the Poll Book. 


Dominion voting system is a Canadian owned company with global subsidiaries. 
It is owned by Staple Street Capital which is in turn owned by UBS Securities 
LLC, of which 3 out of their 7 board members are Chinese nationals. The 
Dominion software is licensed from Smartmatic which is a Venezuelan owned 
and controlled company. Dominion Server locations have been determined to be 
in Serbia, Canada, the US, Spain and Germany. 


CENTRAL LAKE TOWNSHIP 


On November 27, 2020, part of our forensics team visited the Central Lake 
Township in Michigan to inspect the Dominion ImageCast Precint for possible 
hardware issues on behalf of a local lawsuit filed by Michigan attorney Matthew 
DePerno on behalf of William Bailey. In our conversations with the clerk of 
Central Lake Township Ms. Judith L. Kosloski, she presented to us "two 
separate paper totals tape" from Tabulator ID 2. 


° One dated "Poll Opened Nov. 03/2020 06:38:48" (Roll 1); 
° Another dated "Poll Opened Nov. 06/2020 09:21:58" (Roll 2). 


We were then told by Ms. Kosloski that on November 5, 2020, Ms. Kosloski 
was notified by Connie Wing of the County Clerk's Office and asked to bring the 
tabulator and ballots to the County Clerk's office for re-tabulation. They ran the 
ballots and printed "Roll 2". She noticed a difference in the votes and brought it 
up to the clerk, but canvasing still occurred, and her objections were not 
addressed. 


Our team analyzed both rolls and compared the results. Roll 1 had 1,494 total 
votes and Roll 2 had 1,491 votes (Roll 2 had 3 less ballots because 3 ballots 
were damaged in the process.) 


“Statement of Votes Cast from Antrim" shows that only 1,491 votes were 
counted, and the 3 ballots that were damaged were not entered into final results. 


Ms. Kosloski stated that she and her assistant manually refilled out the three 
ballots, curing them, and ran them through the ballot counting system - but the 
final numbers do not reflect the inclusion of those 3 damaged ballots. 


This is the most preliminary report of serious election fraud indicators. In 
comparing the numbers on both rolls, we estimate 1,474 votes changed 
across the two rolls, between the first and the second time the exact same ballots 
were run through the County Clerk’s vote counting machine - which is almost the 
same number of voters that voted in total. 


° 742 votes were added to School Board Member for Central Lake 
Schools (3) 

6 657 votes were removed from School Board Member for Ellsworth 
Schools (2) 

e 7 votes were added to the total for State Proposal 20-1 (1) and out of 


those there were 611 votes moved between the Yes and No Categories. 


There were incremental changes throughout the rolls with some significant 
adjustments between the 2 rolls that were reviewed. This demonstrates 
conclusively that votes can be and were changed during the second machine 
count after the software update. That should be impossible especially at such a 
high percentage to total votes cast. 


For the School Board Member for Central Lake Schools (3) [Image 1] there 
were 742 votes added to this vote total. Since multiple people were elected, this 
did not change the result of both candidates being elected, but one does see a 
change in who had most votes. If it were a single-person election this would 
have changed the outcome and demonstrates conclusively that votes can be and 
were changed during the second machine counting. That should be impossible. 


[Image 1]: 
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For the School Board Member for Ellsworth Schools (2) [Image 2] 
° Shows 657 votes being removed from this election. 


° In this case, only 3 people who were eligible to vote actually voted. 
Since there were 2 votes allowed for each voter to cast. 


° The recount correctly shows 6 votes. 
But on election night, there was a major calculation issue: 


[Image 2]: 
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In State Proposal 20-1 (1), [Image 3] there is a major change in votes in this 
category. 


° There were 774 votes for YES during the election, to 1,083 votes 
for YES on the recount a change of 309 votes. 


° 7 votes were added to the total for State Proposal 20-1 (1) out of 
those there were 611 votes moved between the Yes and No Categories. 


[Image 3]: 
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11. State Proposal 20-1 (1) is a fairly technical and complicated proposed 
amendment to the Michigan Constitution to change the disposition and allowable 
uses of future revenue generated from oil and gas bonuses, rentals and royalties 
from state-owned land. Information about the proposal: 


https://crcmich.org/publications/statewide-ballot- proposal-20-1-michigan-natural- 
resources-trust-fund 


12. A Proposed Initiated Ordinance to Authorize One (1) Marihuana (sic) Retailer 
Establishment Within the Village of Central Lake (1). [Image 4] 


¢ On election night, it was a tie vote. 


e Then, on the rerun of ballots 3 ballots were destroyed, but only one vote 
changed on the totals to allow the proposal to pass. 


When 3 ballots were not counted and programming change on the 
tabulator was installed the proposal passed with 1 vote being removed from 
the No vote. 


[Image 4]: 
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14. 


15. 
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Recount 11/6 


On Sunday December 6, 2020, our forensics team visited the Antrim County 
Clerk. There were two USB memory sticks used, one contained the software 
package used to tabulate election results on November 3, 2020, and the other 
was programmed on November 6, 2020 with a different software package which 
yielded significantly different voting outcomes. The election data package is used 
by the Dominion Democracy Suite software & election management system 
software to upload programming information onto the Compact Flash Cards for 
the Dominion ImageCast Precinct to enable it to calculate ballot totals. 


This software programming should be standard across all voting machines 
systems for the duration of the entire election if accurate tabulation is the 
expected outcome as required by US Election Law. This intentional difference in 
software programming is a design feature to alter election outcomes. 


The election day outcomes were calculated using the original software 
programming on November 3, 2020. On November 5, 2020 the township clerk 
was asked to re-run the Central Lake Township ballots and was given no 
explanation for this unusual request. On November 6, 2020 the Antrim County 
Clerk, Sheryl Guy issued the second version of software to re-run the same 
Central Lake Township ballots and oversaw the process. This resulted in greater 
than a 60% change in voting results, inexplicably impacting every single election 
contest in a township with less than 1500 voters. These errors far exceed the 
ballot error rate standard of 1 in 250,000 ballots (.0008%) as required by federal 
election law. 


e The original election programming files are last dated 09/25/2020 1:24pm 


e The updated election data package files are last dated 10/22/2020 10:27 am. 
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16. 


17. 


18. 


19. 


20. 


21. 


As the tabulator tape totals prove, there were large numbers of votes switched 
from the November 3, 2020 tape to the November 6, 2020 tape. This was solely 
based on using different software versions of the operating program to calculate 
votes, not tabulate votes. This is evidenced by using same the Dominion System 
with two different software program versions contained on the two different USB 
Memory Devices. 


The Help America Vote Act, Safe Harbor provides a 90-day period prior to 
elections where no changes can be made to election systems. To make changes 
would require recertification of the entire system for use in the election. The 
Dominion User Guide prescribes the proper procedure to test machines with test 
ballots to compare the results to validate machine functionality to determine if the 
Dominion ImageCast Precinct was programmed correctly. If this occurred a 
ballot misconfiguration would have been identified. Once the software was 
updated to the 10/22/2020 software the test ballots should have been re-run to 
validate the vote totals to confirm the machine was configured correctly. 


The November 6, 2020 note from The Office of the Secretary of State Jocelyn 
Benson states: "The correct results always were and continue to be reflected on 
the tabulator totals tape and on the ballots themselves. Even if the error in the 
reported unofficial results had not been quickly noticed, it would have been 
identified during the county canvass. Boards of County Canvassers, which are 
composed of 2 Democrats and 2 Republicans, review the printed totals tape from 
each tabulator during the canvass to verify the reported vote totals are correct." 


¢ Source: https://www.michigan.gov/sos/0,4670,7-127-1640 9150-544676-- 
00.html 





The Secretary of State Jocelyn Benson's statement is false. Our findings show 
that the tabulator tape totals were significantly altered by utilization of two 
different program versions, and not just the Dominion Election Management 
System. This is the opposite of the claim that the Office of the Secretary of 
State made on its website. The fact that these significant errors were not caught 
in ballot testing and not caught by the local county clerk shows that there are 
major inherent built-in vulnerabilities and process flaws in the Dominion 
Election Management System, and that other townships/precincts and the 
entire election have been affected. 


On Sunday December 6, 2020, our forensics team visited the Antrim County 
Clerk office to perform forensic duplication of the Antrim County Election 
Management Server running Dominion Democracy Suite 5.5.3-002. 


Forensic copies of the Compact Flash cards used by the local precincts in their 
Dominion ImageCast Precinct were inspected, USB memory sticks used by 
the Dominion VAT (Voter Assist Terminals) and the USB memory sticks used 
for the Poll Book were forensically duplicated. 
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22. 


We have been told that the ballot design and configuration for the Dominion 
ImageCast Precinct and VAT were provided by ElectionSource.com which is 
which is owned by MC&E, Inc of Grand Rapids, MI. 


MANCELONA TOWNSHIP 


In Mancelona township, problems with software versions were also known to 
have been present. Mancelona elections officials understood that ballot 
processing issued were not accurate and used the second version of software to 
process votes on 4 November, again an election de-certifying event, as no 
changes to the election system are authorized by law in the 90 days preceding 
elections without re-certification. 


Once the 10/22/2020 software update was performed on the Dominion 
ImageCast Precinct the test ballot process should have been performed to 
validate the programming. There is no indication that this procedure was 
performed. 


ANTRIM COUNTY CLERK'S OFFICE 


Pursuant to a court ordered inspection, we participated in an onsite collection 
effort at the Antrim County Clerk's office on December 6, 2020. [Image 5]: 





Among other items forensically collected, the Antrim County Election 
Management Server (EMS) with Democracy Suite was forensically collected. 
[Images 6 and 7]. 
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The EMS (Election Management Server) was a: 


Dell Precision Tower 3420. 
Service Tag: G6NBOKH2 


The EMS contained 2 hard drives in a RAID-1 configuration. That is the 2 drives 
redundantly stored the same information and the server could continue to 
operate if either of the 2 hard drives failed. The EMS was booted via the Linux 
Boot USB memory sticks and both hard drives were forensically imaged. 


At the onset of the collection process we observed that the initial program thumb 
drive was not secured in the vault with the CF cards and other thumbdrives. We 
watched as the County employees, including Clerk Sheryl Guy searched 
throughout the office for the missing thumb drive. Eventually they found the 
missing thumb drive in an unsecured and unlocked desk drawer along with 
multiple other random thumb drives. This demonstrated a significant and fatal 
error in security and election integrity. 


FORENSIC COLLECTION 


We used a built for purpose Linux Boot USB memory stick to boot the EMS ina 
forensically sound mode. We then used Ewfacquire to make a forensic image of 
the 2 independent internal hard drives. 


Ewfacquire created an E01 file format forensic image with built-in integrity 
verification via MD5 hash. 


We used Ewfverify to verify the forensic image acquired was a true and accurate 
copy of the original disk. That was done for both forensic images. 


ANALYSIS TOOLS 
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X-Ways Forensics: We used X-Ways Forensics, a commercial Computer 
Forensic tool, to verify the image was useable and full disk encryption was not in 
use. In particular we confirmed that Bit locker was not in use on the EMS. 


Other tools used: PassMark — OSForensics, Truxton - Forensics, Cellebrite — 
Physical Analyzer, Blackbag-Blacklight Forensic Software, Microsoft SQL Server 
Management Studio, Virtual Box, and miscellaneous other tools and scripts. 


SERVER OVERVIEW AND SUMMARY 


Our initial audit on the computer running the Democracy Suite Software showed 
that standard computer security best practices were not applied. These 
minimum-security standards are outlined the 2002 HAVA, and FEC Voting 
System Standards — it did not even meet the minimum standards required of a 
government desktop computer. 


The election data software package USB drives (November 2020 election, and 
November 2020 election updated) are secured with bitlocker encryption software, 
but they were not stored securely on-site. At the time of our forensic examination, 
the election data package files were already moved to an unsecure desktop 
computer and were residing on an unencrypted hard drive. This demonstrated a 
Significant and fatal error in security and election integrity. Key Findings on 
Desktop and Server Configuration: - There were multiple Microsoft security 
updates as well as Microsoft SQL Server updates which should have been 
deployed, however there is no evidence that these security patches were ever 
installed. As described below, many of the software packages were out of date 
and vulnerable to various methods of attack. 


a) Computer initial configuration on 10/03/2018 13:08:11:911 

b) Computer final configuration of server software on 4/10/2019 

C) Hard Drive not Encrypted at Rest 

d) Microsoft SQL Server Database not protected with password. 

e) Democracy Suite Admin Passwords are reused and share passwords. 
f) Antivirus is 4.5 years outdated 

g) Windows updates are 3.86 years out of date. 


h) When computer was last configured on 04/10/2019 the windows updates 
were 2.11 years out of date. 


i) User of computer uses a Super User Account. 
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The hard drive was not encrypted at rest — which means that if hard drives are 
removed or initially booted off an external USB drive the files are susceptible to 
manipulation directly. An attacker is able to mount the hard drive because it is 
unencrypted, allowing for the manipulation and replacement of any file on the 
system. 


The Microsoft SQL Server database files were not properly secured to allow 
modifications of the database files. 


The Democracy Suite Software user account logins and passwords are stored in 
the unsecured database tables and the multiple Election System Administrator 
accounts share the same password, which means that there are no audit trails 
for vote changes, deletions, blank ballot voting, or batch vote alterations or 
adjudication. 


Antivirus definition is 1666 days old on 12/11/2020. Antrim County updates its 
system with USB drives. USB drives are the most common vectors for injecting 
malware into computer systems. The failure to properly update the antivirus 
definition drastically increases the harm cause by malware from other machines 
being transmitted to the voting system. 


Windows Server Update Services (WSUS) Offline Update is used to enable 
updates the computer — which is a package of files normally downloaded from 
the internet but compiled into a program to put on a USB drive to manually 
update server systems. 


Failure to properly update the voting system demonstrates a significant and fatal 
error in security and election integrity. 


There are 15 additional updates that should have been installed on the server to 
adhere to Microsoft Standards to fix known vulnerabilities. For the 4/10/2019 
install, the most updated version of the update files would have been 03/13/2019 
which is 11.6.1 which is 15 updates newer than 10.9.1 


This means the updates installed were 2 years, 1 month, 13 days behind 
the most current update at the time. This includes security updates and 
fixes. This demonstrated a significant and fatal error in security and 
election integrity. 


° Wed 04/10/2019 10:34:33.14 - Info: Starting WSUS Offline Update (v. 


10.9.1) 

° Wed 04/10/2019  10:34:33.14  - Info: Used __ path 
"D:\WSUSOFFLINE1091_2012R2_W10\cmd\". on EMSSERVER (user: 
EMSADMIN) 


° Wed 04/10/2019 10:34:35.55 - Info: Medium build date: 03/10/2019 
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° Found on c:\Windows\wsusofflineupdate. txt 
° “WSUS Offline Update (v.10.9.1) was created on 01/29/2017 
“WSUS information found here https://download.wsusoffline.net/ 


Super User Administrator account is the primary account used to operate the 
Dominion Election Management System which is a major security risk. The 
user logged in has the ability to make major changes to the system and install 
software which means that there is no oversight to ensure appropriate 
management controls — i.e. anyone who has access to the shared administrator 
user names and passwords can make significant changes to the entire voting 
system. The shared usernames and passwords mean that these changes can 
be made in an anonymous fashion with no tracking or attribution. 


ERROR RATES 


We reviewed the Tabulation logs in their entirety for 11/6/2020. The election logs 
for Antrim County consist of 15,676 total lines or events. 


e Of the 15,676 there were a total of 10,667 critical errors/warnings or a 
68.05% error rate. 


° Most of the errors were related to configuration errors that could result in 
overall tabulation errors or adjudication. These 11/6/2020 tabulation totals 
were used as the official results. 


For examples, there were 1,222 ballots reversed out of 1,491 total ballots cast, 
thus resulting in an 81.96% rejection rate. Some of which were reversed due to 
"Ballot's size exceeds maximum expected ballot size". 


° According to the NCSL, Michigan requires testing by a federally accredited 
laboratory for voting systems. In section 4.1.1 of the Voluntary Voting 
Systems Guidelines (VVSG) Accuracy Requirements a. All systems shall 
achieve a report total error rate of no more than one in 125,000. 


° https:// .cac.gov/sites/default/files/eac ts/1/28/VVSG.1.1.V 
OL.1.FINAL1.pdf 
° In section 4.1.3.2 Memory Stability of the VVSG it states that Memory 


devices used to retain election management data shall have 
demonstrated error free data retention for a period of 22 months. 


° In section 4.1.6.1 Paper-based System Processing Requirements sub- 
section a. of the VVSG it states "The ability of the system to produce and 
receive electronic signals from the scanning of the ballot, perform logical 
and numerical operations upon these data, and reproduce the contents of 
memory when required shall be sufficiently free of error to enable 
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satisfaction of the system-level accuracy requirement indicated in 
Subsection 4.1.1." 


° These are not human errors; this is definitively related to the software and 
software configurations resulting in error rates far beyond the thresholds 
listed in the guidelines. 


A high "error rate" in the election software (in this case 68.05%) reflects an 
algorithm used that will weight one candidate greater than another (for instance, 
weight a specific candidate at a 2/3 to approximately 1/3 ratio). In the logs we 
identified that the RCV or Ranked Choice Voting Algorithm was enabled (see 
image below from the Dominion manual). This allows the user to apply a 
weighted numerical value to candidates and change the overall result. The 
declaration of winners can be done on a basis of points, not votes. [Image 8]: 


choice voting results are evaluated on a district per district basis and each 
district has a set number of points (100). Elimination and declaration of 
winners is done on basis of points, not votes. 


4) Perform Elimination Transfer In Last Round 

() Skip Overvoted Rankings 

(J Assign Skipped Rankings to the set of Exhausted Ballots 
C) Use First Round Suspension 





Figure 11-3: RCV Profile screen 


The Dominion software configuration logs in the Divert Options, shows that all 
write-in ballots were flagged to be diverted automatically for adjudication. This 
means that all write-in ballots were sent for "adjudication" by a poll worker or 
election official to process the ballot based on voter "intent". Adjudication files 
allow a computer operator to decide to whom to award those votes (or to trash 
them). 


In the logs all but two of the Override Options were enabled on these machines, 
thus allowing any operator to change those votes. [Image 9]: 
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6. In the logs all but two of the Override Options were enabled on these machines, 
thus allowing any operator to change those votes. This gives the system 
operators carte blanche to adjudicate ballots, in this case 81.96% of the total cast 
ballots with no audit trail or oversight. [Image 10]: 





7. On 12/8/2020 Microsoft issued 58 security patches across 10+ products, some of 
which were used for the election software machine, server and programs. Of the 
98 security fixes 22, were patches to remote code execution (RCE) 


vulnerabilities. [Image 11]: 
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We reviewed the Election Management System logs (EmsLogger) in their 
entirety from 9/19/2020 through 11/21/2020 for the Project: Antrim November 
2020. There were configuration errors throughout the set-up, election and 
tabulation of results. The last error for Central Lake Township, Precinct 1 
occurred on 11/21/2020 at 14:35:11 system.Xml.XmlException 
System.Xml.XmlException: The ' ' character, hexadecimal value 0x20, cannot be 
included in a name. Bottom line is that this is a calibration that rejects the vote 
(see picture below). [Image 12]: 
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Notably 42 minutes earlier on Nov 21 2020 at 13:53:09 a user attempted to 
zero out election results. ld:3168 EmsLogger - There is no permission to {0} 
- Project: User: Thread: 189. This is direct proof of an attempt to tamper 
with evidence. 





9. The Election Event Designer Log shows that Dominion ImageCast Precinct 
Cards were programmed with updated new programming on 10/23/2020 and 
again after the election on 11/05/2020. As previously mentioned, this violates the 
HAVA safe harbor period. 


Source: C:\Program Files\Dominion Voting Systems\Election Event 
Designer\Log\Info.txt 


¢ Dominion Imagecast Precinct Cards Programmed with 9/25/2020 
programming on 09/29/2020, 09/30/2020, and 10/12/2020. 


e Dominion Imagecast Precinct Cards Programmed with New Ballot 
Programming dated 10/22/2020 on 10/23/2020 and after the election on 
11/05/2020 


Excerpt from 2020-11-05 showing “ProgramMemoryCard” commands. 





Analysis is ongoing and updated findings will be submitted as soon as possible. 
A summary of the information collected is provided below. 


10|12/07/20 18:52:30] Indexing completed at Mon Dec 7 18:52:30 2020 
12|12/07/20 18:52:30] INDEX SUMMARY 


12|12/07/20 18:52:30] Files indexed: 159312 
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12|12/07/20 18:52:30] Files skipped: 64799 

12|12/07/20 18:52:30] Files filtered: 0 

12|12/07/20 18:52:30] Emails indexed: 0 

12|12/07/20 18:52:30] Unique words found: 5325413 
12|12/07/20 18:52:30] Variant words found: 3597634 
12|12/07/20 18:52:30] Total words found: 239446085 
12|12/07/20 18:52:30] Avg. unique words per page: 33.43 
12|12/07/20 18:52:30] Avg. words per page: 1503 
12|12/07/20 18:52:30] Peak physical memory used: 2949 MB 
12|12/07/20 18:52:30] Peak virtual memory used: 8784 MB 
12|12/07/20 18:52:30] Errors: 10149 

12|12/07/20 18:52:30] Total bytes scanned/downloaded: 1919289906 


Dated: December 13, 2020 fue]? é Time Y i 


Russell Ramsland 
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Dectaration 0 EMI 
1. My name 5 OECD and lama resident ot FOOSE | hold an io ee 
LOG versity. | Een 





University, anda 


ee Our emphasis is on digital forensics and 


incident response (DFIR) cybersecurity, analysis of publicly available information (PAI), penetration testing 
of networks, and problem solving through operations integration. We use state-of-the-art tools and employ 
a wide variety of cyber and cyber-forensic analysts. My colleagues and | are currently contracted to a cyber- 


security and forensics firm that focuses on election systems. 


2. We have examined the various companies, networks, structures, machines, and related global 


infrastructures directly tied to the 2020 US General Election. 


3. This is a preliminary report on the various aspects of FOREIGN INTERFERENCE as defined by Executive Order 
13848 issued on September 12, 2018. 

a. Section 8 (f) defines the term “foreign interference,” with respect to an election, to include “any 
covert, fraudulent, deceptive, or unlawful actions or attempted actions of a foreign government, or 
of any person acting as an agent of or on behalf of a foreign government, undertaken with the 
purpose or effect of influencing, undermining confidence in, or altering the result or reported result 


of, the election, or undermining public confidence in election processes or institutions.” 


OFFSHORE LEAKS DATABASE 





THE GROVE, 21 PINE ROAD, 
BELLEVILLE, ST. MICHAEL, BB11113, 
BARBADOS. 





#2 RENDEZVOUS ROAD, WORTHING, 
CHRIST CHURCH, BARBADOS, BB15006. 
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MACVICAR IAN A. 
gro oe 
DOMINION VOTING SYSTEMS 
INTERNATIONAL CORPORATION 
"XG, 
Ce) 
Se 
%, SKINNER BARRY M. 
a 
HIGHLAND RYAN A. 
Category 
@ Officer 
@ Address 
@ Entity 
https://offshoreleaks.icij.org/nodes/101724285 
CAAA a 4 IAIATIC | “ORDOPR ATION 
SMARTMATICINTERNATIONAL CORPORATION © 0 
Connected to 1 address Data from: Paradise Papers - Barbados corporate registry. 
Connected to 13 officers Barbados corporate registry data is current through 2016 


weeee 


Connected to 1 intermediar 
y Got a tip? Help ICH investigate: © ontacl us or leas fous securely 


oSfee 
Ww 
mo 
@& 
“= 
n 
= 
=! 
¢ 
* 
- 
S 
= 
Ss 
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f& Incorporated: 29-SEP-2004 @ 


@ Registered in: Barbsdo: 
9 Linked countries: Se; bedos 





BI OFFSHORE LEAKS DATABASE 









oO BOET CAROLINA CARUSO 


eh SECRETARY LIMGTED THE CORPORATE 
QO COZIER. FRANCIS 5. 
5 <3 ANZOLA ALFREDO 


‘PINE LODGE", #26 PINE ROAD, t 
BELLEVILLE, ST. MICHAEL, BARBADOS. ; 
s D MCKENZIE MARIA A. 





4 ?} ~~ 
= - C 
% o 
%y. < " - 
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+b, m A > ‘ 
‘ %, L eX a 
O- EDUARDO MANUEL wes ©o RIVASD DIMAS 0. ULACIO 
“Sty Who * ws . ” 
darvctos of BARBADOS LIMITED TRUST COMPANY OF 
wetwtary of 
CORPORATE fy 
vA ’ 


LIMITED THE SMARTMATIC INTERNATIONAL 
CORPORATION... 










3 we 4 Cir. 2 
= Of MUGICA ANTONIO J. 
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« % ty s 
5 %, ~~ 
pire CITCO Corporate es ' 
Management{Barbados) Ltd % 4 MUGICA ANTONIO R.. 
Category 
eon MARTINEZ ROGER PINATE 
cer 
@ Address 
oO Entity ° 
BOET CAROLINA CARUSO 
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‘ominion Certificates 


25. Dominion can be seen using open-source methodology that the SSL certificates from *.dominionvoting.com 
were registered on the 24" of July 2019. This SSL certificate were used multiple times from locations ranging from 
Canada, Serbia, and the United States. These images verify that Dominion systems were connected to foreign 
systems across the globe. Also seen is that the SSL certificate is used for the email server that was the same for the 


secure HTTP connections. 


443.https.tls.certificate.parsed.fingerprint_sha256: 
8f73a14d5f0fc10ebfa3086a99b9e7a550e822c71d762e627b73d12e5f1b8b9c 





\€i4 oe Q 0 @ inn: censys.io, cer! * OF? Sa bld= “tel vabtas0lGatob te 7 aS OeGe 27 1G? Os * bl 2d lee ttech? fa} oe & 7 ¥ Wi\ © 8 “ > a 











tS ister 
dys Censys OMe item § Sf73al 4dSf0fcl 0ebfas086a99b9e7a 550082 2c71d762e627b 7301 2e5f i baboe ropa a 
* dominionvoting.com 
@ Certificate @ Trustee G@& CT v Zim & PEM Se RawDataxy Q Explore + 
Basic Information 
Browser Trust 
Subject DN OU=Domain Control Validated, CN=*.dominionvoting.com 
Issuer DN C=US, ST=Arizona, | =Scott¢dale, O=Starfield Technologies, inc, eee: D eropeerstaeens 
OU=http://certs. starfreldtech.com/teposttory/, CN=Starfield Secure Certificate Authority - G2 Microsoft @ Browser Trusted 
Serial Decimal: 13281912269553870296 MozillaNSS @ Browser Trusted 
Hex: 6xb852d4d6aca925d8 
Validity 2019-07-18 17:32:22 to 2021-07-18 17:32:22 (731 days, 0:00:00) 
Names *.cominonvating com 
dominionvoting.com Key Usage and Constraints 
Key Usage Digital Signature, Key 
Fingerprint Encipherment 
SHA-256 8f73a14d5fOfc1Gcbf03086099b9e7a5500822c7 1d762e627b73d12e5f IbSbI9c Ext. Key Usage Client Auth, Server Auth 
SHA-1 74670b64c595fb95a7b34b f 5e262743619b9d7c1 
MOS 603c7d1c6decef 1988498d5cd1$c6d05 
Public Key Certificate Transparency 
Key T 2048-bit RSA, @ = 65,537 Pe ite Argon 2021 2019-08-0601:03 1,695,407 
y Type 5 , 
CS D> SO QD OD) B srpsticonsysiiojce: tificate: BT Fat 4US PC} Geb 3066269927 9550UB22C7 1676 2062 Pass WeS PSL Bo -UR + WN OO Os @ = 
a : Rtas nn” : —<——_- = #§=€=© aA 
Register 
.. Censys eUscnim 8f73al4dS5f0fct ebfa3086a99b9e7a550822¢710762e627b73d 1 2e5f1b3b9C Evpand Signin 
Public Key Certificate Transparency 
Key Type 2048-bit RSA, € = 65,537 Argon 2021 2019-08-06 01:03 1,695,407 
Modulus a5:eb:e7:96:a7 :be: 54 :82:98:41:{b:e1 :ba:20:82:90:07:80:44:5e: et, 201 993,299,506 


07-2418:20 760,169,7 
SPKISHA-256 89777 14d816605ca6 1a3d0cacaa9ee48b4e8121242e4b42d349720008/85234 eS Ow 0:20 760,169,785 


Signature o 


Algorithm SHA256-RSA (1.2.840. 113549,1.1.11) Censys Metadata Hi 


Signature 9e:ed :9¢ :98:25:b9: 1c 189 97:71:09: 9F :a2 :bd 43:13 :ba:5a:50:93: : 
(5) Added At 2019-07-24 14:48:04 sy 


ated At 2019-08-06 01:24:55 
Extensions Updated 


eo 


Source Certificate Transparency 
Auth Key 1D 254581685026383d3b2d2cbecd6ad9b63db36663 [parents} [siblings} 


Subject Key ID 622af919de009206f 4dfb4d87e91 af 2589df c 946 [children] Tags unexpied, leat, google-ct, dv, 
Key Usage Digital Signature, Key Encipherment trusted, ct 

Ext. Key Usage Client Auth, Server Auth 
CRL Paths http.//cri.sterfieldtech com/sfig2s1-149.crl 


Seenin Scan False 





Policies Starfield OV (2.16 .840.1.114414.1.7.23.1) 
CA/B Forum Domain Validated (2.23 .140.1.2.1) 


Constraints is CA: False 


AIA Paths OCSP: hitp://ocsp.starfieldtech.cony/ 
issuer: http /certificates.starfeldtech com/repository/sfig2.cri 





Al share: 


443.https.tls.certificate.parsed.fingerprint_sha256: 
8f73a14d5f0fcl10ebfa3086a99b9e7a550e822c71d762e627b73d12e5f1b8b9 





Le > SD OB enps:veensysionwt?a= 5739449 


ed Censys | a ivy tosis ¢ | 8f73a14d5{0fc 1 Bebfa3086a99b9e7a550e822¢7 1d762e627b73d1 2e5f IbSbac 


“Or +- moo Me A 


Register 


Expand 
Sign ty 


Quick Filters IPv4 Hosts 
For att fields, see Data Definitions Page: 1/1 Resuts:7? Time: 125ms 
Autonomous System: 2 206.223.168.94 (webmail.dominionvoting.com) 
2 BEANFIELD - BEANFIELD (21949) Toronto, Ontario, Canada 
2 CENTURYLINK-US- 443/https 
LEGACY-QWEST *.dominionvoting.com, dominionvoting com 


2 CLOUDFLARENET 
1 SERBIA-BROADBAND- 
AS Serbia BroadBand- 


443, https.tls. certificate. parsed. fingerprint_sha256: 8f73a14d5fOf c1Oebfa3086099b9e705500822c7 1d762e627b73d12e5f 1b8b9 


£2 82.117.198.54 
Srpske Kablovske mreze 
4.0.0. ' SERBIA-BROADBAND-AS Serbia BroadBand-Stpske Kablovske mreze 4.0.0. (31042) Kac, Vojvodina, Serbia 
| 443/https 
Protocol: » *.domintonvoting.com, dominionvoting com 
7 443/nttps 443 https.tis.certificate.parsed.fingerprint_sha256: 8f73a14d5f Ofc 1 Bebfa3886099b907a5500822c7 147620627b73d12e5f 1b8b9 
3 80/htip 
2 22/ssh 2 204.132.219.214 
2 8080/http » CENTURYLINK-US-LEGACY-QWEST (209) © United States 
1 21/ftp » 443/https 
» *.dominionvoting.com, dominionvoting.com 
Tag: 443.https.tis.certificate. parsed. fingerprint_sha256: 8f73a14d5f Of c1Bebfa3086099b9e70550e822c7 1d762e627b73d12e5f1b8b9 
7 http 
7 https 2 104.18.91.9 
2 ssh » CLOUDFLARENET (13335) © ‘United States 
1 fip 443/hitps, 80/http, 8080/http 





Map 


* 
Satellite 


_ Direct IP access not allowed|Cloudflare *.dominionvoting.com, dominionvoting.com . 


1 104.18.90.9 
» CLOUDFLARENET (13335) © United States 
443/https, 80/http, 8080/http 
- Direct IP access not allowed | Cloudflare ——_ *.dominionvoting.com, dominionvoting.com 
443 https.tls.certificate.parsed.fingerprint_sha256: 8f73a14d5f0fc1ebfa3086a99b9e 7aSSGe822c7 14762e627b73d12e5f 1b8b9 


221 206.223.190.85 (206-223-190-85. beanfield.net) 
BEANFIELD (21949) Toronto, Ontario, Canada 
22/ssh, 443/https 


*.dominionvoting.com, dominionvoting.com 
443 https tis.certificate parsed fingerprint_sha256: 8f73a14d5fOfc1 Bebfa3086a99b9e 70558e822c7 1d762e627b73d12e5f 1b8b9 


£2 204.132.121.174 (204-132-121-1 1.dia.static.qwest.net) 
~ CENTURYLINK-US-LEGACY-QWEST (209) > Denver, Colorado, United States 
©» 21/ftp, 22/ssh, 443/https, 80/http 


~ DVSFileshare —_~_ *.domintonvoting.com, dominionyoting.com 
_ 443,https.tls. certificate. parsed. fingerprint_sha256: 8f73014d5fOfc1 Bebfa3086099b9e7a550e822c7 1d762e627b73d12e5f 1b8b9 
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_ nail ip address: 
206.223.168.94 
Serbian ip address 


82.117.198.54 
Dominion site 
204.132.219.214 
oudflare link 
104.18.91.9 
Canadian ip address 
206.223.190.85 
Denver ip address 
204,132.121,11 


Page: 1/1 Results: 7 Time: 155ms 
206.223.168.94 (webmail.dominionvoting.com) 
BEANFIELD (21949) Toronto, Ontario, Canada 
443/https 
* dominionvoting.com, dominionvoting.com 
443.https.tls.certificate.parsed.fingerprint_sha256: 
8f73a14d5f0fc10ebfa3086a99b9e7a550e822c71d762e627b73d12e5f1ib8b9c 
82.117.198.54 
SERBIA-BROADBAND-AS Serbia BroadBand-Srpske Kablovske mreze d.o.o. (31042) Kac, Vojvodina, Serbia 
443/https 
* dominionvoting.com, dominionvoting.com 
443.https.tls.certificate.parsed.fingerprint_sha256: 

(73a14d5f0fc10ebfa3086a99b9e7a550e822c71d762e627b73d12e5fib8b9c 
204.132.219.214 
CENTURYLINK-US-LEGACY-QWEST (209) United States 
443/https 
* dominionvoting.com, dominionvoting.com 
443.https.tls.certificate.parsed.fingerprint_sha256: 
8f73a14d5f0fc10ebfa3086a99b9e7a550e822c71d762e627b73d12e5f1b8b9c 
104.18.91.9 
CLOUDFLARENET (13335) United States 
443/https, 80/http, 8080/http 
Direct IP access not allowed | Cloudflare *.dominionvoting.com, dominionvoting.com 
443 .https.tls.certificate.parsed.fingerprint_sha256: 
8f73a14d5f0fc10ebfa3086a99b9e7a550e822c71d762e627b73d12e5f1b8b9c 
104.18.90.9 
CLOUDFLARENET (13335) United States 
443/https, 80/http, 8080/http 
Direct IP access not allowed | Cloudflare *.dominionvoting.com, dominionvoting.com 
443.https.tls.certificate.parsed.fingerprint_sha256: 
8f73a14d5f0fc10ebfa3086a99b9e7a550e822c71d762e627b73d12e5f1b8b9c 
206.223.190.85 (206-223-190-85.beanfield.net) 
REANFIELD (21949) Toronto, Ontario, Canada 

2/ssh, 443/https 
* dominionvoting.com, dominionvoting.com 


443.https.tls.certificate.parsed.fingerprint_sha256: 
8f73a14d5f0fc10ebfa3086a99b9e7a550e822c71d762e627b73d12e5f1b8b9c 
204.132.121.11 (204-132-121-11.dia.static.qwest.net 
ENTURYLINK-US-LEGACY-QWEST (209) Denver, Colorado, United States 
21/ftp, 22/ssh, 443/https, 80/http 
DVS Fileshare *.dominionvoting.com, dominionvoting.com 
443.https.tls.certificate.parsed.fingerprint_sha256:. 
8f73a14d5f0fc10ebfa3086a99b9e7a550e822c71d762e627b73d12e5f1b8b9c 





Supply Chain Concerns 
28. One in five components used in voting machines are from China-based companies 
29. On January 6, 2017 DHS Secretary Jeh Johnson on the Designation of Election Infrastructure as a Critical 
Infrastructure Subsector. 
a. This means that election infrastructure becomes a priority within the National Infrastructure 

Protection Plan. It also enables this Department to prioritize our cybersecurity assistance to state 
and local election officials, but only for those who request it. Further, the designation makes clear 
both domestically and internationally that election infrastructure enjoys all the benefits and 
protections of critical infrastructure that the U.S. government has to offer. Finally, a designation 
makes it easier for the federal government to have full and frank discussions with key stakeholders 


regarding sensitive vulnerability information. 








| 30. With that in mind, it is incredible that the Election equipment used in the November 3, 2020 election was 


manufactured in Russia, China and undisclosed Asian and European Countries (see below). 


Phases and Participants in a Supply Chain for Election Equipment for Use in the United States 


ey : 
DS 
Design Manufacturing Assembly Warehousing 5 Distribution . 


* United States * United States * United States e United States “# States 


¢ Other country * European * Canada ¢ Canada ° Counties 
country * Other country ee 
* Russia Sep brs 
* China , ps a9 
Other Asian ANE 
country 


Ai+>,? 
i. 


atts 





SOURCE: The countries listed are found in Interos, 2019. 


Reference: 


https://us-cert.cisa.gov/sites/default/files/2020-10/AA20-304A- 


lranian Advanced Persistent Threat Actor Identified Obtaining Voter Registration Data.pdf 


-certain-sanctions-event-foreign- 





aiarenee, united-states-election/ 


https://www.jstor.org/stable/resrep26524 ?seq=13#metadata info tab contents 


johnson-designation-election-infrastructure-critical 








Declaration of aa 


Pursuant to 28 U.S.C Section 1746, I, POO make the following declaration. 
1. Iam over the age of 21 years and I am under no legal disability, which would prevent me from giving this 


declaration. 





: ROR EROCREE ELMORE MOLLE OOOO EOE OG 


3. lama US citizen and I reside PASSE in the United States of America. 


4. Whereas the Dominion and Edison Research systems exist in the internet of things, many of their employees 
and Corporate employees have had their Personally identifiable information, (PII) posted publicly prior to 
the election and had since deleted information from public websites as well as their company websites. 
However searching though historic records online, much of their information can be retrieved. The 
following has to do with key employees and the tied to foreign nations: 


Andy Huang, Core Infrastructure Manager of IT at Dominion Voting, previously worked for CCP 
China Telecom in 1998-2002, has a (jewelry? shell) company called Oriental Net Consulting 


Andy Huang, Core Infrastructure Manager of IT at Dominion Voting, previously worked for CCP China 
Telecom in 1998-2002, has a (jewelry? shell) company called OrientalNet Consulting 


Andy Huang currently works as the Core Infrastructure Manager of Information Technology at Dominion 
Voting Systems. Earlier, he worked at China Telecom for four years between 1998 and 2002. The company is 
wholly run by the Chinese government. Huang indicates on his LinkedIn that he studied at Dalhousie 
University in Halifax, Canada. 


During his tenure with China Telecom, Huang was tasked with several projects including ‘Xiamen 
Metropolitan-are broadband network’, ‘Xiamen IDC Project’, and ‘OA Intranet infrastructure reformation 
project’. The exact role Huang played in these projects is not known. Huang has also worked with Cisco, a 
company that contributed significantly to the establishment of the Great Chinese Firewall. 


The U.S. Department of Defense has identified China Telecom as having collaborated with the Chinese 
military for over 20 years. In addition, the U.S. Department of Homeland Security and several other federal 
agencies had called for a complete ban on China Telecom in April due to national security concerns. Ever 
since his history with China Telecom became public knowledge, Huang has deleted both China Telecom and 
Dominion as employers from his LinkedIn profile. 


Andy Huang's Chinese pinyin name is Xiaolong Huang as per Canadian incorporation records of OrientalNet 
Consulting that is indicated in his LinkedIn profile. The addresses and names match when cross-referenced 
against multiple sources. 


OrientalNet Consulting returns as a jewelry trading company on a business listing site, with Andy's name and 
business details. The address and phone number has changed since. 


Searching "OrientalNet Consulting" also returns us "ORIENTALNET CONSULTING LTD. CHINA 
BRANCH" at another business listing site for Chinese businesses with the below details: 

"Room 302, Building 4, No.25 Hexiangdong Rd, Xiamen, China (Mainland), Fujian 

PHONE NUMBER 

86-592-8 133881 

FAX 

86-592-5971483 

ESTABLISHMENT YEAR 2001 


Orientalnet consulting Ltd. China trading branch is a professional manufacturer and exporter specializing in 
paper products. " 


Joyce Zeng is listed as a contact for Orientalnet Consulting Ltd. China Branch. There is no proof that Andy 
Huang's OrientalNet Consulting is linked to Orientalnet Consulting China Branch, but one thing that is 
extremely questionable is the jewelry trading company that is linked to him. Was this a shell company? 





https://thenationalpulse.com/news/dominion-techie-worked-for-ccp-military-proxy-flagged-b ovt-for- 
_malicious-cyber-activity/ 








https://www.can1business.com/company/Active/Orientalnet-Consulting-Ltd 


https://www.gmdu.net/corp-276148.html / https://archive.vn/fgioe 


http://www.chinayello.com/company/54513/ORIENTALNET CONSULTING LTD CHINA BRANCH / 
https://archive.vn/GY WOY 


https://www.linkedin.com/in/andy-huang-0886636/ 
http://www.bizearch.com/company/Orientalnet_Consulting Ltd China Branch 24063.htm 


Andy's LinkedIn prior to him removing a lot of his work history 


https://twitter.com/Benk Tallmadge/status/1330150320530452487/ 
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Andy Huang - 3rd GY dainousie university 
at Orientalnet Consulting Inc. 


Toronto, Ontario, Canada - 116 connections - Contact info 


About 


“10 years experience in LAN &amp: WAN with C’sco routers andiswitches in complex UNIX &8mo: Windows Server 
environment. 

* 10 years Telecom experience ard excelent customer service experience. 

“ € years experience in complex Converged NOC operation suppert environment. 

* Excelent experience in Avaya Aamo: Cisco tPT, Cali Manager, Unity configuration 

* Excellent experience in AvayaSé7xx, $8500, $8300 media server, G700, G350, G250 media gateway, 46xx, S6xx |? 
phone, IP agent 

* Profound urcerstard of ISDN, T1 signaling, tracitional PSTN/Mobié network 

“Routed and routing protocols: IP, IPX OSPF BGP, EIGRP, RIP. 

* Excelient experience in ATM, FRAME RELAY, DDR, ISON, PPP, OC3, E-1/T-1 

* Excelient experienceiin Multi ‘ayer switening, Gigabit Etnernet, VLAN, PVLAN, STP, 802.1p/0, FEC, wireless networking. 
* Excellent experience in network and system security: Firewal! (Pix), VPN. 

* Excewent experience in Network Maragement ToolssSMARTS/Remedy, Cisco ACS Radius server and SNIFFER. 

“ Excellent network design experience; use Powerpont/Visio to make network topology map. 

Excellent experience in ONS, DHCP, WINS, LDAP 


Speciaities: Corporate iT infracture including Data/Voice network, Windows domain, Linux server, encuser comouter. 
antivirus, antispam, backup, 


Experience 


Tier 3 Service Assurance Engineer 
Avaya Canada Corporation 


eS ee 
ay 2008 = Sep 2009 - S yrs Simos 


~y ae’ - 2 ie 


2. Administer and monitor customer's IP converged network systems through HP OpenView, 
SMARTS, Remedy ticketing system 

0, Provide customer telepnone support in 26/7 NOC environment. Troublesnoot network probiems 
in Cisco/Extreme LAN/WAN environment to ensure customer converged IP network stability anc 
optimization. 

¢. Provide help anc coordinate with onsite technician to perform: network cevices reconfiguration, 
reset or hardware replacement if needed within deadline 

d. Troubleshoot on $87xx, $8500, $8300 media server, G700, G350, G250 mecis gateway, ..see more 


Education 


wy Dalhousie University 
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Orientainet Consulting Ltd. China Branch 


We have strong technical forces and 
advanced equipments. There are numerous modem and practical designs available to meet our clients’ need. We also have design staff standing by to cooperate 
with buyers to develop new articles in accordance with their ideas, dravings and supplied samples. Furthermore, the quality. quantity and bmely delivery can be fully 
guaranteed according to the customers’ need. So OEM and OOM order are welcome 


Al present, we can supply 9 main series of products including gift bag, adhesive tag. picture album. gift box. sticky notes, file bag, greeting card. nolebook and desk 


About us calendar, 90% of our products are exported to all over the world, especially America. Canada, Europe, Australia and middle-east countries. We are known for our 
honesty, efficiency, and commitment to customers Meanwhile. in order to keep expanding our sales networks. we are continually seeking agents and distnbutors in 
countries around the world 
Our mission 
We create value in the network of customers and suppliers. Our win-win business strategy will ensure the long-tenn fetationship thal brings success and profitability 
fo related parties and us 
Our objective 
Best service. best quality the most favorable price, and the fastest delivery 
Your inquiries will be given our utmost attention. Please do not hesitate fo contact us with the detailed specifications you need. We are looking fonvard to 
cooperating and establishing long-term business relationship vath you in the soonest future 

Industry Focus Label & Tag. Paner Crafts. Paner Box & Bag, Paper/Paperboard Packaging Products 

Business Type ‘Trading Company 

Products/Services Paper product, gift bag. tag. picture album. gift box. label. file bag. greeting card. notebook. desk calendar 

Our Markets Wortdwicde 

No. of Employees 5- 10 People 

Annual Sales Range(USD) Above USS 100 Million 

Year Established 2001 


Contact information - - —_—_—__—__--—- a Sania iia siceatimneedeeaiaaiaieaion ‘on _—s 


Company Name Orientalnet Consulting Ltd. China Branch 


Contact Person Ps Joyce Zeng 

Company Address Room 302. Building 4. No. 2S Hexiangdong Rd, Xiamen. Fujian, China (Mainiand) 

Postal Code 361004 

Telephone Number +86 592 8133881 

Mobile Number 

Fax Number +86 592 5971483 

Website QOrientainet Consulting Lid. China Branch. http/vweav bizearch. com/company/Orientainet_Consulting_Ltd_China_Branch_24063 him 


Contact Supplier / Manufacturer 


Experience 


Tier 3 Service 
Assurance Engineer 
Avaya Canada Corporation 
May 2006 - Sep 2009 » 
34rs 5mos 


Senior Network Engineer 
QiiQ Communications Inc. 
Jun 2004 - Apr 2006 + yr 11 mos 


Windows XP Support 

Professional 

Convergys, Canada 

Aug 2002. Aug 2003 + lyr imo 
~~ 

Network Specialist | 

China Telecom j 

Sep 1998 - Jul 2002 3 yrs 11 mos 


Education 





GEMS-Global Election Systems-GEMS central tabulator totals the precinct vote tallies. Firmware (software) is 
embedded inside the hardware. Dominion acquired, Premier formerly Diebold. Dominion GEM Certificate 





GEMS Software is the KEY 


(GEMS owned by Dominion since 2010) 


Yoting Systems / Machines 


Dominion® || ES&S HartinterCivic Sequoia Smartmatic* 
| | Owner of GEMS (2019: 80% HG, Capital, (owned by Dominion (Brown) 

(So ros} | | 2008-2010 10% GL Burt -- since 2009 - JOG 
now owns GEMS —__ thercecttosn- ante trust wat), ovener mow «2? - hidden} | *Previoushy owrredt by * linked : Chavez takeover in 

& Se udia | Todd & Bob Uresevich *Thov Means Tetons col Corect to. Met Gojoe! Smarbmatic {7005 « 20046) Veneruela 

' fousnclers (ANS 1979) scenes agtetsa0 | * coxde is fron Verroruels * Founder: Antonio Magi¢s 
/ “a aaa ne Wary end 65 CL Iy CONEESINS SII | « Mld coy COMroversial . fowned by »y 

Biggest? p gpeeerne nee : Sle > NTE Rha 1253 | * Romney fam investment * Software used by Sequoia - 

Mostdominant? | ——————s —— 


Bitza (Chavez gov) 

* Made 2000 olection faulty 
cards; thus > chectroni« vating 
* Romney fom investment 


"YP of Levpring £® Eric Comer 
Votieritned than muy heen 

SLOSS 10 6002 ONT AD IN Fw 
*“Comrras forrrverty we™arnucdy i 
"Whe the cr apic of these toerce code? | 





Map Source: Fraction Magic - Detailed Vote Rigging Demonstration 
Beverly Harris - httpsy/www.youtube.convwatchivaFob-AGgZn44 - Oct 31, 2016 


*Diebold/DES Premier owned GEMS until 2009, 
when it was sold to ES&S, then to Dominion in 2010 (due to an anti-trust suit) 


**Smartmatic is not on this map 
hecause it has had a non-compete clause with Dominion not to do business within the United States 
Source: hitpsy/ www. potteranderson.com/delawarecase-77.him 


FINDINGS SO FAR 


Voting software & hardware is in the hands of a small gp of companies run by people 
who have worked together in the industry for years. All have been involved in voter 
fraud issues. Dominion seems to be the most dominant but all are highly influential & 
have strang ties to one another and to gov't structures at all levels plus top agencies 
(e.g., CISA & Homeland Security) 
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3.1 Software/Firmware 


The following software/firmware is required for the execution Dominion Assure 1.3 
EAC Modification tests. This includes all supporting software such as operating 
systems, compilers, assemblers, application software, firmware, any applications 
used for burning of media, transmission of data or creation/nanagement. of 
databases. 


3.1.1 Manufacturer Software/Firmware 


The following table details the portions of the Assure 1.3 system that will be 
exercised in the testing of the modifications. 


Table 1 — Manufacturer Software/Firmware 








Application Version 


GEMS Software version 1.21.6 
AV-TSXORE fire 
V-TS R6 DRE 


Basic script for state of Vermont 
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3.1.2 Additional Supporting Test Software 


No additional supporting test software will be utilized in this certification test 
campaign. 


Kamala Harris' husband, Doug Emhoff is partner at DLA Piper. Smartmatic’s CEO Antonio Mugica & Lord 
Mark Malloch-Brown launched SGO Corp whose primary asset is the election technology & voting machine 
manufacturer. Sir Nigel Knowles, is Co-chairman of DLA Piper & Dir at SGO. 


In 2014, Smartmatic CEO Antonio Mugica and British Lord Mark Malloch-Brown announced the launching 
of the $GO Corporation Limited 


Antonio Mugica 
founder and CEO of Smartmatic 
DLA PIPER 2 eer 
vu 
=>- Corp Ltd ae 
London UK : 
1 » 


Sir Nigel Knowles is the former global 


co-chairman of the law firm DLA Piper Fee. Sone ee 
& Current Director at SGO Corp Ltd aid Pe TF reve tie aie ee 
DLA PIPER = ae 
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Doug Emhoff took a leave of absence 
from the law firm, DLA Piper, in 
August, after now President-elect Joe 
Biden, a Democrat, named Harris as 
his running mate. A Biden campaign 
representative said Emhoff will sever 
all ties with DLA Piper by Inauguration 
Day, Jan. 20, 2021 





Lord Mark Malloch Brown, The Sores Open 
Society Foundation co-founder & board Member, 
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Kamala Harris’s Husband 2?7?? 
Connections To Smartmatic & 


Dominion Voting Systems... 
BY CLOVERCHRONICLE ON NOVEMBER 16, 2020 









ilps. vCloverchronicle com/2020/1 1/15 Kamala -Natriss-husband-dovulas-emnor-may-Rave-connections-tosmarmatic-dominion-voting-systems/ 
Nikos way Orometric update ConVv2014 1 T/smearinatic-spins-off-new-parent-c ompary-Sgo-wills-british-lord 

Nilos veconomicimes inchatimes Convmews/inenationalword-news/vice-oreshlen-elkect-Kamaia-harris-lusband-leaves-job-al-powerhouse-law-firn- 
die. piper/articleshow/79163265.cms 


The link Between Dominion, Sequoia, Smartmatic, and the CCP. Sequoia Capital funded Dominion Voting 
Systems. Neil Shen is the Founder of Sequoia. This is the key to the connection with the Chinese Communist 


Party (CCP). 


WORLD 


ro eta Agenda Platforms Reports Events Videos B® tower - ian in O 


Bachelor's degre, Stang Jiao Tony University: Masters degree, Yale University Founding 
and Manage Partner Sequow Captai China Co-Founder Ctrp.com and Home inns, 
Rotating Président and Director, China Entrepreneur Forum Charman of the Board, Yale 
Leadership Cermter in China. Trustee, Ama Sooty. Vice-Chairman. Beijing Prvate Equity 


Association; Zhejlang Chamber of Commerce Shangtw. Named to Farbes Global Midas List 





(2012-2015) as the hignest ranking investor from Cha: one of China's 50 Most infiuenta 
Neil n Nan Pen 
She 9 Business Leaders in 20145, Fortune Magazine; one of 26 Most Influental Entrepreneurs in 


2014. Chine Entrepreneur Magazine: Venture Capital Profesmonal of Ive Year, AVCJ (2010), 
one of Top Ten Chinese Economy Leaders in 2010, 27 Century Econonve Report, one of Top 


Ten Economic Figures in 2006, OCTY; Entrapeameur of the Year, AVCJ (2004). 
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Neil Shen is the Founding & Managing Partner of Sequoia Capital 
China. He is also a co-founder of Ctrip.com (NASDAQ: CTRP) and 
Home Inns (NASDAQ: HMIN). 


A Chinese Bank, HSBC secures the patents pertaining to the U.S. election systems. Dominion Voting Systems 
entered into a “security agreement” w/ HSBC & received ownership of patents pertaining to intellectual 
property w/ elections, ballots, systems, cyber & internet capacities. 


At this juncture, we are latching on to Sequoia Capital and for good cause. It should be 
noted here and importantly so, that Sequoia Capital and Sequoia Voting systems are only 
similar in name. They are not the same entity. 


| also recommend taking a quick spin through Sequoia's website by clicking an the above 
image. 






Recall here that ) ded £ 






. Again, see the last article for details 
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here because they are imperative to have. 


A Toronto-based Chinese bank (HSBC) secures the intellectual patents pertaining to direct 
access to the U.S. election systems and equipment from Dominion Voting Systems. DVS is 
seeded by Sequoia Capital, which is affiliated with Cyberbank in the British Virgin Islands. 
Both Sequoia and HSBC are found in bed together with the China Online Education Group, 
which follows an established pattern (modus operandi) of directly linking American 
educators to Chinese foreign nationals for ulterior and nefarious purposes. Immediately 
pursuant to the stolen 2020 election, HSBC and Sequoia close out their positions on the 


group and whereby it ties directly to California PERS. California is an immensely corrupt 


un 


tate, its finances are atrocious, Gavin Newsome is the governor and his aunt and fellow 
resident is Nancy Pelosi. And all of that ties back to the very first article in all of this as it 





relates to George Soros. And we didn't talk about a mountain's worth of details in between. 


At this point, | would refer you to the bank accounts and investment portfolios of Gavin 
Newsome and Nancy Pelosi. | wonder if either has a trust at Portcullis. | wonder if either 


has inroads to Cyberbank. | wonder if they hang-out with Shen? What about their 
connections to HSBC? How do politicians get so filthy rich on their public salaries? 


James Comey was appointed to HSBC board of directors. The Massive HSBC Sandal for laundering 
billions for drug traffickers/arms dealers was covered up when Obama's AG Loretta Lynch struck a deal. 
Clintons received $81M Via HSBC Clients. HSBC-Hongkong/Shanghai Bank 


trom secret Swiss bank accounts. 
abs) =. for facilitating 
money laundering and terrorist financing. The Senate 


said they served “drug kingpins and rogue nations.” 


lam Hillary Clinton, Presidential Candidate 


for her 
“extremely careless" misuse of classified information. 


| also shielded 
the Clintons from another classified information 


scandal involving Loretta Lynch's law firm. 


-lam James Comey, your F&I! Director 


HSBC admitted “willful” 
criminal conduct.” 


After | became Attorney General, 


-lam Loretta Lynch, your Attorney General 
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Home > News and insight > Media resources > Media releases > Former US Deputy Attomey General joins HSBC Board 


30 Jan 2013 


Former US Deputy Attorney ro cinnceeine os 


General joins HSBC Board 


Group Press Office: 
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Contact us 
ames Brien Comey, Jr, (52), former United States Deputy Attorney General, has been 
J appointed a Director of HSBC Holdings pic with effect fram 4 March 2013. He will be - : = 
an independent non-executive Director and a member of the Financial System 
Vulnerabilities Committee 


Jim Comey is a Senior Research Scholar and Hertag Fellow on National 
Secunty Law at Columbia University Law School in New York. From 
2010 to 2013, he was General Counsel! of Bridgewater Associates, LP 
and, fromm 2005 to 2010, Senior Vice President and General Counsel! of 
the Lockheed Martin Corporation. From 2003 to 2005, he served as 
United States Deputy Attorney General and was responsible for 
supervising the operations of the Department of Justice and chaired the 
Prasidant'’s Carnnrate Feud Task Foree From 9007 tn 9008 Mr Cama 





The CCP Captured U.S. by Controlling Sequoia Capital. Smartmatic acquired Sequoia Voting Systems. 
Smartmatic was co-founded in Venezuela. Venezuela is controlled by the CCP. Smartmatic sold Sequoia 
Voting Systems to Dominion and continues to use Sequoia’s updated software. 





AMULET RNS 
A Hue HO Nie Ws WAN Antonio Mugica 
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The actual controller behind Smartmatic is the former Venezuelan President Chavez. He later transferred 
management to the current President Maduro. While Venezuela is controlled by the CCP Maduro is 
actually the CCP’s bagman. In other words, Smartmatic is a company controlled by the CCP so after its 
acquisition of Sequoia Voting Systems, the CCP has become the actual controller of the company. After 
the CCP controlled Sequoia Voting Systems, it developed and updated the voting system software for the 
CCP. We believe that this voting software has been completely controlled by the CCP since then. 


https://en.wikipedia.org/wiki/Smartmatic 


No. 1 


Neil Shen 


Sequoia Capital China 
Founding Partner 





The Carlyle Group & The CCP: In 2018, Dominion was acquired by David Rubenstein, founder of The Carlyle 
Group. The Carlyle Group is the largest global investment company in China. The Carlyle Group ties former 
George HW Bush & top globalist politicians Worldwide. 


CCP Controls Dominion: The controller of Dominion is the Carlyle Group, which is inextricably linked to the 
CCP. The CCP gained control of Dominion by opening up resource companies to the Carlyle Group. 
Controlling the votes of Americans, Politicians and the U.S. itself. 


Sequoia Capital 
founded by Don Valentine in 1972 in California 


In 1984, Sequoia purchased the voting machine business of AVM Corporation 
(the former Automatic Voting Machine Corporation) and established: 


Sequoia Voting Systems 


In 2005 acquired by: g 


Smartmatic 


Founded In 1997 by three engineers, Antonio Mugica, Alfredo José Anzola and 
Roger Pifiate, in Venezuela,and was officially incorporated in 2000 in Delaware 





In 2005, Shen Nanpeng and Sequoia Capital jointly established 
Sequoia Capital China Fund 
In 2010, Smartmatic sold the Sequoia Voting Systems to: 


Dominion 


was founded in 2002 in Toronto, Ontario, Canada, the company sells electronic voting hardware and 
software, including voting machines and tabulators, in the United States and Canada. 


The Carlyle Group is the biggest shareholder of Dominion. 





In 2018, purchased by: ¥ 
Staple Street Capital 


Owned by David Mark Rubenstein who is also the founder of The Carlyle Group, the 
shareholder of the company behind Dominion.. 






The Carlyle Group 


was founded in 1987 as an investment banking boutique, and has wide business relation with 
Chinese companies under Jiang Zemin family control 







Conclusion: 






Dominion 


Is controlled by CCP company 





We believe this is an exchange of interests between the CCP and Sequoia Capital. Sequoia Capital helps 
the CCP control Sequoia Voting Systems to realize its ambition to manipulate the American political 
arena, and the CCP pays it back through the exchange of capital interests. 
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2. CNBC 


In 2010, Smartmatic sold Sequoia Voting Systems to Dominion Voting Systems. Dominion continues to 


use Sequoia's updated software. 





HSBC received ownership of patents to intellectual property of elections, ballots, systems, cyber & internet 


capacities. Patent Agreement 


Assignment details for assignee "HSBC BANK CANADA, AS COLLATERAL AGENT" 


Assignments (1 total) 


Assignment 1 
Reel, frame 
)} 0505000226 
Conveyance 


SECURITY AGREEMENT [4 


Assignars 


Assignee 

HSBC BANK CANADA, AS COLLATERAL AGENT 
4TH FLOOR, 76 YORK STREET 

TORONTO MS) 189 


Execution date Date recorded 
Sep 25, 2019 Sep 26 2019 


Correspondent 

CRAPSMAN & CUTLER LLP 

1270 AVENUE OF THE AMERICAS, 30TH FLOOR 
ATTN: SOREN SCHWARTZ 

NEW YORK, NY 10020 


mn 
QJ 


0599131 


CANADA 
Properties (18) 

Patent Publication 

e8448135 20130306724 
a91378F 20130391873 
9202113 29150071501 
@795505 200502477835 
9870666 29120232963 
9710988 28120259680 
S879567 20120259681 
7111782 20040232632 
7422151 20070012767 


Appiication 


124762836 
12470091 
14539684 
171213997 
12463536 
12525187 
13525208 
10811969 
141526022 
293242381 





505692196 09/26/2019 


PATENT ASSIGNMENT COVER SHEET 


Electronic Version v1.1 EPAS ID: PAT5739006 
Stylesheet Version v1.2 


SUBMISSION TYPE: NEW ASSIGNMENT 
NATURE OF CONVEYANCE: SECURITY AGREEMENT 


CONVEYING PARTY DATA 
Execution Date 
09/25/2019 





RECEIVING PARTY DATA 

Street Address: 4TH FLOOR, 70 YORK STREET 

City: TORONTO 

StateiCountry 
Postal Code: M5J 1S9 


a oe 





















PROPERTY NUMBERS Total: 18 


[PropertyType | ——=S(Nuber 


Patent Number: 7111782 
Patent Number: 7422151 


















PatentNumbers—_~(0821060 










| CORRESPONDENCE DATA | 


PATENT 
505692196 REEL: 050500 FRAME: 0236 






Fax Number: 

Correspondence will be sent to the e-mail address first; if that is unsuccessful, it will be sent 
using a fax number, if provided; if that is unsuccessful, it will be sent via US Mail. 

Phone: 212-655-3327 

Email: sschwartz@chapman.com 

Correspondent Name: CHAPMAN & CUTLER LLP 

Address Line 1: 1270 AVENUE OF THE AMERICAS, 30TH FLOOR 

Address Line 2: ATTN: SOREN SCHWARTZ 

Address Line 4: NEW YORK, NEW YORK 10020 


NAME OF SUBMITTER: == ~~ |SORENSCHWARTZ 


SIGNATURE: ‘Soren Schwartz/ 
DATE SIGNED: 09/26/2019 


Total Attachments: 5 

source=Dominion - Patent Recordation Form#page1.tif 
source=Dominion - Patent Recordation Form#page2.tif 
source=Dominion - Patent Recordation Form#page3.tif 
source=Dominion - Patent Recordation Form#page4.tif 
source=Dominion - Patent Recordation Form#pages.tif 





Communist People’s Republic of China financially captured Collateral of Dominion Voting Systems, Machines 
& Security Software Applications. Dominion's financial collateral owner is HSBC the Hongkong Shanghai 
‘Bank of CHINA-Assigned 18 different Patents. 








US. Patents & Applications 






















Tithe SERIAL# | FILED PATENT | ISSUE STATUS 
wi SN Ss ee ee oS 
Mectrme Correction of Voter Marked LWS7O RM | S222 KNSE RET | OTOL Issuiext 






Paper Ballot 


Ballot Adjudication in Voting Systems 
Utilizing Ballot [nuiges 


Ballot Adjudication in Voting Systems 
Unlizing Ballot Inipes 

(comtinnagon of US. Parent 8913787) 
System, Method and Computer Program 
lor Vole Tabulatron with an Electrome 
Awdit Trail 
System, Method and Computer Program 







1/a Tyg Se) 1/2012 a et, Wield | Issued 
14/539 084 Liv b2/2014 22 103 12/ L/S ES Issucd 
Lilt oer 95,305 ARTE Issuucel 
13/463 4536 5/3/2012 f1G/ 2018 Issucd 

lor Vole Tabulatron with an Electronic 
Awdit Trail 


System, Method and Computer Program =| 13/525,187 | av l5/2u12 9 T1098 | TAROLT Issued 
lor Vote ‘Tabulation wit an Electronic 

Audit Trail 

System, Method and Computer Program VWIIS DW w 15/2012 YS TU G67 1 iG/2OL8 Issued 

















OS TU Aol 





for Vole Tabulation with an Bleetronic 
Audit Trail 
Systems and Methods for Providing f81 1969 3/502 W26/2006 | Issued 


Secunts wea Voting Machine 
Systems aml Methods for Providing 
Sceurtly ina Voting Machine 
Voting Booth 

“Young Th Fermmaland Stand 
Pint of Enclosure Doors 

















115264128 7.422.151 OPO) 2S Issued 
PO TIS IRI De LOS su 141 Wise Issued 
SLO (2Me | ssid . 


29/209.884 | Wis2ud | DS2b0a0 
PLS UN) Issue 






























2S UAL STY TH SMS DSISG61Y 

















Vong Terminal OP 04 S46 TLS 20s DS21,051 Ss 1a MMs Issued 
Vobg Tormonal and Keypad JWISSART | DB DIVZUG DS37.469 os T2007 Issued 








Systems aot Methods for Transco LW 2 | 4/22/2001 


Ballot Processing, and Ballot Auditing 
Ballot Level Security Features for Optical 
Scan Voting Machine Capable of Ballot 
lmage Processing, Secure Ballot Phniing, 
and Bullot Layout Authentication ant 
Verification 


Ballot Image Processing Swstem and 1 GAG G06 
Method for Voting Machines 


Systems for Configuring Voting 132 wd 
Machines, Docking Device for Voting 

Machines, Warchouse Support und Asset 

Tricking of Voting Machines 


K.7 14.450) Issued 


KYU SoS IV IOL4 | Issued 








4/22/2011 





134092 S99 









4/22/2011 





KSOb 026 WWII | Issued 


£87642 M4/2014 issucd 





4/22/2011 








Schedule A - Notice af Sccunty imerestin tl 
bo" bee? } PATENT 
REEL: 050500 FRAME: 0241 


Ownership of the above-referenced patents has been assigned to Dominion Voting Systems 
Corporation. 


Canadian Patent Application 









APPLICATION | FILED DATE 
it i 


STATUS 


Dominion Voting Systems is listed in the Canadian Patent Office records as the current owner of 
record for the above-referenced patent application, but this application is to be assigned to 
Dominion Voting Systems Corporation past-Clasing pursuant to the Undertaking 
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Eric Coomer is one of the Inventors of Dominions Voting Security Features. Dominion Voting Systems Patents: 


Security, System & Methods: 

Assignors: DOMINION VOTING SYSTEMS 

Assignee: HSBC 

Patent Assignment 050500/0236 SECURITY AGREEMENT 





to.gov/patent/index.html#/patent/search/resultAssignment ?id=50500-236 


Patent assignment 050500/0236 


SECURITY AGREEMENT 2 
Date recorded Reel/frame Pages 
y Sep 26. 2019 050500/0236 ? 
\ Assignors Execution date 
AR ATRRRMRIEN S025 20 






















ignee Correzpondent 





CHAPMAN & CUTLER LLP 
4 1270 AVENUE OF THE AMERICAS, 30TH FLOOR 
TORONTO M5J 159 ATTN: SOREN SCHWARTZ 
CANADA NEW YORK NY 10020 
Properties (18 total) 
Patent Publication 


1, SYSTEMS AND METHODS FOR PROVIDING SECURITY IN A VOTING MACHINE 
inventors: JOHN PAUL HOMEWOOD, THOMAS £. KEELING, PAUL DAVID TERWILLIGER MARC R. LATOU 


FIUUNTS2 20040238632 
Sep 26, 2006 Dec 2, 2004 


2. SYSTEM, METHOD AND COMPUTER PROGRAM FOR VOTE TABULATION WITH AN ELECTRONIC AUD 
inventors: JOHN POULOS, JAMES HOOVER, NICK IKOMOMAKIS, GORAN OSRADOV| 


2795505 20050247783 
Jun 5, 2012 Now 10, 2005 


3, SYSTEMS AND METHODS FOR PROVIDING SECURITY IN A VOTING 
inventors: JOHN PAUL HOMEWOOD, THOMAS €. KEELING, PAUL DAV 


7422151 20070912787 
Sep 9, 2008 Jan 18, 200 Sep 2! 


> 






Eric Coomer is one of the Ir ini ecurity Features. 





Properties (18) 


Patent Publication Application PCT international 
registration 


8844873 20130306724 13476836 
8913787 20130301873 13470091 
9202133 20150071501 14539684 
8195505 20050247783 11121997 
9870666 20120232963 13463536 
9710988 20120259680 13525187 
9870667 20120259681 13525208 
7111782 20040238632 10811969 
7422151 20070012767 11526028 
D599131 29324281 


View all 


This searchable database contains all recorded Patent Assignment information from August 1980 to the 


present. 


When the USPTO receives relevant information for its assignment database, the USPTO puts the information in 
the public record and does not verify the validity of the information. Recordation is a ministerial function~the 
USPTO neither makes a determination of the legality of the transaction nor the right of the submitting party to 


take the action. 


Release 2.0.0 | Reicase Notes | Send Feedback | Legacy Patent Assignment Search | Legacy Trademark 


Assignment Search 


Assignment details for assignee "HSBC BANK CANADA, AS 
COLLATERAL AGENT” 


Assignments (1 total) 


Assignment 1 


Reel/frame Execution date Date Pages 

recorded 
050500/0236 Sep 25, 2019 7 
Sep 26, 
2019 
Conveyance 
SECURITY AGREEMENT 
Assignors Correspondent Attorney docket 
DOMINION VOTING SYSTEMS CORPORATION CHAPMAN & CUTLER LLP 
1270 AVENUE OF THE 


AMERICAS, 30TH FLOOR 
ATTN: SOREN SCHWARTZ 
NEW YORK, NY 10020 


Assignee 
HSBC BANK CANADA, AS COLLATERAL AGENT 
4TH FLOOR, 70 YORK STREET 
TORONTO M5J 1S9 


CANADA 


AL 
FLORIDA 


Same type of "glitches’ 


flipped Flordia in 2000 itt ballots were counted witnessed a delivery on November §, 2020, of v-cards or 


; & GEORGE W. BUS} J] 
which gave the Elechon to bs %> 2,886,311) 
Bushy id ae 
TB. 


vale): 


USB drives in a plastic bag with no seal and no accompanying paper ballots. The v- 
cards or USB drives were taken to the back counting room, where observer access 
was hited. There was ne opportunity (0 observe what happened to the v-cards or 


' 
Flordia Election USB drives in the back counting room. 
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Multiple "gliches” Found 
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Dominion’s parent company Staple Street Capital 


Owners of Dominion Voting systems, many of their leadership comes from Cerberus Capital 
management, from their Vice President to their Managing Director. Cerberus capital owns Remington, Bushmaster and 
others. This is mentioned because of the effects of the uncertainty during the pandemic and the weapons sales in the 
United states in regards to their profit for 2020. 





Staple Street Capital has 7 current team members, including Senior Associate Daniel Franklin. 


Hootan Yaghoobzadeh 
Managing Director 


Daniel Franklin 
Senior Associate 


Stephen D Owens 
Managing Director & Founder 


Jeffrey D Hyslop 
Vice President 





Dylan Lam 
Associate 


Andre Ohnona 
Vice President 





Scott Zhu 
Vice President 





Who owns the Dominion Voting Systems? 


July 16,2018 Dominion Voting Systems (Dominion Voting”) announces that it has been acquired by its 
management team and Staple Street Capital. 


Staple Street Capital is a private equity firm founded in 2009 based in New York.The co-founders Stephen 
D. Owens and Hootan Yaghoobzadeh are veterans of The Carlyle Group and Cerberus Capital 
Management, also the Board members of Dominion Voting. The official website of Staple Street Capital 
has deleted the team introduction. 


DPS ad on ai ek 





in 


With staple street capital’s ownership of Dominion, Dominion would have been included in the buy out or Staple 
street when UBS bought them in 2019 for 400 Million Dollars US. 
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The Securities and Exchange Commission has not necessarily reviewed the information in this filing and has not determined if it is accurate and complete. 


The reader should not assume that the information is accurate and complete. 





UNITED STATES SECURITIES AND EXCHANGE COMMISSION 


Washington. D.C. 20549 
FORM D 


Notice of Exempt Offering of Securities 


| OMB APPROVAL 


OWS Nurster 3235-0076 
Esunates average bursan 








1, Issuer's Identity 


CIK (Filer ID Number) 
0001827586 


Name of Issuer 

STAPLE STREET CAPITAL II, L.P. 
Jurisdiction of Incorporation/Organization 
DELAWARE 


{x} None 


Previous Names 


Entity Type 

[] Corporation 

[x] Limited Partnership 

[] Limited Liability Company 
[] General Partnership 












Year of Incorporation/Organization (] Business Trust 
[] Over Five Years Ago [] Other (Specify) 
{x} within Last Fre Years (Specify Year) 2020 
[ ]yet to Be Formed 
2. Principal Place of Business and Contact Information ——— - + : 
Name of Issuer 
STAPLE STREET CAPITAL IIL, L.P. 
Street Address 1 Street Address 2 
1290 AVENUE OF THE AMERICAS, 10TH FLOOR 
City State/Province/Country ZiP/PostaiCode Phone Number of Issuer 
NEW YORK NEW YORK 10104 (212) 613-3100 
3. Related Persons aiiiecmaania “eee” — 2 
“SS Reser Persons . i. ae ree ee een 
Last Name Furst Name Middle Name 
OWENS STEPHEN dD 
Street Address 1 Street Address 2 
1290 AVENUE OF THE AMERICAS, 10TH FLOOR 
City State/Proance/Country ZiP/PostalCode 
NEW YORK NEW YORK 10104 
Relationship: [x Executive Ofscer[ ]Director[X] Promoter 
Clarification of Response (if Necessary) 
Last Name Fust Name Middle Name 
YAGHOOBZADEH HOOTAN 
Street Address 1 Street Address 2 
1290 AVENUE OF THE AMERICAS, 10TH FLOOR 
City State/Province/Country ZiP/PostalCode 
NEW YORK NEW YORK 10104 
Relationship [x] Executive Oficer[ ] Director [x] Promoter 
Clarification of Response {if Necessary) 
4.IndustyyGroup einebt 4 amet 
[]Agncuture Health Care (] Retaiting 
F . 
Banking & Financial a []Biotechnotogy 0 
[ ]Commercrat Banking 0 Health Insurance Techasiony 
[ insurance . 
[ Jimesting []Hosptats & Physicians []computers 
[ ]inmestment Banking []Pharmaceuticals []Tetecommunieations 
[x] Pooted Investment Fund [Jother Heath care [Jother Technology 
Hedge Fund f Manufacturing Travel 
Private Equity Fund Real Estate [ ]Ainines & Airports 








Private Equity Fund Real Estate [ Jaininies & Aitpons 
Venture Capital Fund [Commercial (je “Ae 
hth. 0 Construction [ }Tourism & Travel Senices 
Is the issuer registered as 
an investment company under (] REITS & Finance [Jother Travel 
the investment Company Yer 
Act of 19407 [Residential [] other 
[les [x] No [Jother Real Estate 
[other Banking & Financial Senices 
[]Business Semices 
Energy 
[]coat Mining 
[Jetectric Utilities 
[energy Conservation 
[JEnvironmental Senices 
[Joi & Gas 
[J other Energy 
S.Issuer Size poet ieaeecoraeaines: 
Revenue Range OR Aggregate Net Asset Value Range 
[] No Revenues [ ]tto Aggregate Net Asset Value 
[_]s1 - $1,000,000 []s1 - $5,000,000 


[_]s1,000.001 - $5,000,000 

[ }s5.000,001 - $25,000,000 
$25,000,001 - $100,000, 000 
Over $100.000,000 

[x] Dectine to Disclose 

[_]Not Applicable 


[ }s5.000,001 - $25,000,000 
[ }s25.000.001 - $50.000.000 
[ }$50.000,001 - $10,000,000 
[ ] Over $100,000,000 

(] Decline to Disclose 

[] lot Applicable 














6. Federal Exemption(s) and Exclusion(s) Claimed (select all that apply) 


[x] Investment Company Act Section 3{c) 


[_]Rute 604(b)(1) (not (ip, (ii) or Gi) [x] Section 3(¢\(1) 
[_]Rule 504 (b\(1)(i) [ ] Section 3(¢2) 
[_]Rute 504 (bx 1, [] section 3(¢X3) 
[_]Rule 504 (b)(1)ii) 
fx] Rule 506(b) (] Section 3(c)}{4) 
[] Rule 506(c) (] Section 3(c\(5) 
[] Securities Act Section 4(a){5) [] Section 3(c)(6) 
{x} Section 3(c)(7) 

7. Type of Filing 

[x] New Notice Date of First Sale [x] First Sale Yet to Occur 

[ ] Amendment 

8. Duration of Offering | 


Does the Issuer intend this offering to last more than one year? [ ]¥es [x] No 


9. Type(s) of Securities Offered (select all that apply) 


[x] Equity 


[ ]Debt 


[] Option, Warrant or Other Right to Acquire Another Security 
[_]Security to be Acquired Upon Exercise of Option, Warrant or Other Right to Acquire Security 


10. Business Combination Transaction, _ 


Is this offering being made in connection with a business combination transaction, such as a merger, acquisition or exchange offer? 


10. Business Combination Transaction —__ 


Is this offering being made in connection with a business combination transaction, such as a merger, acquisition or exchange offer? 


Clarification of Response (if Necessary): 
11. Minimum Investment 


Minimum investment accepted from any outside investor So USD 


12. Sales Compensation _ 


[] Section 3(c)(9) 
(] Section 3(c}(10) 
(] Section 3(c)(11) 
(] Section 3(c}(12) 
(| Section 3(c)(13) 
(] Section 3(c)(14) 


[x] Pooled Investment Fund Interests 
[| Tenant-in-Common Securities 
[] Mineral Property Securities 

[_] other (describe) 


. []yes [x] No 


Recipient Recipient CRD Number ]None 

UBS SECURITIES LLC 7654 

(Associated) Broker or Dealer [x] None (Associated) Broker or Dealer CRD Number {x} None 

None None 

Street Address 1 Street Address 2 

1285 AVENUE OF THE AMERICAS 

City State/Province/Country ZIP/Postal Code 
NEW YORK NEW YORK 10019 

State(s) of Solicitation (select all that apply) : j 

Check “All States” or check individual States All States []Foreign/non US 





13. Offering and Sales Amounts. 


Total Offering Amount $400,000,000 USD or[ J indefinite 
Total Amount Sold $0 USD 
Total Remaining to be Sold $40,000,000 USD or[ J Indefinite 


Clarification of Response (if Necessary): 


The general partner of the Issuer reserves the right to offer a greater or lesser amount of limited partner interests. The Total Offering Amount and Total Remaining to be Sold are aggregated together with the Issver and its related parallel fund. 


14. Investors 





14, Investors 


(] Select if securities in the offering have been of may be sold to persons who do not qualify as accredited investors, and enter the number of such non-accredited investors who already have invested in the 
offering 


Regardless of whether securities in the offering have been or may be sold to persons who do not qualify as accredited investors, enter the total number of investors who already have invested in the offering: fo | 


15. Sales Commissions & Finder's Fees Expenses 


Prowde separately the amounts of sales commissions and finders fees expenses. if any. If the amount of an expenditure is not known, provide an estimate and check the box next to the amount 


Sales Commissions $0 USD |X] Estimate 
Finders’ Fees $0 USD [x] Estimate 


Clarification of Response (if Necessary) 
Placement agent fees to be paid based upon a fee schedule. Such fees are offset dollas-for-dollar against the management fees payable by the Issuer. 
16. Use of Proceeds 


Provide the amount of the gross proceeds of the offering that has been or is proposed to be used for payments to any of the persons required to be named as executive officers, directors or promoters in response to ltem 3 above. If 
the amount is unknown, provide an estimate and check the box next to the amount 


$0 USD |X] Estimate 


Clarification of Response (if Necessary) 

The general partner is eatitled to a performance allocation. The investment manager is entitled to a management fee. The performance allocation and management fees are fully disclosed in the Issuer's confidential offering materials. 
Signature and Submission oe 
Please verify the information you have entered and review the Terms of Submission below before signing and clicking SUBMIT below to file this notice. 


Terms of Submission 
In submitting this notice, each issuer named above is 
* Notifying the SEC and/or each State in which this notice is filed of the offering of securities described and undertaking to furnish them, upon written request, in the accordance with applicable law, the information furnished to 
offerees.* 


* Inevocably appointing each of the Secretary of the SEC and, the Securities Administrator or other legally designated officer of the State in which the issuer maintains its principal place of business and any State in which this 
notice is filed, as its agents for service of process, and agreeing that these persons may accept service on its behalf, of any notice, process or pleading, and further agreeing that such serice may be made by registered or v 


* irrevocably appointing each of the Secretary of the SEC and, the Securities Administrator or other legally designated officer of the State in which the issuer maintains its principal place of business and any State in which this 
notice is filed, as its agents for serce of process, and agreeing that these persons may accept service on its behalf, of any notice, process or pleading, and further agreeing that such service may be made by registered or 
certified mail, in any Federal or state action, administrative proceeding, or arbitration brought against the issuer in any place subject to the jurisdiction of the United States, if the action, proceeding or arbitration (a) arises out 
of any activity in connection with the offering of securities that is the subject of this notice, and (b) is founded, directly or indirectly, upon the provisions of {i) the Securities Act of 1933, the Securities Exchange Act of 1934. 
the Trust Indenture Act of 1939, the Investment Company Act of 1940, or the Investment Advisers Act of 1940, or any rule or regulation under any of these statutes, or (ii) the laws of the State in which the issuer maintains its 
principal place of business or any State in which this notice is filed. 


+ Certifying that, if the issuer is claiming a Regulation D exemption for the offering, the issuer is not disqualified from relying on Rule 504 or Rule 506 for one of the reasons stated in Rule 504(b)(3) or Rule 506(d) 


Each Issuer identified above has read this notice, knows the contents to be true, and has duly caused this notice to be signed on its behalf by the undersigned duly authorized person 


For signature. type in the signers name or other letters or characters adopted or authorized as the signer’s signature 


fo issuer = (aisitststé‘<‘wY;t*é<‘<;‘(‘;é*«SSmtre:=©=©6©)©)™€|€~CY~SCSC*é‘«é«~Nme Signer SSC*~«~s~CS Tile | Date 


STAPLE STREET CAPITAL II, L_P. lis’ HOOTAN YAGHOOBZADEH HOOTAN YAGHOOBZADEH MANAGER OF THE GP OF THE GP OF THE ISSUER [2020-10-08 


Persons who respond to the collection of information contained in this form are not required to respond unless the form displays a currently valid OMB number. 








* Ths undertaking Goes ret affect any tints Section 102ja) of the National Securties Markets Improvement Act of 1558 (NSMMA’ (Pub, L. No. 104-250. 110 Stat, 3416 (Oct. 11, 1935)) imiposes on the abaty of States to require mformator. As a result, if the secuntes that are the sutject of this Form O are “covere: 
securtes’ (ot putpones of NSMIA, whether i a instances Of Sua to the nature Of the offering that is the sudject of thus Form D, States cancct routitaly requve offering materials under this undertaking or otherewe and can require offering mmatenais only to the extent NSMIA permits them 10 do 50 under NSMIA's 
preservation of thes art-fravd authonty 








I declare under penalty of perjury that the forgoing is true and correc bx the best of my knowledge. Executed 
this November 23", 2020. 





Declaration of EPA 


Pursuant to 28 U.S.C Section 1746, I, LORS make the following declaration. 


I. 


[ am over the age of 21 years and I am under no legal disability, which would prevent me 


from giving this declaration. 








I ama US citizen and I reside at LESSEE the United States of America. 


It can be seen using open source methodology that the SSL certificates from 

* dominionvoting.com were registered on the 24" of July 2019. This SSL certificate were 
used multiple times from locations ranging from Canada, Serbia, and the United States. 
These images verify that Dominion systems were connected to foreign systems across the 
globe. Also seen is that the SSL certificate is used for the email server that was the same for 


the secure HTTP connections. 


443.https.tls.certificate.parsed.fingerprint sha256: 
8£73a14d5f0fc 1 0ebfa3086a99b9e7a550e822c7 1d762e627b73d12e5f1 b&b9c 





(i> OO | O: B hrpsiticensysioscectiicates/247 35145 i081 GebiaCEC3999E7 9550eb22c7 1d 7G2eELTH73d | ZeS*IOSLFe Oo - Or c2mMO0 “ee ae 
ee —s—“iaeSSSS —-- - —<- ~~ — 2 : . eee eee aetna siea-e--nl etait a 4 
> Register s 
dys Censys eMC meas 867341 4d5f0[cldebfa3086a99b9e7a550e822C7 14762e627b73U1 2e5f 1bEbIC Fxparn! ik ' 


* dominionvoting.com 


@ Certificate~ M@ Trust-e G@ CT wv ZLint & PEM & Raw ODatar Q Explore - 


Basic Information 


Browser Trust 
Subject DN OU=Domain Control Validated, CN=*.dominionvoting.com 


issuer DN C=US, ST=Arizona, L=Scottsdale, 0=Starfield Technologies, inc., 
OU=http //certs. starfieldtech.com/repository/, CN=Starfield Secure Certificate Authority - G2 


Serial Decimal: 13281912269553870296 
Hex: 6xb852d4d6aca925d8 


Validity 2019-07-18 17:32:22 to 2021-07-18 17:32:22 (731 days, 0:00:00) 


Apple @ Browser Trusted 
Microsoft @ Browser Trusted 
MozillaNSS @ Browser Trusted 


Names 


*. dominionvoting com 
dominionvoting.com 


Key Usage and Constraints 
Key Usage Digital Signature, Key 





Fingerprint Encipherment 
SHA-256 8f73a14d5f Ofc 10ebf a3086a99b9e70550082267 14762062 7b73d12e5f 1b8b9c 
SHA-1 74670b64c595fb95a7b34bf 5e262743619b9d7e1 
MDS 603c7dIcédecef1988498d5cd 1 Se6d05 


Ext. Key Usage Client Auth, Server Auth 


Public Key Certificate Transparency 


v 





‘¢-° CG a 0 @ stips://censys.io/cectiicates/S17 3a lddSWitc | Gen!a208629SbYeTassuesacen,| di ofeb2? bi ad lZeStibepac HA w- OPN Ym Oe a te a = 
Ae Register 
ee Censys ceo 8f73a14d5{0fcled{a3086a99b9e7a550e822c7 1d762e627b73d1 2e5f 1b8bI Expand Sion in 
Public Key Certificate Transparency 


2021 2019-08-06 01:03 1,695,407 
Key Type 2048-bit RSA, e = 65,537 Argon 695, 


Modulus a5:eb:e7:96:a7 :be:54:82:98:d1:fb:el :ba:2e:52:9a:a7 :80:44:5e: EA G Plot 2019-07-24 14:46 693,299,306 


eteer 2019-07-24 18:20 760,169,785 
SPKISHA-256 8977f714d0f6605ca6 1a3dBcacaa9ce4$b4e012124204b42d349728a08f 85234 See 


Signature 
Algorithm SHA256-RSA (1 .2.840.113549,1.1.11) Censys Metadata 
Signature Oe :ed :9c :98:25:b9: 1c :89:97:71:e9 :9F :a2 :bd:43:13:ba:Sa:50:03: Added 20100722414R08 
Updated At 2019-08-06 01:24:55 
Extensions 


Source Certificate Transparency 


Auth Key ID 2545816850263 83d3b2d2cbecd60d9b63db36663 [parents] [siblings] 
Seen in Scan False 


ec’ c 
Subject Key 1D 622af919de009200 F4dfb4d87e9 1 af8589d'C946 [children] Tags unexpired, leaf, google-ct, dy, 


Key Usage Digital Signature, Key Encipherment trusted, ct 





Ext. Key Usage Client Auth, Server Auth 
CRL Paths hitp://crl.starfieldtech.com/sfig2st-149.crl 


Policies Starfield DV (2.16.846.1.114414,.1.7.23.1) 
CA/B Forum Domain Validated (2.23.149.1.2.1) 


Constraints is CA: False 


AlA Paths OCSP-: hitp://ocsp.starfieldtech.com/ 
Issuer: http://certificates.starfieldtech.com/repository/sfig2.crt 


v 
ED tien etch ts 





All share: 


443 .https.tls.certificate.parsed.fingerprint sha256: 
8£73al4d5f0fc 1 0ebfa3086a99b9e7a550e822c7 1d762e627b73d12e5f1 b8b9 





(€ PD OD 10) B rips:scensysiosnvs?g=St73a aa5Miewents20GGarIHGe? aSSCebLZC7 LATE LEGIT b7 at 2eSf1soe “Ow + INO O Co * fA = 
ee 7 Register 
dye Censys : Sign In 
Quick Filters IPv4 Hosts 
For atl fietds, see Data Definitions Page: 1/1 Results:? Time: 12Sms 

_ Autonomous System: £2 206.223.168.94 (webmail.dominionvoting.com) 
2 BEANFIELD BEANFIELD (21949) Toronto, Ontario, Canada 
2 CENTURYLINK-US- 443/nttps 
LEGACY-QWEST *.dominionvoting.com, dominionvoting.com ‘ 
2 CLOUDFLARENET 443.https.tis.certificate.parsed.fingerprint.sha256: 8f73014d5f0fc1 Beb fa3086099b9e7a550e822c7 1d762e627b73d12e5f 1bBb9 
1 SERBIA-BROADBAND- 
ASSEN = eB TAO 
S(pske Kablovske mreze 
doo. SERBIA-BROADBAND-AS Serbia BroadBand-Srpske Kablovske mreze d.0.0. (31042) — Kac, Vojvodina, Serbia 
443/https 
Prowocok: *.dominionvoting.com, dominionvoting.com 
7 443/nttps 443 https.tls. certificate parsed. fingerprintsha256: 8f73a14d5f6fc18ebfa3086099b9e7a558e822c7 1d762e627b73d12e5f1b8b9 
3 80/http 
® 2/seh 2 204.132.219.214 
2 8080/nttp CENTURYLINK-US-LEGACY-QWEST (209) . United States 
1 21/ftp 443/https 
*.dominionvoting.com, dominionvoting.com 
Tag: 443 https.tis.certificate parsed. fingerprint sha256: 8f73014d5fOfc1Bebfa3G86099b9e7 0550082207 1d762e627b73d12e5f 1b8b9 
7 http 
7 https © 104.18.91.9 
2 ssh ® CLOUDFLARENET (13335) © United States 
1 ftp © 443/nttps, 80/http, 2080/http 


~ Direct IP access not allowed | Cloudflare | *.dominionvoting.com, dominionvoting.com 





2 104.18.90.9 
» CLOUDFLARENET (13335) United States 
» 443/hitps, 80/http, 8080/http 
Direct IP access not allowed | Cloudflare *.dominionvoting.com, dominionvoting.com 
443. https tls.certificate, parsed.fingerprint_sha256: 8f73a14d5f6fc18ebfa3086099b9e70550e822c7 1d762e627b73d12e5f 1b8b9 


£1 206.223.190.85 (206-223-190-85.beanfield.net) 
BEANFIELD (21949) © Toronto, Ontario, Canada 
22/ssh, 443/https 
*.dominionvoting.com, dominionvoting.com 
443.https.tls. certificate parsed.fingerprint_sha256: 8f73a14d5f6fc1 Bebfa3086099b9e7 a558e822c7 1d762e627b73d1 2eSf 1bSb9 





£2 204.132.121.11 (204-132-121-11.dia.static.qwest.net) 
~ CENTURYLINK-US-LEGACY-QWEST (209) Denver, Colorado, United States 
© 21/ftp, 22/ssh, 443/https, 80/http 
» DVS Fileshare *. dominionvoting.com, dominionvoting.com 
. 443. https.tis.certificate. parsed.fingerprint.sha256: 8f73a14d5fOfc1Bebf03086099b9e7a550e822c7 1d762e627b73d1 2e5f 1b8b9 
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Email ip address 
206.223.168.94 












Serbian ip address 
82.117.198.54 
C+) Dominion site 
| 204.132.219.214 
Cloudflare li 
104.18.9 
Cane address 
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Page: 1/1 Results: 7 Time: 155ms 


206.223.168.94 (webmail.dominionvoting.com) 


BEANFIELD (21949) Toronto, Ontario, Canada 
443/https 
* dominionvoting.com, dominionvoting.com 


443 .https.tls.certificate.parsed.fingerprint_sha256: 
8f73al4d5f0fc 1 Oebfa3086a99b9e7a550e822c7 1d762e627b73d12e5f1b8b9c 


82.117.198.54 


SERBIA-BROADBAND-AS Serbia BroadBand-Srpske Kablovske mreze d.o.0. (31042) Kac, 
Vojvodina, Serbia 

443/https 

* dominionvoting.com, dominionvoting.com 


443 .https.tls.certificate.parsed.fingerprint sha256: 
8f73al4d5f0fc 1 Oebfa3086a99b9e7a550e822c71d762e627b73d12e5flb8b9c 


204.132.219.214 


CENTURYLINK-US-LEGACY-QWEST (209) United States 
443/https 
* dominionvoting.com, dominionvoting.com 


443 .https.tls.certificate.parsed.fingerprint sha256: 
8f73al4d5f0fc 1 Oebfa3086a99b9e7a550e822c7 1d762e627b73d12e5f1b8b9c 


104.18.91.9 


CLOUDFLARENET (13335) United States 
443/https, 80/http, 8080/http 
Direct IP access not allowed | Cloudflare *.dominionvoting.com, dominionvoting.com 


443 https.tls.certificate.parsed.fingerprint_sha256: 
8£73al4d5f0fc 1 0ebfa3086a99b9e7a550e822c7 1d762e627b73d12e5f1b8b9c 


104.18.90.9 


CLOUDFLARENET (13335) United States 
443/https, 80/http, 8080/http 
Direct IP access not allowed | Cloudflare *.dominionvoting.com, dominionvoting.com 


443 .https.tls.certificate.parsed.fingerprint_sha256: 
8f£73al4d5f0fc 1 0ebfa3086a99b9e7a550e822c7 1d762e627b73d12e5f1 b&b9c 


206.223.190.85 (206-223-190-85.beanfield.net) 


BEANFIELD (21949) Toronto, Ontario, Canada 
22/ssh, 443/https 
* dominionvoting.com, dominionvoting.com 


443 .https.tls.certificate.parsed.fingerprint sha256: 
8£73al4d5f0fc 1 0ebfa3086a99b9e7a550e822c7 1d762e627b73d12e5f1b8b9c 


204.132.121.11 (204-132-121-11.dia.static.qwest.net 





CENTURYLINK-US-LEGACY-QWEST (209) Denver, Colorado, United States 
21/ftp, 22/ssh, 443/https, 80/http 
DVS Fileshare *.dominionvoting.com, dominionvoting.com 


443 .https.tls.certificate.parsed.fingerprint sha256: 
8£73al4d5f0fc 1 0ebfa3086a99b9e7a550e822c7 1d762e627b73d12e5f1 b&b9c 


I declare under penalty of perjury that the forgoing is tru 





knowledge. Executed this December 16, 2020. 


Foreign Ties and Vulnerabilities 


Declaration of OOS 


Pursuant to 28 U.S.C Section 1746, I, POCO! make the following declaration. 


1. Iam over the age of 21 years and I am under no legal disability, which would prevent me 


from giving this declaration. 





3. [ama US citizen and I Rowe << x xX the United States of America. 


4. Whereas the Dominion and Edison Research systems exist in the internet of things, and 
whereas this makes the network connections between the Dominion, Edison Research and 
related network nodes available for scanning, 

5. And whereas Edison Research’s primary job is to report the tabulation of the count of the 
ballot information as received from the tabulation software, to provide to Decision HQ for 
election results, 

6. And whereas Spiderfoot and Robtex are industry standard digital forensic tools for evaluation 
network security and infrastructure, these tools were used to conduct public security scans of 


the aforementioned Dominion and Edison Research systems, 


7. A public network scan of Dominionvoting.com on 2020-11-08 revealed the following inter- 
relationships and revealed 13 unencrypted passwords for dominion employees, and 75 


hashed passwords available in TOR nodes: 








8. The same public scan also showed a direct connection to the group in Belgrade as 
highlighted below: 
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8 results shown. | 






2400:cb00:2049:1::adf5:3bb3 
2606:4700:50: :adf5:3aad 
2803:f800:50::6ca2:cOad 
2803:f800:50::6ca2:c1ib3 
2a06:98c1:50::ac40:20ad 
108.162.192.173 


192 149 102 170 





Domains or hostnames one step under this dom 


barracuda.dominionvoting.com 


belgrade.dominionvoting.com 
webmail.dominionvoting.com 
www.dominionvoting.com 


4 results shown. 







9. A cursory search on LinkedIn of “dominion voting” on 11/19/2020 confirms the numerous 


employees in Serbia: 


Vukasin Dordevie + 3rc 
& Software Developer at Dominion Voting Systems 


Serbig 





Edvan Sabanovic + 3ra 
s& Senior Full-stack Web Developer 


i 7 . 
belgrade, Serbia 





D>  & av tA 


st; Seruor Web Developer at Dominion Voting Systems 


10. An additional search of Edison Research on 2020-11-08 showed that Edison Research has an 
Iranian server seen here: 
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Inputting the Iranian IP into Robtex confirms the direct connection into the “edisonresearch” 
host from the perspective of the Iranian domain also. This means that it is not possible that the 
connection was a unidirectional reference. 
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A deeper search of the ownership of Edison Research “edisonresearch.com” shows a connection 
to BMA Capital Management, where shareofear.com and bmacapital.com are both connected to 
edisonresearch.com via a VPS or Virtual Private Server, as denoted by the “vps” at the start of 
the internet name: 
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Map data 2020 


There are also many more examples, including access of the network from China. The records of 
China accessing the server are reliable. 
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<- Sy @ whois ipin.net/A$132839 { «~ Mh = 
country: ix 

org! ORG-PLOCLI-AP 

admin-c: PLC TAP 

tech-c: PLUCR~AP 

sbuse APR4A4-AP 

mit - lower: MAINT ~POWERL [tek 1% 

mit-routesi MAINT ~POwE RL IE Pie 

meat-by: APNIC 18 

mwiteart: 1K1-POWERL INE -1K 

Last-modified: 72020-O6-30F 15:14: 172 

source: APHIC 

ift: THT POWLPL INE 1% 

addres, WIT O4,7/F ,GRIGHT WAY, TOWER NO. 33 MONG KOK ROAD, Kowloon it ,? 9 7998 
email: ‘ 

abute-matlber: 

adeinegct PLC SAP 

tech-c: PLHCI-AP 

auth: # Filteced 

remarks: , 

mnt -dyt MAINT -POWERL INE - 1% 

last-sodified: 2020-06-30115:15:267 

source: APNIC 

organisation: ORG -PLCL IAP 

org-0om POWER LINE (1) CO., LENTTLO 

country: 1K 

midress: FLAT A @/F BLOCK BO, MARVEL INDUSTRIAL GQUILDIMG 17-23 AwAl fun 
phones *652-60783777 

e-moalt , 

witerets APHIC-10 

onit-dDy? APHIC 14 

Last-modified: 2018-09-29712:55:222 

source: APTS 

role: ABUSE POWERL INET 

address UNIT @4,7/F BRIGHT WAY, TOWER NO. 33 MONG KOK ROAD, Kowloon Hong Kony 9908 
country: 22 

phone: +9IN00DDd 

e-mail: 

ade iaect PLC 1-AP 

tech-c: PLNICL~AP 

nicehal: APUGA-AP 

remarks: Generated from irt object IRT-POWERLINE-HX 


abuse -mai bon: 
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CHINA UNICOM China169 Backbone - Fraud Risk 


Low Risk 


«— Lowest Risk Highest Risk —» 


Fraud Score: 3 100 


We consider CHINA UNICOM China169 Backbone to be a potentially low fraud risk ISP, by which we mean that web traffic from this ISP potentially poses 
a low risk of being fraudulent. Other types of traffic may pose a different risk or no risk. They operate 1,889,865 IP addresses, some of which are running 





Domain Name: dominionvotingsystems com 


Registry Domain ID: 2530599738 _DOQMAIN_.COM-VRSN 

Registrar WHOIS Server: whois.godaddy.com 

Registrar URL: http://www. godaddy.com. 

Updated Date: 2020-05-26T 15:48:58Z 

Creation Date: 2020-05-26T 15:48:57Z 

Registrar Registration Expiration Date: 2021-05-26T15:48:57Z 

Registrar: GoDaddy.com, LLC 

Registrar IANA ID: 146 

Registrar Abuse Contact Email: abuse@godaddy.com 

Registrar Abuse Contact Phone: +1.4806242505 

Domain Status: client TransferProhibited http: //www.icann.org/epp#clientTransferProhibited 
Domain Status: clientUpdateProhibited http: //www.icann.org/eppi#clientUpdateProhibited 
Domain Status: clientRenewProhibited http://www.icann.org/epp#clientRenewProhibited 
Domain Status: clientDeleteProhibited http://www.icann.org/epp#clientDeleteProhibited 
Registrant Organization: 

Registrant State/Province, Hunan. 

Registrant Country: CN 

Registrant Email: Select Contact Domain Holder link at 
https://www.godaddy.com/whois/results.aspx?domain=dominionvotingsystems.com 
Admin Email; Select Contact Domain Holder link at 
https://www.godaddy.com/whois/results.aspx?domain=dominionvotingsystems.com 
Tech Email: Select Contact Domain Holder link at 
https://www.godaddy.com/whois/results.aspx?domain=dominionvotingsystems.com 


Name Server: NS1 .ONS.COM, 


Name Server: NS2.DNS.COM. 
DNSSEC: unsigned 


Overview - “) dominionvotingsystems.com 





































ONS Records | 4 | 
Type Value OSH Security score 
A HE 45. 195.162 194 . AS132839 - POWER LINE DATACENTER 2 uous 
NS midascom 
WB 27,552.18 193 - AS133776 - Quanthou 9 MI 100 
(129.167 190.135 - AS4837 - CHINA UNICOM China le? Bae. 8 MINT 100 
2268.98.11) 202 - AS21859 - ZNET 4 ‘HNL 100 
NS ns?.dnscom 
Gil 183 253 57.193 - AS9808 - Guangdong Mobile Comewnic. - 6 
 121.)2.104 65 - AS134763 - CHINANET Guangdong prover... 4 
SOA ns] dns.com 


Hostname 


©) davadenin.dnscom 


Vrew all ONS Records 
Domains with same Arecords »  dominionvotingsystems.com 
1 Gomains with same A records 
Dorain Site Tithe Alena rank ONSA 


"S boacpletel com - 


CVE . O dominienvotingsystems.com 
22 «tt 
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11. BMA Capital Management is known as a company that provides Iran access to capital 
markets with direct links publicly discoverable on LinkedIn (found via google on 


! 11/19/2020): 


| 





www. linkedin.com » muhammad-talha-a0759660 


Muhammad Talha - BMA Capital Management Limited 
Manager, Money Market & Fixed Income at BMA Capital Management Limited. BMA Capital ... 


Manager-FMR at Pak Iran Joint Investment Company. Pakistan. 


Pakistan - Manager, Money Market & Fixed Income - BMA Capital Management Limited 


The same Robtex search confirms the Iranian address is tied to the server in the Netherlands, 
which correlates to known OSINT of Iranian use of the Netherlands as a remote server (See 
Advanced Persistent Threats: APT33 and APT34): 
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12. A search of the indivisible.org network showed a subdomain which evidences the existence 
of scorecard software in use as part of the Indivisible (formerly ACORN) political group for 
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13. Each of the tabulation software companies have their own central reporting “affiliate”. 
Edison Research is the affiliate for Dominion. 
14. Beanfield.com out of Canada shows the connections via co-hosting related sites, including 


dvscorp.com: 





This domain redirects to beanfield.com 


DNS 


A 96.45.195.194 5 Domains 

MX 10 barracuda.dominionvoting.com. 2 Domains 

NS ns29.domaincontroi.com. 56,979,357 Domains 
ns3O.domaincontroi.com. 56,979,357 Domains 


Co-Hosted 


»adomaims 956.45.195.194 


gula.ca ndbgroup.ca 


aiyokuacardiolounge.com qrantdyer.com 


| View API — | 


| View API — | 
» Show All — 


d vVScorp.com 


This Dominion partner domain “dvscorp” also includes an auto discovery feature, where new in- 
network devices automatically connect to the system. The following diagram shows some of the 
dvscorp.com mappings, which mimic the infrastructure for Dominion: 


dvs 





Data Summary Data Type: Similar Domain (10 results) 


Data Element 

Hi SmilsrOomsin = TLOSearcher ght © ” o 

dvscopr. 5! pot .ir 

EE SimilarQomain =YTool-ONSTWit chi  O “i ° 
| 

dv. scopr.com 

Ei SimitarQomsie = Tool-ONSTWit shi © o 
CO dyscorp.com 

MismiltarOomair GWOSesccher 1, o “ 0 
a dvscopr. Si 

HB Similiar omain «= TLOSearcher = ;). 0 “rl o 


dyscopr.fin.ci 


Domain Name: DSVCORP.COM 
oO Registry Domain ID: 134773082_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.bookmyname.com 


[) SimitarQomain-Wroils  w Whois ; oO ’ eo 


% This is the IRNIC Whois server v1.6.2. 
0 % Available on web at http://whois.nic.ir/ 
% Find the terms and conditions of use on http://wmw.nic. 


ir/ 


B tiement:34 @ Comelitionn® Oduntenonses CO @ 


Go nee 


Source Data Element 


VN interrathame WSpiderFooru! 9 O o 


dvscopr.com 


Si DomainNeme SSpiderForut &h7 O o 


dvscopr.com 


© © Domainname “Spiderfootul h7 O CG 


dvscopr.com 


O MM intermethame YSpiderForul &9 o 


dyscopr.com 


D BH internetname FSpicerFoul “ho 0 e 


dyvscopr.com 


dsvcorp.com 


© HB SimitsrQomain TLOSesrcher -f, 0 o 


dyscorp. 5! »!.ir 


LS; 


16. 


BE Sienviar Domain TLO Searcher oO Internat Name SpiderForur hg o 


dvscopr.caa. li dvscopr.com 
B Similac Comsic TLOSesrcher ch 1 9 Internet Name SpiderFootul eho o 
dvscopr.hasura-app.io dvscopr.com 
Bi Similar Domai TLO Searcher . o Irtercet Name SpicerFoot Vi hh 3 o 
dyscopr.rackmaze.com dyscopr.com 
BE Simitar Domair TLOSesrcher chi o internat Name SpiderFootU!l ghd eo 
dvscopr .devices.resinstaging.io dyvscopr.com 
Bi Similar Somair TLOSesrcher g&1 o internet Name SpiderFoot ut & $ O o 
dyscopr.cust.dev.thingdust.io dvscopr.com 


The above diagram shows how these domains also show the connection to Iran and other 


places, including the following Chinese domain, highlighted below: 


Searcher © 





Chinese Domain 


dvscopr.fin.ci 


The auto discovery feature allows programmers to access any system while it is connected to 
the internet once it’s a part of the constellation of devices (see original Spiderfoot graph). 
Dominion Voting Systems Corporation in 2019 sold a number of their patents to China (via 


HSBC Bank in Canada): 





Assignment details for assignee "HSBC BANK CANADA, AS 
COLLATERAL AGENT” 


Assignments (1 total) 


Assignment 1 


Reel/frame Execution date Date Pages 

recorded 
050500/0236 Sep 25, 2019 x 
Sep 26, 
2019 
Conveyance 
SECURITY AGREEMENT 
Assignors Correspondent Attorney docket 
DOMINION VOTING SYSTEMS CORPORATION CHAPMAN & CUTLER LLP 


1270 AVENUE OF THE 
AMERICAS, 30TH FLOOR 
ATTN: SOREN SCHWARTZ 
NEW YORK, NY 10020 


Assignee 


HSBC BANK CANADA, AS COLLATERAL AGENT 


4TH FLOOR, 70 YORK STREET 


TORONTO MSJ 189 


CANADA 








Patent 


B844813 


8913787 


9202113 


8195505 


9870666 


9710988 


987066? 


7111782 


4422151 


D599131 


Properties (18) 


Publication 


20130306724 
20130301873 
20150071501 
20050247783 
20120232963 
20120259680 
20120259681 
20040238632 


20070012767 


Application 


13476836 


13470091 


14539684 


11121997 


13463536 


13525187 


13525208 


10811969 


11526028 


29324281 


PCT 


international 
registration 


View all 


This searchable database contains all recorded Patent Assignment information from August 1980 to the 


present. 


When the USPTO receives relevant information for its assignment database, the USPTO puts the information in 


the public record and does not verify the validity of the information. Recordation is a ministerial function~the 


USPTO neither makes a determination of the legality of the transaction nor the right of the submitting party to 


take the action. 


Release 2.0.0 | Release Notes | Send Feedback | Legacy Patent Assignment Search | Legacy Trademark 


Assignment Search 





Of particular interest is a section of the document showing aspects of the nature of the patents 


dealing with authentication: 


Patent assignment 050500/0236 
SECURITY AGREEMENT 2 


Neto race = Ve ef foe op one 
Vaté recorded 2h Trame 


Sep 26, 2019 050590/0226 


} 
as 


CUunr —- - “= 
Execution date 


Sep 25, 2019 





Correspondent 

CHASMAN & CUTLER LLP 

2TH FLOO! 1270 AVENUE OF THE AMERICAS, 30TH FLOOR 
TORONTO M5) 159 ATTN: SOREN SCHWARTZ 





CANADA NEV YORK NY 10020 
Properties (18 total) 
Patent Publication Application 


1, SYSTEMS AND METHODS FOR PROVIDING SECURITY IN A VOTING MACHINE 
inventors: JOHN PAUL HOMEWOOD, THOMAS €. KEELING, PAUL DAV!O TERWILLIGER MARC R. LATOUR 


7U11782 20040238632 19811969 
Sep 26, 2006 Dec 2, 2004 Mar 30, 2004 


2. SYSTEM. METHOD AND COMPUTER PROGRAM FOR VOTE TABULATION WITH AN ELECTRONIC AUDIT TRAIL 
nventors: JOHN DOULOS, JAMES HOGVER, NICK IKONOMAKIS, GORAN OBRADOVIC 


8795505 20050247783 11121997 
Jun 5, 2912 Novy 10, 2005 May 5, 2005 


3. SYSTEMS ANO METHODS.FOR PROVIDING SECURITY IN A VOTING MACHINE 
nventors: JOHN PAUL HOMEWOOD, THOMAS €. KEELING. PAUL DAVID. TERWILLIGER MART R. LATOUR 


7422151 20070912767 17526028 
Sep 9, 2008 Jan 18, 2007 Sep 25, 2006 
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17. Smartmatic creates the backbone (like the cloud). CTCL is responsible for the security within 


the election system. 
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18. In the github account for Scytl, Scytl Jseats has some of the programming necessary to 
support a much broader set of election types, including a decorator process where the data is 


smoothed, see the following diagram provided in their source code: 





Candidates 
and votes 






Seat Allocation Processor 





Parameters 


Seat Allocation 


Method 





TallyFilters 


° 


TieBreaker Process 





Seat Allocation Configuration 


ResultDecorators Decorate 










Candidates 


and seats Result 





19. A point of interest for the Center for Tech and Civic Life within their github page 
(https://github.com/ctcl) is that one of the programmers for Edison Research holds a 
government position. The Bipcoop repo shows tanderegg as one of the developers, and he 


works at the Consumer Financial Protection Bureau: 


}’ master ~  1branch © 0 tags 


© tanderegg Setup db for travis 


@ app Iruit 





‘config Sete 


Tim Anderegg 


tandereqa 


Follow 
22 38 followers - 23 following » {7 133 


Consumer Financial Protection Bureau 
©) Washington DC 


20. As seen in included document titled 


21} 


“AA20-304A- 

Iranian_Advanced Persistent Threat Actor Identified Obtaining Voter Registration Data 
” that was authored by the Cybersecurity & Infrastructure Security Agency (CISA) with a 
Product ID of AA20-304A on a specified date of October 30, 2020, CISA and the FBI 
reports that Iranian APT teams were seen using ACUTENIX, a website scanning software, to 
find vulnerabilities within Election company websites, confirmed to be used by the Iranian 
APT teams buy seized cloud storage that I had personally captured and reported to higher 
authorities. These scanning behaviors showed that foreign agents of aggressor nations had 
access to US voter lists, and had done so recently. 

In my professional opinion, this affidavit presents unambiguous evidence that Dominion 
Voter Systems and Edison Research have been accessible and were certainly compromised 
by rogue actors, such as Iran and China. By using servers and employees connected with 
rogue actors and hostile foreign influences combined with numerous easily discoverable 


leaked credentials, these organizations neglectfully allowed foreign adversaries to access data 


and intentionally provided access to their infrastructure in order to monitor and manipulate 
elections, including the most recent one in 2020. This represents a complete failure of their 
duty to provide basic cyber security. This is not a technological issue, but rather a 
governance and basic security issue: if it is not corrected, future elections in the United States 


and beyond will not be secure and citizens will not have confidence in the results. 


I declare under penalty of perjury that the forgo 
knowledge. Executed this December 1 6th, 2020 






Smartmatic SSL Certificate 


Declaration of PX Oe 


Pursuant to 28 U.S.C Section 1746, I, SOOO nike the following declaration. 


L. 


I am over the age of 21 years and I am under no legal disability, which would prevent me from giving this 


declaration. 








I am a US citizen and I reside at SOOOKOSCOXT the United States of America. 


Researching Smartmatic’s website and reading their public manuals about the reuse of SSL certificate’s, I 
started to investigate Smartmatic’s SSL certificates. Upon searching their website is currently behind 
Cloudflare yet using the same SSL certificate it made it easy to locate where Smartmatic’s website was 
located. Smartmatic’s website is in the Philippine’s on their Election commission’s server 


(Comelec.gov.ph). 


q@& aC A; | U & https.//censys.io/domain?q=smartmaticcam 





(+ ee ae ee 





o> ; | 
dy Censys | Q Websites > HBSurudibitexeen 





Quick Filters Websites 

For all fields, see Data Definitions Page: 1/1 Results:1] Time: 18ms 

Protocol: #@ comelec.gov.ph (172.67.165.108) 
1 25/smtp » 117,344 25/smtp 

Tag: 


1 smtp 








~~ : 
d,> Censys Q Websites > Miwenrscemenayn 


comelec.gov.ph 


(<< ~~ Co oO @ nttps://censys.io/domain/comelec,gev.ph 


@ Summary 


Basic Information 


Alexa Rank 117,344 
Protocols 25/SMTP 


Tags ID 


443 /HTTPS 
25/SMTP SE Se 


Banner Grab and StartTLS Initiation 


Banner 220 sulat.comelec.gov.ph ESMTP ready. 


. EHLO 250-sulat.comelec.gov.ph Hello worker-04.sfj.censys-scanner.com [192.35.168.64] 
250-SIZE 52428800 

250-8BIT MIME 

250-PIPELINING 

250-STARTTLS 

250 HELP 





a 
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dy Censys OM ecsticcmemm Comelec.gov.ph 
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TLS Handshake 


Version TLSv1.2 
Cipher Suite TLS_RSA_WITH_AES_128_CBC_SHA (@x802F) 


Certificate Chain 


ea6217e8b940ce5d847dc3067767 eaf9134034024c185978a77a3f58691c68fe 
C=ph, L=Manila, 0=Comelec, CN=cntfw02 
C=ph, L=Manila, 0=Comelec, CN=Comelec WebAdmin CA, emailAddress=jesus.suarez@smartmatic.com 


{ € ap G @ 0 ey Mips: ‘CENSYS.IO $wicates/eab2 3 7esnGAtceSdbA7dclGe7? 767 eaiG ! SAGS4O27Ic185978a77 


. Censys 


cntfw02 








Q Certificates > 








H-Or +- moo Me @ = 


a 


€a6217e8b940ce5d847dc306776 7eaf? 134034024c185978a7 7a3f58691 cOBfe Expand & 





@ Certificate 2% PEM fe RawDatar Q Explore ~ 
Basic Information 
| Browser Trust 
| Subject DN C=ph, L=Manila, O=Comelec, CN=cntfw02 
| | 
| IssuerDN C=ph, L=Manila, O=Comelec, CN=Comelec WebAdmin CA, Apple Acsknnaatay 
| emailAddress=jesus. suarez@smartmatic.com Microsoft A Untrusted 
| Serial Decimal: 12281028647573638623 MozillaNSS A Untrusted 
Hex: @xaabefa7cbf 85cddf 
Validity 2016-04-09 12:33:00 to 2038-01-01 00:00:01 (7936 days, 11:27:01) 
Names entfw02 
Key Usage and Constraints 
Fingerprint Key Usage Content Commitment, Digital 
SHA-256 ©26217e8b940ce5d847dc3067767ea 9 134034024c185978a77a3 5869 1Cc68fe Baan: Key Enciphciem 
SHA-1 66df f29506646e¢1960426659a4c68b1 fa2a72F5 
MDS ced388f1476a851937cb1 f8b8bd3d12a 
Censys Metadata 
Public Key 
Updated At 2018-09-01 21:55:09 
Key Type 2048-bit RSA, e = 65,537 a 
Modulus d9:8e :2aa:86 :b0:6c :91 :7b 69 :5d:65:10:e6 bd :38:8f 1¢4:5e:16:1d: EET sted, unexpired 
Vv 
\e - Cc @ O £2 Mips: /censysioscertiicates ‘e262 3 7eShbS4ucesaud 7ce3067 767 esi 5a034024¢195978a7 7 a3?S6E9 pebSre {®) or Y vw v lit\ oO e fo * a = 
Dinero — — = - eel — $$$ 
S% 
aus Censys OMe saiieam me ea6217e8b940ce5d847dc3067767eaf9 134034024c185978a77a3f58691 coBfe Expand 


SPKI SHA-256 


Signature 


Algorithm 


Signature 


Extensions 
Auth Key ID 
Subject Key ID 
Key Usage 
Constraints 
SANS 





4839e3117b53c6736957eab9ceS7 8e88bObf 1 9bSc f $d6d5228187ac44d1eb64f 


SHA256-RSA (1.2 .848.113549.1.1.11) 


48:29 :6a:64:fb:21:2c :b9:05:90:8c:f3 :94:9d:f6:3a:7f :9e:cO:fa: 


3908b6e1 £2c747e4e55fd65f27d31a77d3 1 640c8 [parents] [siblings} 
81¢e205975034 1 e@c3eObb2 f a2d46b5e30c9cGd2d [children] 

Content Commitment, Digital Signature, Key Encipherment 

Is CA: False 

@ cntfw02 


aah Rane 


5. As can be seen in the images above the SSL certificate used was registered by the email address 
jesus.suarez@smartmatic.com on the 9" of April 2016. 
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comelec.gov.ph 





c Censys 


comelec.gov.ph 


@ Summary 


Attribute 
25.smtp.starttls.banner 


25.smtp.starttis.chlo 


25.smtp.starttls.starttls 
25.smtp.starttls.tis.certificate.parsed.extensions.authority_key_id 
25.smtp.starttls.tls.certificate.parsed.extensions.basic_constraints.is_ca 
25.smitp.starttls.lls.certificate. parsed.extensions.key_usage.content_commitment 
25.smtp.starttls.tis.certificate.parsed.extensions.key_usage.digital_signature 
25.smtp.starttls.tis.certificate.parsed.extensions.key_usage.key_encipherment 
25.smtp.starttis.tis.certificate parsed.extensions.key_usage.value 
25.smtp.starttls.tis.certificate.parsed.extensions.subject_alt_name.dns_names 
25.smtp.startils.tis.certificate.parsed.extensions.subject_key_id 


25.smtp.starttis.tis.certificate.parsed.fingerprint_mdS 


~“Or +. mn Oo Me @ = 





Value 
220 sulat.comelec.gov.ph ESMTP ready. 


250-sulat.comelec.gov.ph Hello worker-04.sfj.censys-scanner.com (192.35. 168.64] 
250-SIZE 52428800 

250-8BITMIME 

250-PIPELINING 

250-STARTTLS 

250 HELP 


220 TLS go ahead 

3908b6e1 f2c747e4e55fd65f27d31a77d31640c0 
False 

True 

True 

True 

7 

cntfwO2 
81e2a59750341e0c3e0bb2fa2d46b5e30c9c0d2d 





ced388f1476a851937cb1f8b8bd3d12a 





(€ > CG @ O 2 ninps:/Censys.io/dor lant/comelec. ovo tables 25 





e Censys 


25.smtp.starttis.tls.certificate.parsed.fingerprint_shal 
25.smtp.starttis.tis.certificate.parsed.fingerprint_sha256 
25.smtp.starttls.tis.certificate parsed.issuer.common_name 
25.smip.starttis.tis.certiNcate.parsed.issuer.country 
25.smtp.starttis.tls.certificate.parsed.issuer.email_address 
25.smtp.starttis.tis.certificate.parsed.issuer.locality 
25.smtp.starttis.tis.certificate.parsed.issuer.organization 
25.smtp.starttis.tis.certificate.parsed.issuer_dn 
25.smtp.starttis.tis.certificate.parsed.names 
25.smip.staritis.tis.certificate.parsed.redacted 
25.smtp.starttls.tls.certificate.parsed.serial_number 
25.smtp.starttis.tis.certificate.parsed.signature.self_signed 
25.smtp.starttls.tis.certificate.parsed.signature.signature_algorithm.name 
25.smtp.starttis.tis.certificate.parsed.signature.signature_algorithm.oid 
25.smtp.starttls.tis.certiNcate.parsed.signature.valid 
25.smtp.starttis.tls.certificate.parsed.signature.value 


B-Unr -mnoo Pea = 
a 
Expand @ 
60dffa9506646ee1960426659a4c68b 1 fa2a7 2/5 
ea621 7e8b940ce5d847dc3067767eaf9 134034024c185978a77a3f58691c68fe 
Comelec WebAdmin CA 
ph 
jesus.suarez@smartmatic.com 
Manila 
Comelec 
C=ph, L=Manila, O=Comelec, CN=Comelec WebAdmin CA, emailAddress=jesus.suarez@smartmatic.com 
cntfw02 
False 
12281028647573638623 
False 
SHA256WithRSA 
1.2.840.113549.1.1.11 
False 


SCkKZPShLLKFkiIzzlJ3wOn+ewPoSWCODv1IGHU2ZEdDSfZKQ7X+ideWa8rl6h6u6jTxs2/6rN5bE5qJ5cTiLnd 
Gr8w4shgXTzoJyFpbnQ+nhod8KRnoKdHCGeg9ucL JkOspB8i 

/RgPI/ JP4HNSN5v6F71682r8ISAN5CuTalML Jad TuyebDUWeGX3GhWARdgOQIDYh8dV/4E/bp7+Vt+l0S 
/qvi0XZR6DB4wSV/2ErEtJIGniISaMDEhcAk 
/NsQa2k9NPj8E4prRbJiEAMYwcdjiGoR5rQxL tvdpliOmnuF 2JDgLuf7qulyPHGFLadJ3i1d 
/QwWuHIQtLxvHVQOUwyxhw== 
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a 





comelec.gov.ph 





Censys 


25.smtp.starttis.tis.certificate.parsed.signature_algorithm.name 
25.smtp.starttis.tis.certificate. parsed. signature_algorithm.oid 


25.smtp.starttls.tls.certificate.parsed.spki_subject_fingerprint 


SHA256WithRSA 
1.2.840.113549.1.1.11 


Expand 


0d8951 ea3bd 1 7cb530a077c6 1ba8d76 1cae184b46d9c187d886613e669fabec7 


25.smtp.starttls.tis.certificate.parsed.subject.common_name cntfw02 
25.smtp.staritis.tis.certificate.parsed.subject.country ph 
25.smtp.starttls.tis.certificate. parsed.subject.locality Manila 
25.smtp.starttls.tis.certificate.parsed.subject.organization Comelec 


25.smtp.starttls.tis.certificate.parsed.subject_dn 


25.smtp.starttls.tls.certificate.parsed.subject_key_info.fingerprint_sha256 


C=ph, L=Manila, O= Comelec, CN=cntfw02 


4039e3117b53c6736957eab9ce578e88b0bfi 9bScf5d6d5228107ac44d1 e064 


25.smtp.starttls.tis.certificate.parsed.subject_key_info.key_algorithm.name RSA 
25.smtp.starttis.tis.certificate.parsed.subject_key_info.rsa_public_key.exponent 65537 
25.smtp.starttis.tis.certificate.parsed.subject_key_info.rsa_public_key.length 2048 


25.smtp.starttls.tls.certificate. parsed,subject_key_info.rsa_public_key. modulus 


25.smtp.starttls.tis.certificate.parsed.tbs_fingerprint 
25.smtp.staritis.tls.certificate.parsed.tbs_noct_fingerprint 
25.smtp.starttls.tis.certificate.parsed.validation_level 


25.smtp.starttis.tls.certificate.parsed.validity.end 


(Se. => C @ O & httips://censys.ioscormman/cometec gov prstable#2Z5 


OM cite ae § Ccomelec.gov.ph 





. Censys 


2¥ 6qhrBskXsJXWUQ5r04j8ReFh1 OILS48KrTelKr9F 6H5SHCJ7204/HV9IDEWx9ToldoKOCxn019YDOMQ7(W 
GKiZot5+VcHJ6QbDKVPIMDPdFJ36XcQy20AB92t3A9yuREBWwuBuW 1 ctkVNKH+Jgau+tH 1 amO8ncaCFaZ 


FxYWCrylT TrkVke/X4uX6uzT+4sNNOrso 


/OMIAyebVyG2zsk 1 bBfOQYu6ACE7LLJOGRXIGMx5KUp X ZGqykUISgES5OI|RWFcpnv8wWodn6FfoETXZ1YO 
wJbPeV0zJd3T ffiwJCECC7 oyD4AyEVEVyAXgehOz44AEs3bcRuMdiejKzk4tG97uw== 


ea91 132986addfS5dabe2c00954b27eaf6da981e1 7d39e74b4c8cf4aab6c673e44 


ea91 132986addfSdabe2c00954b27eaf6da981e1 7d39e74b4c8cf4aab6c673e44 


unknown 


2038-01-01T00:00:012 


25.smtp.starttis.tls.certificate.parsed.validity.length 685711621 
25.smtp.starttis.tis.certificate.parsed.validity.start 2016-04-09T 12:33:002 
25.smtp.starttls.tis.certificate.parsed.version 3 
25.smtp.starttls.tls.cipher_suite.id Ox002F 


25.smtp.starttis.tis.cipher_suite.name 


25.smtp.starttls.tis.ocsp_stapling 
25.smtp. starttis.tis.validation.browser_error 


TLS_RSA_WITH_AES_128_CBC_SHA 
False 
x509: certificate siqned by unknown authority 


25.smtp.starttls.tls.validation.browser_trusted False 
25.smtp.starttls tls.version TLSv1.2 
443.https.dhe.support False 
443.https.dhe_export.support False 
443.https.rsa_export.support False 

alexa_rank 117344 

domain comelec.gov.ph 
ports 25 

protocols 25/smtp 

tags smtp 


2020-1 1-30T12:20:01+00:00 
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— Linked in| People ¥  Jestis Alberto Suarez Méndez 
\ 





Jesus Alberto Suarez Méndez “o VISEO IBERIA 
Senior Consultant at VISEO IBERIA 
Alcorcon, Community of Madrid, Spain - 500+ connections 


F Blog 


(9) Universidad de los Andes (VE) 





About 
) DevOps SysAdmin and Information Security Professional with more than 20 years of experience. 


Specialized in Security and IT Management, IT Risk Assessment and Management, IT architecture, 
automatized deployments on Linux environment and cloud using DevOps tools. Very interested in 
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Linked in) People ¥ Jesus Alberto Suarez Méndez 


Master Information Security Specialist 
Smartmatic 


ase) 





Aug 2008 - Mar 2017-8 years 8 months 

Caracas, Venezuela 

Design, deployment, operation and support on security of network and infrastructure in 
Smartmatic projects. Provide Security Architecture based on Risk Assessment. Develop Business 
Continuity and Disaster Recovery Plan. Perform Vulnerability assessment, ethical hacking and 
penetration testing. Advisor on information security issues. 


ah. Bancaribe 
P 9 years 11 months 


Security Specialist 

Aug 2003 - Aug 2008 : 5 years 1 month 

Caracas, Venezuela 

Planification and Management of Information Security System. Vulnerability and Risk 
Management. Leader of risk assessment and security evaluation team on Software Development 
Life Cicle projects. Advisor on information security issues and methodologies. Support on 
Incident Response Team. 


Information Security Administrator 
May 2001 - Aug 2003 - 2 years 4 months 


Caracas, Venezuela 
< 





6. As seen from Jesus’ LinkedIn profile, he was employed by Smartmatic as their Master Information Security Specialist 
from August 2008 — March 2017, within the time frame of the registered SSL certificate for Smartmatic and within 
Venezuela. 

7. This evidence shows that Smartmatic was indeed connected to Venezuela as well as shows that their dealings with 
the Philippine’s is still on-going as their website is in their election commission servers with matching and current 
SSL certificates. 


I declare under penalty of perjury that the forgoing i 
this December 16th, 2020. 





DECLARATION OF 


|, Ds. hereby state the following: 


1. 


Iam an adult of sound mine. All statements in this declaration are based 
on my personal knowledge and are true and correct. 


lam making this statement voluntarily and on my own initiative. I have 
not been promised, nor do I expect to receive, anything in exchange for my 
testimony and giving this statement. I have no expectation of any profit 
or reward and understand that there are those who may seek to harm me 
for what I say in this statement. I have not participated in any political 
process in the United States, have not supported any candidate for office 
in the United States, am not legally permitted to vote in the United 
States, and have never attempted to vote in the United States. 


I want to alert the public and let the world know the truth about the 
corruption, manipulation, and lies being committed by a conspiracy of 
people and companies intent upon betraying the honest people of the 
United States and their legally constituted institutions and fundamental 
rights as citizens. This conspiracy began more than a decade ago in 
Venezuela and has spread to countries all over the world. It is a conspiracy 
to wrongfully gain and keep power and wealth. It involves political 
leaders, powerful companies, and other persons whose purpose is to gain 
and keep power by changing the free will of the people and subverting the 
proper course of governing. 


(Over the course of my career, | 
specialized in the marines ae 





Due to my training in special operations and my extensive military and 
academic formations, I was selected for the national security guard detail 


of the President of Venezuela. a 
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instrumental in his gaining power. In 2002, Sefor Cabello had very briefly 
taken over the duties of the presidency while Hugo Chavez was 
imprisoned. Within hours of Senor Cabello taking over the presidency, 
Hugo Chavez was released from prison and regained the office of 
President. On December 11, 2011, Cabello was installed as the Vice- 
President of the United Socialist Party — the party of President Chavez 
and became the second most powerful figure in the party after Hugo 
Chavez. Cabello was appointed president of the National Assembly in 
early 2012 and was re-elected to that post in January 2013. After Hugo 
Chavez’s death, Cabello was next in line for the presidency of the country, 
but he remained president of the National Assembly and yielded to 
Nicolas Maduro holding the position of President of Venezuela. 
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President Chavez was very 
precise and exacting in his instructions in the details about meetings he 
wanted, where the meeting was to occur, who was to attend, what was to 
be done. 












ee = was witness to the creation and operation of a 


NE) Pace lols 


10. 


11. 


12. 


13. 





sophisticated electronic voting system that permitted the leaders of the 
Venezuelan government to manipulate the tabulation of votes for national 
and local elections and select the winner of those elections in order to gain 
and maintain their power. 


Importantly, I was a direct witness to the creation and operation of an 
electronic voting system in a conspiracy between a company known as 
Smartmatic and the leaders of conspiracy with the Venezuelan 
government. This conspiracy specifically involved President Hugo Chavez 
Frias, the person in charge of the National Electoral Council named Jorge 
Rodriguez, and principals, representatives, and personnel from 
Smartmatic which included 3 es. The 
purpose of this conspiracy was to create and operate a voting system that 
could change the votes in elections from votes against persons running 
the Venezuelan government to votes in their favor in order to maintain 
control of the government. 


In mid-February of 2009, there was a national referendum to change the 
Constitution of Venezuela to end term limits for elected officials, including 
the President of Venezuela. The referendum passed. This permitted Hugo 
Chavez to be re-elected an unlimited number of times. 


After passage of the referendum, President Chavez instructed me to make 
arrangements for him to meet with Jorge Rodriguez, then President of the 
National Electoral Council, and three executives from Smartmatic. 


Among the three Smartmatic representatives were iy 


ci RRs aN Se akg Beek Fie ee eee | 
Ee SCP resident Chavez.had multiple meetings with Rodriguez 
and the Smartmatic team at which I was present. In the first of four 
meetings, Jorge Rodriguez promoted the idea to create software that 
would manipulate elections. Chavez was very excited and made it clear 
that he would provide whatever Smartmatic needed. He wanted them 
immediately to create a voting system which would ensure that any time 
anything was going to be voted on the voting system would guarantee 
results that Chavez wanted. Chavez offered Smartmatic many 
inducements, including large sums of money, for Smartmatic to create or 
modify the voting system so that it would guarantee Chavez would win 
every election cycle. Smartmatic’s team agreed to create such a system 
and did so. 








I arranged and attended three more meetings between President Chavez 
and the representatives from Smartmatic at which details of the new 
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voting system were discussed:and agreed upon. For each of these 
meetings, I communicated directly with 3M on details of 
where and when to meet, where the participants would be picked up and 
delivered to the meetings, and what was to be accomplished. At these 
meetings, the participants called their project the “Chavez revolution.” 
From that point on, Chavez never lost any election. In fact, he was able 
to ensure wins for himself, his party, Congress persons and mayors from 
townships. 


Smartmatic’s electoral technology was called “Sistema de Gestidn 
Electoral” (the “Electoral Management System”). Smartmatic was a 
pioneer in this area of computing systems. Their system provided for 
transmission of voting data over the internet to a computerized central 
tabulating center. The voting machines themselves had a digital display, 
fingerprint recognition feature to identify the voter, and printed out the 
voter's ballot. The voter’s thumbprint was linked to a computerized record 
of that voter’s identity. Smartmatic created and operated the entire 
system. 


Chavez was most insistent that Smartmatic design the system in a way 
that the system could change the vote of each voter without being 
detected. He wanted the software itself to function in such a manner that 
if the voter were to place their thumb print or fingerprint on a scanner, 
then the thumbprint would be tied to a record of the voter’s name and 
identity as having voted, but that voter would not tracked to the changed 
vote. He made it clear that the system would have to be setup to not leave 
any evidence of the changed vote for a specific voter and that there would 
be no evidence to show and nothing to contradict that the name or the 
fingerprint or thumb print was going with a changed vote. Smartmatic 
agreed to create such a system and produced the software and hardware 
that accomplished that result for President Chavez. 


After the Smartmatic Electoral Management System was put in place, I 
closely observed several elections where the results were manipulated 
using Smartmatic software. One such election was in December 2006 
when Chavez was running against Rosales. Chavez won with a landslide 
over Manuel Rosales - a margin of nearly 6 million votes for Chavez versus 
3.7 million for Rosales. 


On April 14, 2013, I witnessed another Venezuelan national election in 


which the Smartmatic Electoral: Management System was used to 
manipulate and change the results for the person to succeed Hugo Chavez 
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as President. In that election, Nicolas Maduro ran against Capriles 
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Inside that location was a control room in which there were 
multiple digital display screens — TV screens — for results of voting in each 
state in Venezuela. The actual voting results were fed into that room and 
onto the displays over an internet feed, which was connected to a 
sophisticated computer system created by Smartmatic. People in that 
room were able to see in “real time” whether the vote that came through 
the electronic voting system was in their favor or against them. If one 
looked at any particular screen, they could determine that the vote from 
any specific area or as a national total was going against either candidate. 
Persons controlling the vote tabulation computer had the ability to change 
the reporting of votes by moving votes from one candidate to another by 
using the Smartmatic software. 





By two o'clock in the afternoon on that election day Capriles Radonsky 
was ahead of Nicolas Maduro by two million votes. When Maduro and his 
supporters realized the size of Radonsky’s lead they were worried that 
they were in a crisis mode and would lose the election. The Smartmatic 
machines used for voting in each state were connected to the internet and 
reported their information over the internet to the Caracas control center 
in real-time. So, the decision was made to reset the entire system. 
Maduro’s and his supporters ordered the network controllers to take the 
internet itself offline in practically all parts in Venezuela and to change 
the results. 


It took the voting system operators approximately two hours to make the 
adjustments in the vote from Radonsky to Maduro. Then, when they 
turned the internet back on and the on-line reporting was up and running 
again, they checked each screen state by state to be certain where they 
could see that each vote was changed in favor of Nicholas Maduro. At that 
moment the Smartmatic system changed votes that were for Capriles 
Radonsky to Maduro. By the time the system operators finish, they had 
achieved a convincing, but narrow victory of 200,000 votes for Maduro. 


After Smartmatic created the voting system President Chavez wanted, he 
exported the software and system all over Latin America. It was sent to 
Bolivia, Nicaragua, Argentina, Ecuador, and Chile — countries that were 
in alliance with President Chavez. This was a group of leaders who 
wanted to be able to guarantee they maintained power in their countries. 
When Chavez died, Smartmatic was in a position of being the only 
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company that could guarantee results in Venezuelan elections for the 
party 1n power. ‘ 


I want to point out that the software and fundamental design of the 
electronic electoral system and software of Dominion and other election 
tabulating companies relies upon software that is a descendant of the 
Smartmatic Electoral Management System. In short, the Smartmatic 
software is in the DNA of every vote tabulating company’s software and 
system. 


Dominion is one of three major companies that tabulates votes in the 
United States. Dominion uses the same methods and fundamentally same 
software design for the storage, transfer and computation of voter 
identification data and voting data. Dominion and Smartmatic did 
business together. The software, hardware and system have the same 
fundamental flaws which allow multiple opportunities to corrupt the data 
and mask the process in a way that the average person cannot detect any 
fraud or manipulation. The fact that the voting machine displays a voting 
result that the voter intends and then prints out a paper ballot which 
reflects that change does not matter. It is the software that counts the 
digitized vote and reports the results. The software itself is the one that 
changes the information electronically to the result that the operator of 
the software and vote counting system intends to produce that counts. 
That's how it is done. So the software, the software itself configures the 
vote and voting result -- changing the selection made by the voter. The 
software decides the result regardless of what the voter votes. 


All of the computer controlled voting tabulation is done in a closed 
environment so that the voter and any observer cannot detect what is 
taking place unless there is a malfunction or other event which causes the 
observer to question the process. I saw first-hand that the manipulation 
and changing of votes can be done in real-time at the secret counting 
center which existed in Caracas, Venezuela. For me it was something 
very surprising and disturbing. I was in awe because I had never been 
present to actually see it occur and I saw it happen. So, I learned first- 
hand that it doesn’t matter what the voter decides or what the paper 
ballot says. It’s the software operator and the software that decides what 
counts — not the voter. 


If one questions the reliability of my observations, they only have to read 
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which Smartmatic had possession of all the votes and the voting, the votes 
themselves and the voting information at their disposition in Venezuela. 
[sca apa | 
she was assuring that the voting system implemented or used 
by Smartmatic was completely secure, that it could not be compromised, 
was not able to be altered. 





But later, in 2017 when there were elections where Maduro was running 
and elections for legislators in Venezuela, J and Smartmatic broke 
their secrecy pact with the government of Venezuela. He made a public 
announcement through the media in which he stated that all the 
Smartmatic voting machines used during those elections were totally 
manipulated and they were manipulated by the electoral council of 
Venezuela back then. J stated that all of the votes for Nicholas 
Maduro and the other persons running for the legislature were 
manipulated and they actually had lost. So I think that's the greatest 
proof that the fraud can be carried out and will be denied by the software 
company that i admitted publicly that Smartmatic had created, 
used and still uses vote counting software that can be manipulated or 
altered. 


I am alarmed because of what is occurring in plain sight during this 2020 
election for President of the United States. The circumstances and events 
are eerily reminiscent of what happened with Smartmatic software 
electronically changing votes in the 2013 presidential election in 
Venezuela. What happened in the United States was that the vote 
counting was abruptly stopped in five states using Dominion software. At 
the time that vote counting was stopped, Donald Trump was significantly 
ahead in the votes. Then during the wee hours of the morning, when there 
was no voting occurring and the vote count reporting was off-line, 
something significantly changed. When the vote reporting resumed the 
very next morning there was a very pronounced change in voting in favor 
of the opposing candidate, Joe Biden. 


eS | have worked in gathering 


information, researching, and working with information technology. 
That's what I know how to do and the special knowledge that I have. Due 
to these recent election events, I contacted a number of reliable and 
intelligent ex-co-workers of mine that are still informants and work with 
the intelligence community. I asked for them to give me information that 
was up-to-date information in as far as how all these businesses are 
acting, what actions they are taking. 
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I declare under penalty of perjury that the foregoing is true and correct and that 
this Declaration was prepared in Dallas County, State of Texas, and executed on 
November 15, 2020. 
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Executive Orders 


Executive Order on Imposing Certain 
Sanctions in the Event of Foreign 
Interference in a United States Election 


Issued on: September 12, 2018 


By the authority vested in me as President by the Constitution and the laws of the United States 
of America, including the International Emergency Economic Powers Act (50 U.S.C. 1701 et 
seq.) (IEEPA), the National Emergencies Act (50 U.S.C. 1601 et seq.) (NEA), section 212(f) of 
the Immigration and Nationality Act of 1952 (8 U.S.C. 1182(f)), and section 301 of title 3, 
United States Code, 


I, DONALD J. TRUMP, President of the United States of America, find that the ability of 
persons located, in whole or in substantial part, outside the United States to interfere in or 
undermine public confidence in United States elections, including through the unauthorized 
accessing of election and campaign infrastructure or the covert distribution of propaganda and 
disinformation, constitutes an unusual and extraordinary threat to the national security and 
foreign policy of the United States. Although there has been no evidence of a foreign power 
altering the outcome or vote tabulation in any United States election, foreign powers have 
historically sought to exploit America’s free and open political system. In recent years, the 
proliferation of digital devices and internet-based communications has created significant 
vulnerabilities and magnified the scope and intensity of the threat of foreign interference, as 
illustrated in the 2017 Intelligence Community Assessment. I hereby declare a national 
emergency to deal with this threat. 


Accordingly, I hereby order: 


Section 1. (a) Not later than 45 days after the conclusion of a United States election, the Director 
of National Intelligence, in consultation with the heads of any other appropriate executive 
departments and agencies (agencies), shall conduct an assessment of any information indicating 
that a foreign government, or any person acting as an agent of or on behalf of a foreign 
government, has acted with the intent or purpose of interfering in that election. The assessment 
shall identify, to the maximum extent ascertainable, the nature of any foreign interference and 
any methods employed to execute it, the persons involved, and the foreign government or 
governments that authorized, directed, sponsored, or supported it. The Director of National 
Intelligence shall deliver this assessment and appropriate supporting information to the President, 
the Secretary of State, the Secretary of the Treasury, the Secretary of Defense, the Attorney 
General, and the Secretary of Homeland Security. 


(b) Within 45 days of receiving the assessment and information described in section 1(a) of this 
order, the Attorney General and the Secretary of Homeland Security, in consultation with the 
heads of any other appropriate agencies and, as appropriate, State and local officials, shall 

deliver to the President, the Secretary of State, the Secretary of the Treasury, and the Secretary of 
Defense a report evaluating, with respect to the United States election that is the subject of the 
assessment described in section (a): 


(i) the extent to which any foreign interference that targeted election infrastructure materially 
affected the security or integrity of that infrastructure, the tabulation of votes, or the timely 
transmission of election results; and 


(ii) if any foreign interference involved activities targeting the infrastructure of, or pertaining to, 
a political organization, campaign, or candidate, the extent to which such activities materially 
affected the security or integrity of that infrastructure, including by unauthorized access to, 
disclosure or threatened disclosure of, or alteration or falsification of, information or data. 


The report shall identify any material issues of fact with respect to these matters that the 
Attorney General and the Secretary of Homeland Security are unable to evaluate or reach 
agreement on at the time the report is submitted. The report shall also include updates and 
recommendations, when appropriate, regarding remedial actions to be taken by the United States 
Government, other than the sanctions described in sections 2 and 3 of this order. 


(c) Heads of all relevant agencies shall transmit to the Director of National Intelligence any 
information relevant to the execution of the Director’s duties pursuant to this order, as 
appropriate and consistent with applicable law. If relevant information emerges after the 
submission of the report mandated by section 1(a) of this order, the Director, in consultation with 
the heads of any other appropriate agencies, shall amend the report, as appropriate, and the 
Attorney General and the Secretary of Homeland Security shall amend the report required by 
section 1(b), as appropriate. 


(d) Nothing in this order shall prevent the head of any agency or any other appropriate official 
from tendering to the President, at any time through an appropriate channel, any analysis, 
information, assessment, or evaluation of foreign interference in a United States election. 


(e) If information indicating that foreign interference in a State, tribal, or local election within the 
United States has occurred is identified, it may be included, as appropriate, in the assessment 
mandated by section 1(a) of this order or in the report mandated by section 1(b) of this order, or 
submitted to the President in an independent report. 


(f) Not later than 30 days following the date of this order, the Secretary of State, the Secretary of 
the Treasury, the Attorney General, the Secretary of Homeland Security, and the Director of 
National Intelligence shall develop a framework for the process that will be used to carry out 
their respective responsibilities pursuant to this order. The framework, which may be classified 
in whole or in part, shall focus on ensuring that agencies fulfill their responsibilities pursuant to 
this order in a manner that maintains methodological consistency; protects law enforcement or 
other sensitive information and intelligence sources and methods; maintains an appropriate 


separation between intelligence functions and policy and legal judgments; ensures that efforts to 
protect electoral processes and institutions are insulated from political bias; and respects the 
principles of free speech and open debate. 


Sec. 2. (a) All property and interests in property that are in the United States, that hereafter come 
within the United States, or that are or hereafter come within the possession or control of any 
United States person of the following persons are blocked and may not be transferred, paid, 
exported, withdrawn, or otherwise dealt in: any foreign person determined by the Secretary of 
the Treasury, in consultation with the Secretary of State, the Attorney General, and the Secretary 
of Homeland Security: 


(i) to have directly or indirectly engaged in, sponsored, concealed, or otherwise been complicit in 
foreign interference in a United States election; 


(ii) to have materially assisted, sponsored, or provided financial, material, or technological 
support for, or goods or services to or in support of, any activity described in subsection (a)(i) of 
this section or any person whose property and interests in property are blocked pursuant to this 
order; or 


(iii) to be owned or controlled by, or to have acted or purported to act for or on behalf of, directly 
or indirectly, any person whose property or interests in property are blocked pursuant to this 
order. 


(b) Executive Order 13694 of April 1, 2015, as amended by Executive Order 13757 of December 
28, 2016, remains in effect. This order is not intended to, and does not, serve to limit the 
Secretary of the Treasury’s discretion to exercise the authorities provided in Executive Order 
13694. Where appropriate, the Secretary of the Treasury, in consultation with the Attorney 
General and the Secretary of State, may exercise the authorities described in Executive Order 
13694 or other authorities in conjunction with the Secretary of the Treasury’s exercise of 
authorities provided in this order. 


(c) The prohibitions in subsection (a) of this section apply except to the extent provided by 
statutes, or in regulations, orders, directives, or licenses that may be issued pursuant to this order, 
and notwithstanding any contract entered into or any license or permit granted prior to the date of 
this order. 


Sec. 3. Following the transmission of the assessment mandated by section 1(a) and the report 
mandated by section 1(b): 


(a) the Secretary of the Treasury shall review the assessment mandated by section l(a) and the 
report mandated by section 1(b), and, in consultation with the Secretary of State, the Attorney 
General, and the Secretary of Homeland Security, impose all appropriate sanctions pursuant to 
section 2(a) of this order and any appropriate sanctions described in section 2(b) of this order; 
and 


(b) the Secretary of State and the Secretary of the Treasury, in consultation with the heads of 
other appropriate agencies, shall jointly prepare a recommendation for the President as to 
whether additional sanctions against foreign persons may be appropriate in response to the 
identified foreign interference and in light of the evaluation in the report mandated by section 
1(b) of this order, including, as appropriate and consistent with applicable law, proposed 
sanctions with respect to the largest business entities licensed or domiciled in a country whose 
government authorized, directed, sponsored, or supported election interference, including at least 
one entity from each of the following sectors: financial services, defense, energy, technology, 
and transportation (or, if inapplicable to that country’s largest business entities, sectors of 
comparable strategic significance to that foreign government). The recommendation shall 
include an assessment of the effect of the recommended sanctions on the economic and national 
security interests of the United States and its allies. Any recommended sanctions shall be 
appropriately calibrated to the scope of the foreign interference identified, and may include one 
or more of the following with respect to each targeted foreign person: 


(i) blocking and prohibiting all transactions in a person’s property and interests in property 
subject to United States jurisdiction; 


(ii) export license restrictions under any statute or regulation that requires the prior review and 
approval of the United States Government as a condition for the export or re-export of goods or 
services; 


(ii1) prohibitions on United States financial institutions making loans or providing credit to a 
person; 


(iv) restrictions on transactions in foreign exchange in which a person has any interest; 


(v) prohibitions on transfers of credit or payments between financial institutions, or by, through, 
or to any financial institution, for the benefit of a person: 


(vi) prohibitions on United States persons investing in or purchasing equity or debt of a person; 
(vii) exclusion of a person’s alien corporate officers from the United States; 


(viii) imposition on a person’s alien principal executive officers of any of the sanctions described 
in this section; or 


(ix) any other measures authorized by law. 


Sec. 4. | hereby determine that the making of donations of the type of articles specified in section 
203(b)(2) of IEEPA (50 U.S.C. 1702(b)(2)) by, to, or for the benefit of any person whose 
property and interests in property are blocked pursuant to this order would seriously impair my 
ability to deal with the national emergency declared in this order, and I hereby prohibit such 
donations as provided by section 2 of this order. 


Sec. 5. The prohibitions in section 2 of this order include the following: 


(a) the making of any contribution or provision of funds, goods, or services by, to, or for the 
benefit of any person whose property and interests in property are blocked pursuant to this order; 
and 


(b) the receipt of any contribution or provision of funds, goods, or services from any such 
person. 


Sec. 6. I hereby find that the unrestricted immigrant and nonimmigrant entry into the United 
States of aliens whose property and interests in property are blocked pursuant to this order would 
be detrimental to the interests of the United States, and I hereby suspend entry into the United 
States, as immigrants or nonimmigrants, of such persons. Such persons shall be treated as 
persons covered by section | of Proclamation 8693 of July 24, 2011 (Suspension of Entry of 
Aliens Subject to United Nations Security Council Travel Bans and International Emergency 
Economic Powers Act Sanctions). 


Sec. 7. (a) Any transaction that evades or avoids, has the purpose of evading or avoiding, causes 
a violation of, or attempts to violate any of the prohibitions set forth in this order is prohibited. 


(b) Any conspiracy formed to violate any of the prohibitions set forth in this order is prohibited. 
Sec. 8. For the purposes of this order: 
(a) the term “person” means an individual or entity; 


(b) the term “entity” means a partnership, association, trust, joint venture, corporation, group, 
subgroup, or other organization; 


(c) the term “United States person” means any United States citizen, permanent resident alien, 
entity organized under the laws of the United States or any jurisdiction within the United States 
(including foreign branches), or any person (including a foreign person) in the United States; 


(d) the term “election infrastructure” means information and communications technology and 
systems used by or on behalf of the Federal Government or a State or local government in 
managing the election process, including voter registration databases, voting machines, voting 
tabulation equipment, and equipment for the secure transmission of election results; 


(e) the term “United States election” means any election for Federal office held on, or after, the 
date of this order; 


(f) the term “foreign interference,” with respect to an election, includes any covert, fraudulent, 
deceptive, or unlawful actions or attempted actions of a foreign government, or of any person 
acting as an agent of or on behalf of a foreign government, undertaken with the purpose or effect 
of influencing, undermining confidence in, or altering the result or reported result of, the 
election, or undermining public confidence in election processes or institutions; 


(g) the term “foreign government” means any national, state, provincial, or other governing 
authority, any political party, or any official of any governing authority or political party, in each 
case of a country other than the United States; 


(h) the term “covert,” with respect to an action or attempted action, means characterized by an 
intent or apparent intent that the role of a foreign government will not be apparent or 
acknowledged publicly; and 


(i) the term “State” means the several States or any of the territories, dependencies, or 
possessions of the United States. 


Sec. 9. For those persons whose property and interests in property are blocked pursuant to this 
order who might have a constitutional presence in the United States, I find that because of the 
ability to transfer funds or other assets instantaneously, prior notice to such persons of measures 
to be taken pursuant to this order would render those measures ineffectual. I therefore determine 
that for these measures to be effective in addressing the national emergency declared in this 
order, there need be no prior notice of a listing or determination made pursuant to section 2 of 
this order. 


Sec. 10. Nothing in this order shall prohibit transactions for the conduct of the official business 
of the United States Government by employees, grantees, or contractors thereof. 


Sec. 11. The Secretary of the Treasury, in consultation with the Attorney General and the 
Secretary of State, is hereby authorized to take such actions, including the promulgation of rules 
and regulations, and to employ all powers granted to the President by IEEPA as may be 
necessary to carry out the purposes of this order. The Secretary of the Treasury may re-delegate 
any of these functions to other officers within the Department of the Treasury consistent with 
applicable law. All agencies of the United States Government are hereby directed to take all 
appropriate measures within their authority to carry out the provisions of this order. 


Sec. 12. The Secretary of the Treasury, in consultation with the Attorney General and the 
Secretary of State, is hereby authorized to submit the recurring and final reports to the Congress 
on the national emergency declared in this order, consistent with section 401(c) of the NEA (50 
U.S.C. 1641(c)) and section 204(c) of IEEPA (50 U.S.C. 1703(c)). 

Sec. 13. This order shall be implemented consistent with 50 U.S.C. 1702(b)(1) and (3). 

Sec. 14. (a) Nothing in this order shall be construed to impair or otherwise affect: 


(i) the authority granted by law to an executive department or agency, or the head thereof; or 


(ii) the functions of the Director of the Office of Management and Budget relating to budgetary, 
administrative, or legislative proposals. 


(b) This order shall be implemented consistent with applicable law and subject to the availability 
of appropriations. 


(c) This order is not intended to, and does not, create any right or benefit, substantive or 

procedural, enforceable at law or in equity by any party against the United States, its 

departments, agencies, or entities, its officers, employees, or agents, or any other person. 
DONALD J. TRUMP 

THE WHITE HOUSE, 


September 12, 2018. 


WhiteHouse.gov 


50 U.S. Code § 1702 - Presidential authorities 


(a) In general 

(1) At the times and to the extent specified in section 1701 of this title, the President may, under 
such regulations as he may prescribe, by means of instructions, licenses, or otherwise— (A) 
investigate, regulate, or prohibit— 

(i) | 

any transactions in foreign exchange, 

(il) 

transfers of credit or payments between, by, through, or to any banking institution, to the extent 
that such transfers or payments involve any interest of any foreign country or a national thereof, 
(111) 

the importing or exporting of currency or securities, 

by any person, or with respect to any property, subject to the jurisdiction of the United States; 
(B) 

investigate, block during the pendency of an investigation, regulate, direct and compel, nullify, 
void, prevent or prohibit, any acquisition, holding, withholding, use, transfer, withdrawal, 
transportation, importation or exportation of, or dealing in, or exercising any right, power, or 
privilege with respect to, or transactions involving, any property in which any foreign country or 
a national thereof has any interest by any person, or with respect to any property, subject to the 
jurisdiction of the United States; and.[1] 

(C) when the United States is engaged in armed hostilities or has been attacked by a foreign 
country or foreign nationals, confiscate any property, subject to the jurisdiction of the United 
States, of any foreign person, foreign organization, or foreign country that he determines has 
planned, authorized, aided, or engaged in such hostilities or attacks against the United States; and 
all right, title, and interest in any property so confiscated shall vest, when, as, and upon the terms 
directed by the President, in such agency or person as the President may designate from time to 
time, and upon such terms and conditions as the President may prescribe, such interest or 
property shall be held, used, administered, liquidated, sold, or otherwise dealt with in the interest 
of and for the benefit of the United States, and such designated agency or person may perform 
any and all acts incident to the accomplishment or furtherance of these purposes. 

(2) 

In exercising the authorities granted by paragraph (1), the President may require any person to 
keep a full record of, and to furnish under oath, in the form of reports or otherwise, complete 
information relative to any act or transaction referred to in paragraph (1) either before, during, or 
after the completion thereof, or relative to any interest in foreign property, or relative to any 
property in which any foreign country or any national thereof has or has had any interest, or as 
may be otherwise necessary to enforce the provisions of such paragraph. In any case in which a 
report by a person could be required under this paragraph, the President may require the 
production of any books of account, records, contracts, letters, memoranda, or other papers, in 
the custody or control of such person. 


(3) 


Compliance with any regulation, instruction, or direction issued under this chapter shall to the 
extent thereof be a full acquittance and discharge for all purposes of the obligation of the person 
making the same. No person shall be held liable in any court for or with respect to anything done 
or omitted in good faith in connection with the administration of, or pursuant to and in reliance 
on, this chapter, or any regulation, instruction, or direction issued under this chapter. 

(b) Exceptions to grant of authorityThe authority granted to the President by this section does not 
include the authority to regulate or prohibit, directly or indirectly— 

(1) 

any postal, telegraphic, telephonic, or other personal communication, which does not involve a 
transfer of anything of value; 

(2) 

donations, by persons subject to the jurisdiction of the United States, of articles, such as food, 
clothing, and medicine, intended to be used to relieve human suffering, except to the extent that 
the President determines that such donations (A) would seriously impair his ability to deal with 
any national emergency declared under section 1701 of this title, (B) are in response to coercion 
against the proposed recipient or donor, or (C) would endanger Armed Forces of the United 
States which are engaged in hostilities or are in a situation where imminent involvement in 
hostilities is clearly indicated by the circumstances; or [2| 

(3) 

the importation from any country, or the exportation to any country, whether commercial or 
otherwise, regardless of format or medium of transmission, of any information or informational 
materials, including but not limited to, publications, films, posters, phonograph records, 
photographs, microfilms, microfiche, tapes, compact disks, CD ROMs, artworks, and news wire 
feeds. The exports exempted from regulation or prohibition by this paragraph do not include 
those which are otherwise controlled for export under section 4604 [3] of this title, or under 
section 4605 [3] of this title to the extent that such controls promote the nonproliferation or 
antiterrorism policies of the United States, or with respect to which acts are prohibited by chapter 
37 of title 18; or 

(4) 

any transactions ordinarily incident to travel to or from any country, including importation of 
accompanied baggage for personal use, maintenance within any country including payment of 
living expenses and acquisition of goods or services for personal use, and arrangement or 
facilitation of such travel including nonscheduled air, sea, or land voyages. (c) Classified 
information 





In any judicial review of a determination made under this section, if the determination was based 
on classified information (as defined in section 1(a) of the Classified Information Procedures 
Act) such information may be submitted to the reviewing court ex parte and in camera. This 
subsection does not confer or imply any right to judicial review. 





(Pub. L. 95-223. title Il, § 203, Dec. 28, 1977, 91 Stat. 1626; Pub. L. 100-418, title I] 


§ 2502(b)(1), Aug. 23, 1988, 102 Stat. 1371; Pub. L. 103-236, title V. § 525(c)(1), Apr. 30, 
1994, 108 Stat. 474; Pub. L. 107-56. title I, § 106, Oct. 26, 2001, 115 Stat. 277.) 








Congress of the Cuited States 


MAashington, BC 20515 


October 6, 2006 


Henry M. Paulson, Jr. 
Secretary 

Department of the Treasury 
1500 Pennsylvania Ave., N.W. 
Washington, D.C. 20220 


Dear Mr. Secretary: 


Iam writing to follow up on my letter of May 4, 2006, to Secretary Snow, seeking review 
by the Committee on Foreign Investment in the United States of the acquisition of Sequoia Voting 
Systems by Smartmatic, a foreign-owned company. I believe this transaction raises exactly the sort 
of foreign ownership issues that CFIUS is best positioned to examine for national security concerns. 
As discussed below, publicly reported information about Smartmatic’s ownership and about the 
vulnerability of electronic voting machines to tampering raises serious concerns. I strongly urge 
CFIUS to independently verify the information provided to American officials and the public by 
Sequoia/Smartmatic, and to take all appropriate measures to safeguard our national security. 


It is undisputed that Smartmatic is foreign-owned and it has acquired Sequoia, one of the 
three major voting machine companies doing business in the U.S. According to a Sequoia press 
release in May 2006 (copy attached) Sequoia voting machines were used to record over 125 million 
votes during the 2004 Presidential election in the United States. As we confront another election, 
Americans deserve to know that the Administration has made sure that any foreign ownership of 
voting machines poses no national security threat. 


Although many press reports have tried, it appears that it is not possible to discern the true 
owners of Smartmatic from information available to the public. Smartmatic now acknowledges that 
Antonio Mugica, a Venezuelan businessman, has a controlling interest in Smartmatic, but the 
company-has not revealed who all the other Smartmatic owners are. According to the press, 
Smartmatic’s owners are hidden through a web of off-shore private entities. (See attached articles.) 


The opaque nature of Smartmatic’s ownership is particularly troubling since Smartmatic has 
been associated by the press with the Venezuelan government led by Hugo Chavez, which is openly 
hostile to the United States. According to press reports, Smartmatic shared a founder, officers, 
directors and a principal place of business with Bizta, a company in which, according to Smartmatic, 
the Venezuelan government previously held a 28% stake. Mugica is also a director of Bizta. 
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According to Smartmatic press releases, (copies attached) Smartmatic and Bizta were part of the 
consortium that received the government contract to provide the voting machines for the 2004 
referendum election to recall Chavez as Venezuela’s president, and have since been awarded other 
contracts by the Venezuelan government. 


Smartmatic’s possible connection to the Venezuelan government poses a potential national 
security concern in the context of its acquisition of Sequoia because electronic voting machines are 
susceptible to tampering and insiders are in the best position to engage in such tampering. The 2005 
Government Accountability Office Report on electronic voting, GAO-05-956, and other private 
sector studies consistently support this conclusion. Thus, the reports that Sequoia brought 
Venezuelan nationals to the United States to work on the Chicago 2006 primary election raises 
questions about whether these individuals are subject to direction from a foreign interest that might 
pose a threat to the integrity ofthe election. Similarly, the use of Smartmatic software and machines 
developed in Venezuela, such as the HAAT software that was at issue in Chicago, raises questions 
as to whether this software is susceptible to manipulation by its unknown creators. Reportedly, 
Smartmatic may soon be introducing into the United States the type of electronic voting machines 
that were used (with Bizta software) in the controversial 2004 Venezuelan recall election, under the 
label AVC Edge II Plus. 


In reviewing the Smartmatic acquisition of Sequota, it is important that CFIUS understand 
the products and services that are of Venezuelan origin and evaluate Smartmatic’s ownership to 
determine who could have influence and control over these and other Sequoia products and services 
that are in use or intended for use in U:S. elections. In light of Smartmatic’s failure fully to answer 
these questions to date, this issue demands the most thorough independent investigation by CFIUS. 


Thank you for your consideration of this letter. 


Sincerely, 
Carolyn B/N laloney | 
Member of Congress 


Attachments 


Congress of the Anited States 
THashington, BC 20510 


December 6, 2019 


Michael McCarthy 
Chairman 
McCarthy Group, LLC 





Dear Mr. McCarthy: . 


We are writing to request information regarding McCarthy Group, LLC’s (McCarthy Group) 
investment in Election Systems & Software (ES&S), one of three election technology vendors 
responsible for developing, manufacturing and maintaining the vast majority of voting machines 
and software in the United States, and to request information about your firm’s structure and 
finances as it relates to this company. 


Some private equity funds operate under a model where they purchase controlling interests in 
companies and implement drastic cost-cutting measures at the expense of consumers, workers, 
communities, and taxpayers. Recent examples include Toys “R” Us and Shopko.! For that 
reason, we have concerns about the spread and effect of private equity investment in many 
sectors of the economy, including the election technology industry—an integral part of our 
nation’s democratic process. We are particularly concerned that secretive and “trouble-plagued 
companies,”” owned by private equity firms and responsible for manufacturing and maintaining 
voting machines and other election administration equipment, “have long skimped on security in 
favor of convenience,” leaving voting systems across the country “prone to security problems.”? 
In light of these concerns, we request that you provide information about your firm, the portfolio 
companies in which it has invested, the performance of those investments, and the ownership and 
financial structure of your funds. 


Over the last two decades, the election technology industry has become highly concentrated, 
with a handful of consolidated vendors controlling the vast majority of the market. In the early 
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2000s, almost twenty vendors competed in the clection technology market.* Today, three large 
vendors—ES&S, Dominion Voting Systems, and Hart InterCivic—collectively provide voting 
machines and software that facilitate voting for over 90% of all eligible voters in the United 
States.’ Private equity firms reportedly own or control cach of these vendors, with very limited 
“information available in the public domain about their operations and financial performance.” 
While experts estimate that the total revenue for election technology vendors is about $300 
million, there is no publicly available information on how much those vendors dedicate to 
research and development, maintenance of voting systems, or profits and executive 
compensation.’ 


Concentration in the election technology market and the fact that vendors are often “more 
seasoned in voting machine and technical services contract negotiations” than local election 
officials, give these companies incredible power in their negotiations with local and state 
governments. As a result, jurisdictions are often caught in expensive agreements in which the 
same vendor both sells or leases, and repairs and maintains voting systems—leaving local officials 
dependent on the vendor, and the vendor with little incentive to substantially overhaul and 
improve its products.’ In fact, the Election Assistance Commission (EAC), the primary federal 
body responsible for developing voluntary guidance on voting technology standards, advises 
state and local officials to consider “the cost to purchase or lease, operate, and maintain a voting 
system over its life span ... [and to] know how the vendor(s) plan to be profitable” when signing 
contracts, because vendors typically make their profits by ensuring “that they will be around to 
maintain it after the sale.” The EAC has warned election officials that “[i]f you do not manage 
the vendors, they will manage you.” ” 


Election security experts have noted for years that our nation’s election systems and 
infrastructure are under serious threat. In January 2017, the U.S. Department of Homeland 
Security designated the United States’ election infrastructure as “critical infrastructure” in order 
to prioritize the protection of our elections and to more effectively assist state and local election 
officials in addressing these risks.!° However, voting machines are reportedly falling apart across 
the country, as vendors neglect to innovate and improve important voting systems, putting our 
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elections at avoidable and increased risk.'! In 2015, election officials in at least 31 states, 
representing approximately 40 million registered voters, reported that their voting machines 
needed to be updated, with almost every state “using some machines that are no longer 
manufactured.”'? Moreover, even when state and local officials work on replacing antiquated 
machines, many continue to “run on old software that will soon be outdated and more vulnerable 
to hackers.”"3 


In 2018 alone “voters in South Carolina [were] reporting machines that switched their votes after 
they’d inputted them, scanners [were] rejecting paper ballots in Missouri, and busted machines 
[were] causing long lines in Indiana.”'* In addition, researchers recently uncovered previously 
undisclosed vulnerabilities in “nearly three dozen backend election systems in 10 states.”!> And, 
just this year, after the Democratic candidate’s electronic tally showed he received an improbable 
164 votes out of 55,000 cast in a Pennsylvania state judicial election in 2019, the county’s 
Republican Chairwoman said, “[n]Jothing went right on Election Day. Everything went wrong. 
That’s a problem.”!® These problems threaten the integrity of our elections and demonstrate the 
importance of election systems that are strong, durable, and not vulnerable to attack. 


McCarthy Group reportedly owns or has had investments in ES&S, a major election technology 
vendor. In order to help us understand your firm’s role in this sector, we ask that you provide 
answers to the following questions no later than December 20, 2019. 


1. Please provide the disclosure documents and information enumerated in Sections 501 
and 503 of the Stop Wall Street Looting Act." 


2. Which election technology companies, including all affiliates or related entities, does 
McCarthy Group have a stake in or own? Please provide the name of and a brief 
description of the services each company provides. 


a. Which election technology companies, including all affiliates or related 
entities, has McCarthy Group had a stake in or owned in the past twenty 
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years? Please provide the name of and a brief description of the services each 
company provides or provided. 


b. For each election technology company McCarthy Group had a stake in or 
owned in the past twenty years, including all affiliates or related entities, 
please provide the following information for each year that the firm has had a 
stake in or owned this company and the five years preceding the firm’s 
investment. 

1, The name of the company 
ii. Ownership stake 
ii. Total revenue 
iv. Net income 
v. Percentage of revenue dedicated to research and development 
vi. Total number of employees 
vii. A list of all state and local jurisdictions with which the company has a 
contract to provide election related products or services 
vill. Other private-equity firms that own a stake in the company 


. Has any election technology company, including all affiliates or related entities, 1n 
which McCarthy Group has an ownership stake or has had an ownership stake in the 
last twenty years, been found to have been in noncompliance with the EAC’s 
Voluntary Voting System Guidelines? If so, please provide a copy of each EAC 
noncompliance notice received by the company and a description of what steps the 
company took to resolve each issue. 


. Has any election technology company, including al] affiliates or related entities, in 
which McCarthy Group has an ownership stake or has had an ownership stake in the 
last twenty years, been found to have been in noncompliance with any state or local 
voting system guidelines or practices? If so, please provide a list of all such instances 
and a description of what steps the company took to resolve each issue. 


. Has any election technology company, including all affiliates or related entities, in 
which McCarthy Group has an ownership stake or has had an ownership stake in the 
last twenty years, been found to have violated any federal or state laws or 
regulations? If so, please provide a complete list, including the date and description, 
of all such violations. 


. Has any election technology company, including all affiliates or related entities, in 
which McCarthy Group has an ownership stake or has had an ownership stake in the 
last twenty years, reached a settlement with any federal or state law enforcement 
entity related to a potential violation of any federal or state laws or regulations? If so, 
please provide a complete list, including the date and description, of all such 
settlements. 


. Has any election technology company, including all affiliates or related entities, in 
which McCarthy Group has an ownership stake or has had an ownership stake in the 
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past twenty years, reached a settlement with any state or local jurisdiction related to a 
potential violation of or breach of contract? If so, please provide a complete list, 
including the date and description, of all such settlements. 

Thank you for your attention to this matter. 


Sincerely, 






Elizabeth Warren 
United States Senator United States Senator 





Ron Wyden 7 Mark Pocan 
United States Senator Member of Congress 


Congress of the United States 
THashington, WC 20510 


December 6, 2019 


Sami Mnaymneh 
Founder and Co-Chief Executive Officer 
H.1.G. Capital, LLC 





Tony Tamer 
Founder and Co-Chief Executive Officer 
H.1.G. Capital, LLC 





Dear Messrs. Mnaymneh and Tamer: 


We are writing to request information regarding H.1.G. Capital’s (H.1.G.) investment in Hart 
InterCivic Inc. (Hart InterCivic) one of three election technology vendors responsible for 
developing, manufacturing and maintaining the vast majority of voting machines and software in 
the United States, and to request information about your firm’s structure and finances as it relates 
to this company. 


Some private equity funds operate under a model where they purchase controlling interests in 
companies and implement drastic cost-cutting measures at the expense of une workers, 
communities, and taxpayers. Recent examples include Toys “R” Us and Shopko.! For that 
reason, we have concerns about the spread and effect of private equity investment in many 
sectors of the economy, including the election technology industry—an integral part of our 
nation’s democratic process. We are particularly concerned that secretive and “trouble-plagued 
companies,”* owned by private equity firms and responsible for manufacturing and maintaining 
voting machines and other election administration equipment, “have long skimped on security in 
favor of convenience,” leaving voting systems across the country “prone to security problems.”? 
In light of these concerns, we request that you provide information about your firm, the portfolio 
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companies in which it has invested, the performance of those investments, and the ownership and 
financial structure of your funds. 


Over the last two decades, the election technology industry has become highly concentrated, 
with a handful of consolidated vendors controlling the vast majority of the market. In the early 
2000s, almost twenty vendors competed in the election technology market.* Today, three large 
vendors—Election Systems & Software, Dominion Voting Systems, and Hart InterCivic— 
collectively provide voting machines and software that facilitate voting for over 90% of all 
eligible voters in the United States.° Private equity firms reportedly own or control each of these 
vendors, with very limited “information available in the public domain about their operations and 
financial performance.” While experts estimate that the total revenue for election technology 
vendors is about $300 million, there is no publicly available information on how much those 
vendors dedicate to research and development, maintenance of voting systems, or profits and 
executive compensation.’ 


Concentration in the election technology market and the fact that vendors are often “more 
seasoned in voting machine and technical services contract negotiations” than local election 
officials, give these companies incredible power in their negotiations with local and state 
governments. As a result, jurisdictions are often caught in expensive agreements in which the 
same vendor both sells or leases, and repairs and maintains voting systems—leaving local officials 
dependent on the vendor, and the vendor with little incentive to substantially overhaul and 
improve its products.® In fact, the Election Assistance Commission (EAC), the primary federal 
body responsible for developing voluntary guidance on voting technology standards, advises 
state and local officials to consider “the cost to purchase or lease, operate, and maintain a voting 
system over its life span ... [and to] know how the vendor(s) plan to be profitable” when signing 
contracts, because vendors typically make their profits by ensuring “that they will be around to 
maintain it after the sale.” The EAC has warned election officials that “[1]f you do not manage 
the vendors, they will manage you.” ° 


Election security experts have noted for years that our nation’s election systems and 
infrastructure are under serious threat. In January 2017, the U.S. Department of Homeland 
Security designated the United States’ election infrastructure as “critical infrastructure” in order 
to prioritize the protection of our elections and to more effectively assist state and local election 


4 Bloomberg, “Private Equity Controls the Gatekeepers of American Democracy,” Anders Melin and Reade Pickert, 
November 3, 2018, https://www.bloomberg,com/news/articles/20 18-1 1-03/private-equity-controls-the-gatekeepers- 


of-american-democracy. 
® penn Wharton Public ae omnia “The Business of Voting July a 






2015, https: livyww,brennancenter, ieee rt a 
Pein Wharton Public eae Initiative, “The ee of Voting,” July 2018, 
ed 12 





officials in addressing these risks.'° However, voting machines are reportedly falling apart across 
the country, as vendors neglect to innovate and improve important voting systems, putting our 
elections at avoidable and increased risk.'' In 2015, election officials in at least 31 states, 
tepresenting approximately 40 million registered voters, reported that their voting machines 
needed to be updated, with almost every state “using some machines that are no longer 
manufactured.”!? Moreover, even when state and local officials work on replacing antiquated 
machines, many continue to “run on old software that will soon be outdated and more vulnerable 
to hackers,” 


In 2018 alone “voters in South Carolina [were] reporting machines that switched their votes after 
they’d inputted them, scanners [were] rejecting paper ballots in Missouri, and busted machines 
[were] causing long lines in Indiana.”!* In addition, researchers recently uncovered previously 
undisclosed vulnerabilities in “nearly three dozen backend election systems in 10 states.”!*> And, 
just this year, after the Democratic candidate’s electronic tally showed he received an improbable 
164 votes out of 55,000 cast in a Pennsylvania state judicial election in 2019, the county’s 
Republican Chairwoman said, “[nJothing went right on Election Day. Everything went wrong. 
That’s a problem.”!® These problems threaten the integrity of our elections and demonstrate the 
importance of election systems that are strong, durable, and not vulnerable to attack. 


H.LG. reportedly owns or has had investments in Hart InterCivic, a major election technology 
vendor. In order to help us understand your firm’s role in this sector, we ask that you provide 
answers to the following questions no later than December 20, 2019. 


1. Please provide the disclosure documents and information enumerated in Sections 501 
and 503 of the Stop Wall Street Looting Act." 


2. Which clection technology companies, including all affiliates or related entities, does 
H.1.G. have a stake in or own? Please provide the name of and a brief description of 
the services each company provides. 
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a. Which election technology companies, including all affiliates or related 
entities, has H.I.G. had a stake in or owned in the past twenty years? Please 
provide the name of and a brief description of the services each company 
provides or provided. 


b. For each election technology company H.LG. had a stake in or owned in the 
past twenty years, including all affiliates or related entities, please provide the 
following information for each year that the firm has had a stake in or owned 
this company and the five years preceding the firm’s investment. 

i. The name of the company 
11, Ownership stake 
il, Total revenue 
iv. Net income 
v. Percentage of revenue dedicated to research and development 
vi. Total number of employees 
vii. A list of all state and local jurisdictions with which the company has a 
contract to provide election related products or services 
viii. Other private-equity firms that own a stake in the company 


. Has any election technology company, including all affiliates or related entities, in 
which H.1.G. has an ownership stake or has had an ownership stake in the last twenty 
years, been found to have been in noncompliance with the EAC’s Voluntary Voting 
System Guidelines? If so, please provide a copy of each EAC noncompliance notice 
received by the company and a description of what steps the company took to resolve 
each issue. 


. Has any election technology company, including all affiliates or related entities, in 
which H.I.G. has an ownership stake or has had an ownership stake in the last twenty 
years, been found to have been in noncompliance with any state or local voting 
system guidelines or practices? If so, pléase provide a list of all such instances and a 
description of what steps the company took to resolve each issue. 


. Has any election technology company, including all affiliates or related entities, in 
which H.I.G. has an ownership stake or has had an ownership stake in the last twenty 
years, been found to have violated any federal or state laws or regulations? If so, 
please provide a complete list, including the date and description, of all such 
violations. 


. Has any election technology company, including all affiliates or related entities, in 
which H.1.G. has an ownership stake or has had an ownership stake in the last twenty 
years, reached a settlement with any federal or state law enforcement entity related to 
a potential violation of any federal or state laws or regulations? If so, please provide a 
complete list, including the date and description, of all such settlements. 


7. Has any election technology company, including all affiliates or related entities, in 
which H.1.G. has an ownership stake or has had an ownership stake in the past twenty 
years, reached a settlement with any state or local jurisdiction related to a potential 
violation of or breach of contract? If so, please provide a complete list, including the 
date and description, of all such settlements. 


Thank you for your attention to this matter. 


Sincerely, 





Elizabeth Warren 








United States Senator 
fare Wyden “e Mark Pocan x y 
United States Senator Member of Congress 


Connress of the Anited States 
CHashington, WE 20510 


December 6, 2019 


Stephen D. Owens 
Managing Director 


me Street i inc LLC 


Hootan Yaghoobzadeh 
Managing Director 


Staple Street Capital a LLC 


Dear Messrs. Owens and Yaghoobzadeh: 


We are writing to request information regarding Staple Street Capital Group, LLC’s 

(Staple Street) investment in Dominion Voting System (Dominion) one of three election 
technology vendors responsible for developing, manufacturing and maintaining the vast majority 
of voting machines and software in the United States, and to request information about your 
firm’s structure and finances as it relates to this company. 


Some private equity funds operate under a model where they purchase controlling interests in 
companies and implement drastic cost-cutting measures at the expense of consumers, workers, 
communities, and taxpayers. Recent examples include Toys “R” Us and Shopko.! For that 
reason, we have concerms about the spread and effect of private equity investment in many 
sectors of the economy, including the election technology industry-—an integral part of our 
nation’s democratic process. We are particularly concerned that secretive and “trouble-plagued 
companies,”* owned by private equity firms and responsible for manufacturing and maintaining 
voting machines and other election administration equipment, “have long skimped on security in 
favor of convenience,” leaving voting systems across the country “prone to security problems.” 
In light of these concerns, we request that you provide information about your firm, the portfolio 
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companies in which it has invested, the performance of those investments, and the ownership and 
financial structure of your funds. 


Over the last two decades, the election technology industry has become highly concentrated, 
with a handful of consolidated vendors controlling the vast majority of the market. In the early 
2000s, almost twenty vendors competed in the election technology market.’ Today, three large 
vendors—Election Systems & Software, Dominion, and Hart InterCivic—collectively provide 
voting machines and software that facilitate voting for over 90% of all eligible voters in the 
United States.° Private equity firms reportedly own or control each of these vendors, with very 
limited “information available in the public domain about their operations and financial 
performance.” While experts estimate that the total revenue for election technology vendors is 
about $300 million, there is no publicly available information on how much those vendors 
dedicate to research and development, maintenance of voting systems, or profits and executive 
compensation.’ 


Concentration in the election technology market and the fact that vendors are often “more 
seasoned in voting machine and technical services contract negotiations” than local election 
officials, give these companies incredible power in their negotiations with local and state 
governments. As a result, jurisdictions are often caught in expensive agreements in which the 
same vendor both sells or leases, and repairs and maintains voting systems—leaving local officials 
dependent on the vendor, and the vendor with little incentive to substantially overhaul and 
improve its products.® In fact, the Election Assistance Commission (EAC), the primary federal 
body responsible for developing voluntary guidance on voting technology standards, advises 
state and local officials to consider “the cost to purchase or lease, operate, and maintain a voting 
system over its life span ... [and to] know how the vendor(s) plan to be profitable” when signing 
contracts, because vendors typically make their profits by ensuring “that they will be around to 
maintain it after the sale.” The EAC has wamed election officials that “[i]f you do not manage 
the vendors, they will manage you.” ” 


Election security experts have noted for years that our nation’s election systems and 
infrastructure are under serious threat. In January 2017, the U.S. Department of Homeland 
Security designated the United States’ election infrastructure as “critical infrastructure” in order 
to prioritize the protection of our elections and to more SIeMECHYE!) assist state and local election 
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officials in addressing these risks.!° However, voting machines are reportedly falling apart across 
the country, as vendors neglect to innovate and improve important voting systems, putting our 
elections at avoidable and increased risk.'! In 2015, election officials in at least 31 states, 
representing approximately 40 million registered voters, reported that their voting machines 
needed to be updated, with almost every state “using some machines that are no longer 
manufactured.”'” Moreover, even when state and local officials work on replacing antiquated 
machines, many continue to “run on old software that will soon be outdated and more vulnerable 
to hackers.” 


In 2018 alone “voters in South Carolina [were] reporting machines that switched their votes after 
they’d inputted them, scanners [were] rejecting paper ballots in Missouri, and busted machines 
{were} causing long lines in Indiana.”"* In addition, researchers recently uncovered previously 
undisclosed vulnerabilities in “nearly three dozen backend election systems in 10 states.”!> And, 
just this year, after the Democratic candidate’s electronic tally showed he received an improbable 
164 votes out of 55,000 cast in a Pennsylvania state judicial election in 2019, the county’s 
Republican Chairwoman said, “[nJothing went right on Election Day. Everything went wrong. 
That’s a problem.’ These problems threaten the integrity of our elections and demonstrate the 
importance of election systems that are strong, durable, and not vulnerable to attack. 


Staple Street reportedly owns or has had investments in Dominion, a major election technology 
vendor. In order to help us understand your firm’s role in this sector, we ask that you provide 
answers to the following questions no later than December 20, 2019. 


1. Please provide the disclosure documents and information enumerated in Sections 501 
and 503 of the Stop Wall Street Looting Act." 


2. Which election technology companies, including all! affiliates or related entities, does 
Staple Street have a stake in or own? Please provide the name of and a brief 
description of the services each company provides. 


'0 Department of Homeland Security, “Statement by Secretary Jeh Johnson on the Designation of Election 
Infrastructure as a Critical Infrastructure Subsector,” January 6, 2017, 
https://www.dhs,gov/news/2017/01/06/statement-secretary-johnson-designation-election-infrastructure-criti 
it AP News, “US election and —_ on security-challenged firms,” Frank Bajak, October 29, 2018, 

| m/f 44f8e015b4c; Penn Wharton Public Policy initiative, “The Business of 






Voting,” July 2018, https: icpoli 

'2 Brennan Center for Justice, “America’ s Voting Machines at Risk,” Lawrence Norden and Christopher Famighetti, 

2015, https://www.brennancenter.org/sites/default/files/publications/Americas Voting Machines At Risk.pdf. 

uy Associated Preas, “AP Exclusive: New election syerems use vulnerable software,” Tami Abdollah, July 13, 2019, 
‘ 9e687 al. 






4 Vice, “Here? $ Why All the Voting Machines Are Broken and the Lines Are Extremely Long,” Jason Koebler and 
Matthew Gayl ncn. zune: hit a ww. vice.com/en_us/article/59vzgn/heres-why-all-the-voting-machines- 











a. Which election technology companies, including all affiliates or related 
entities, has Staple Street had a stake in or owned in the past twenty years? 
Please provide the name of and a brief description of the services each 
company provides or provided. 


b. For each election technology company Staple Street had a stake in or owned 
in the past twenty years, including all affiliates or related entities, please 
provide the following information for each year that the firm has had a stake 
in or owned this company and the five years preceding the firm’s investment. 

i. The name of the company 
ii. Ownership stake 
iit. Total revenue 
iv. Net income 
v. Percentage of revenue dedicated to research and development 
vi. Total number of employees 
vii. A list of all state and local jurisdictions with which the company has a 
contract to provide election related products or services 
viii, Other private-equity firms that own a stake in the company 


. Has any election technology company, including all affiliates or related entities, in 
which Staple Street has an ownership stake or has had an ownership stake in the last 
twenty years, been found to have been in noncompliance with the EAC’s Voluntary 
Voting System Guidelines? If so, please provide a copy of each EAC noncompliance 
notice received by the company and a description of what steps the company took to 
resolve each issue. 


. Has any election technology company, including all affiliates or related entities, in 
which Staple Street has an ownership stake or has had an ownership stake in the last 
twenty years, been found to have been in noncompliance with any state or local 
voting system guidelines or practices? If so, please provide a list of all such instances 
and a description of what steps the company took to resolve each issue. 


. Has any election technology company, including all affiliates or related entities, in 
which Staple Street has an ownership stake or has had an ownership stake in the last 
twenty years, been found to have violated any federal or state laws or regulations? If 
so, please provide a complete list, including the date and description, of all such 
violations. 


. Has any election technology company, including all affiliates or related entities, in 
which Staple Street has an ownership stake or has had an ownership stake in the last 
twenty years, reached a settlement with any federal or state law enforcement entity 
related to a potential violation of any federal or state laws or regulations? If so, please 
provide a complete list, including the date and description, of all such settlements. 






7. Has any election technology company, including all affiliates or related entities, in 
which Staple Street has an ownership stake or has had an ownership stake in the past 
twenty years, reached a settlement with any state or local jurisdiction related to a 
potential violation of or breach of contract? If so, please provide a complete list, 
including the date and description, of all such settlements. 


Thank you for your attention to this matter. 


Sincerely, 





lizabeth Warren 
Inited States Senator 


Konw 


Ron Wyden Mark Pocan ~~ 
United States Senator Member of Congress 
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SAN DIEGO: How is it the Swiss and Aussies were better positioned to handle voting than the U.S.? They 
vetted Scytl online voting software and discovered alarming features. Due diligence proved Scytl software not 
secure, not verifiable end to end. They must have known a bad electronic voting system could put the wrong 


candidate in office. They cared enough to prevent that from happening in their countries. 


SwissPost intended to roll out an online voting system to “boost participation” and “deliver faster results than 
postal counts. Australia thought it could be more convenient, too. So, they contacted respected academics to dive 


into the software code. 


Vanessa Teague, (professor at the University of Melbourne at the time) is known for her work on secret sharing, 
cryptographic protocols, and the security of electronic voting. Teague teamed up to evaluate Scytl with an 


international group of researchers. 


They published a report on March 12, 2019, called “The use of trapdoor commitments in Bayer-Groth proofs anc 


he implications for the verifiability of the Scytl-SwissPost Internet voting system +” 


The researchers probed the “shuffling and decryption components of Switzerland’s online voting system.” Their 
‘act relevant to New South Wales’ iVote online system because both were developed by Scytl, a company 


headquartered in Barcelona [and Frankfurt] that specializes in secure electronic voting,” says InnovationAus . 


Attorney Sidney Powell: Protecting America from hacked voting software 


Aussies, Swiss found back door to future election disaster. 


Online or mail-in voting may seem like a solution to a world trying to survive a raging COVID-19 pandemic. 
But without thorough vetting — it’s like giving criminal minds a gun AND the ammunition. When you send an 
electronic vote it’s floating through nebulous, unquantified cyberspace. It may solve getting to the polls ina 


physical sense and getting votes counted quickly. But it doesn’t change the challenges of control of information. 


On Mar 12, 2019, MIT published a technology review on the Scytl research, “A 
cryptographic trap door could let someone change votes cast using Switzerland’s online 


sVote system without being detected, according to a new paper.” 


Vice News reported same day, 

“The cryptographic backdoor exists in a part of the system that is supposed to verify that 
all of the ballots and votes counted in an election are the same ones that voters cast. But 
the flaw could allow someone to swap out all of the legitimate ballots and replace them 


with fraudulent ones, all without detection,” says Vice. 


“The vulnerability is astonishing,” said Matthew Green, who teaches cryptography at 
Johns Hopkins University and did not do the research but read the researchers’ report. 
“In normal elections, there is no single person who could undetectably defraud the entire 


election. But in this system they built, there is a party who could do that,” adds Vice. 
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11,354 Votes 


Did Democrats steal the election’? 





John Hopkins, MIT, two highly-ranked U.S. universities, warned of severe problems with Scytl-Swiss software 
system. Are academic opinions of naught? Which leads to why not? It appears that massive numbers of U.S. 


votes sailed in a leaky Scytl cyber craft from the U.S. across the seas to Germany and came back CHANGED. 


Lawyer Sidney Powell: Democrats used Dominion machines to steal votes 


What did the SwissPost/Aussie researchers find? 


As best understood by this writer, the | researchers said they couldn’t state one way or the other if Scytl was less 
than expert at what they do or if they purposely created exploitable flaws. They are clear that the software is 

flawed and can be hacked. They state that it would be a good cover to write immature code which attempts to 

follow a published encryption method and that their flawed implementation could more easily be forgiven for 


doing so. 
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Or was the revealed flaw a feature for nefarious use? 


The academic research asserts that Scytl followed the Bayer — Groth encryption method. Although they general 
ollowed the algorithm, they say Scytl failed to protect key pieces of data. They also said the data can be hacked, 


changing votes without a trace. 


You would need to be expert in the algorithm to understand the specific critiques in the paper. 


Election stealing issue in Scytl-SwissPost Internet voting system. 


“Verifiability is a critical part of the trustworthiness of e-voting systems. Universal 


verifiability means that a proof of proper election conduct should be verifiable by any 


member of the public,” says the report. 


“This mixnet has a trapdoor — a malicious administrator or software provider for the mix 
could manipulate votes but produce a proof transcript that passes verification. Thus 


complete verifiability fails,” concludes the researchers. 


Sarah Jamie Lewis (former computer scientist for British Government Communications Headquarters (GCHQ) 
intelligence agency) was a critical member of the team. She says, “No election system should have a 


backdoor that allows the people running the election the ability to undetectably modify the 


election outcome... 


6 6 “We have only examined a tiny fraction of this code base and found a critical, election-stealing 


issue,” says Lewis. 


Where was U.S. security, oversight for the 2020 Election? 


“SwissPost, Switzerland’s national postal service, published its shuffling and decryption code 
six months before it intended to use it for an election so that researchers like Professor Teague 


and colleague Lewis could vet the system for flaws,” says InnovationAus. Olivier Pereira was also on 


the research team. 


‘indings led researchers to recommend the Swiss government immediately halt plans to implement the system 


more widely. But it was bigger than Switzerland. Scytl provides electronic voting services to 35 countries, 


(including the U.S.) 


Scytl said it was working on the Swiss [evote] flaw. That it managed to creep into the system in the first place 


worried MIT reviewers. The outcome is unknown. Scytl’s statement on Swiss online major flaw. 


We now know Scytl software cycled millions of U.S. votes. Lawyers work relentlessly to find out how many 


were modified in the 2020 election. 


George Orwell’s dystopian 1984 arrives in 2020: RIP America 


Hackers could kick back and say ‘who do you want to win’? 


Russ Ramsland, Co-owner Allied Security Operations Group, was interviewed days leading up to the election. 


Excerpts about his findings: 


6 6 “There are no [U.S.] national security standards that a voting company needs to meet. The 
software is so bad, you can easily change the audit trail, so later you cannot forensically go 


back and find out the votes that were changed,” says Ramsiand. 


“What happens to your vote after whatever the local voting company does fo it? It turns out in 
the case of Texas and 27 other states — it goes to a [Scytl] server in Frankfurt Germany, owned 
by Barcelona Spain Multinational and that’s actually who controls and reports your vote,” he 


Clarified. 


So your vote in Texas or anywhere in 28 states (including battleground) connects you to some foreign power. 
Were voters informed of this chicanery or allowed consent to this? Of course not, the perpetrators thought it 


would remain hidden. 


Ramsland said they could see malware collecting credentials of county workers who submit voting information 


up, allowing a bad actor to go back into the county and change votes not just in Frankfurt, but the U.S. too. 


The 2020 election failed to inform or protect voters. 


Our understanding of reality is changed each day by Trump’s lawyers and legal helpers, headed up by tireless 
Sidney Powell. They will certainly prove in court Scytl software a very bad risk, like the Swiss and Aussies. 


They will dig deep to find those bad actors. Hats off to all who took the hard steps to report election fraud. Keep 
stepping. 


If voters knew on November 3rd what we now know, there would have been no election. 


Americans’ trust in electronic voting systems has been blown to smithereens. This scheme to wipe out Trump’s 
legitimate votes is massive, complex, and unAmerican. Truth, the most powerful force, lies with the president 


and his allies searching for the monsters defiling the 2020 election. Yet alas, “The Kraken,” is here to fight. 


Breaking news: Huge win for Trump in Michigan. 
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JEANNE MCKINNEY 


Jeanne McKinney is an award-winning writer whose focus and passion is our United 


States active-duty military members and military news. Her Patriot Profiles offer an 





inside look at the amazing active-duty men and women in all Armed Services, 
including U.S. Marine Corps, Navy, Army, Air Force, Coast Guard, and National 
Guard. Reporting includes first-hand accounts of combat missions in Iraq and 
Afghanistan, the fight against violent terror groups, global defense, tactical training 
and readiness, humanitarian and disaster relief assistance, next-generation defense 
technology, family survival at home, U.S. port and border protection and illegal 
interdiction, women in combat, honoring the Fallen, Wounded Warriors, Military 
Working Dogs, Crisis Response, and much more. McKinney has won twelve San 


Diego Press Club “Excellence in Journalism Awards’, including seven First Place 


honors. 
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THE IMMACULATE DECEPTION: 


Six Key Dimensions of Election Irregularities 


The Navarro Report 





Executive Summary 


This report assesses the fairness and integrity of the 2020 Presidential Election by examining six 
dimensions of alleged election irregularities across six key battleground states. Evidence used to 
conduct this assessment includes more than 50 lawsuits and judicial rulings, thousands of affidavits 
and declarations,’ testimony in a variety of state venues, published analyses by think tanks and 
legal centers, videos and photos, public comments, and extensive press coverage. 


The matrix below indicates that significant irregularities occurred across all six battleground states 


and across all six dimensions of election irregularities. This finding lends credence to the claim 
that the election may well have been stolen from President Donald J. Trump. 


ARIZONA GEORGIA MICHIGAN | NEVADA | PENNSYLVANIA | WISCONSIN 
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/=Wide-Spread Evidence *=Some Evidence 


From the findings of this report, it is possible to infer what may well have been a coordinated 
strategy to effectively stack the election deck against the Trump-Pence ticket. Indeed, the observed 
patterns of election irregularities are so consistent across the six battleground states that they 
suggest a coordinated strategy to, if not steal the election outright, strategically game the election 
process in such a way as to “stuff the ballot box” and unfairly tilt the playing field in favor of the 
Biden-Harris ticket. Topline findings of this report include: 


e The weight of evidence and patterns of irregularities are such that it is irresponsible for 
anyone — especially the mainstream media — to claim there 1s “no evidence” of fraud or 
irregularities. 


e The ballots in question because of the identified election irregularities are more than 
sufficient to swing the outcome in favor of President Trump should even a relatively small 
portion of these ballots be ruled illegal. 


All six battleground states exhibit most, or all, six dimensions of election irregularities. 
However, each state has a unique mix of issues that might be considered “most important.” 
To put this another way, all battleground states are characterized by the same or similar 
election irregularities; but, like Tolstoy’s unhappy families, each battleground state is 
different in its own election irregularity way. 


This was theft by a thousand cuts across six dimensions and six battleground states rather 
than any one single “silver bullet” election irregularity. 


In refusing to investigate a growing number of legitimate grievances, the anti-Trump media 
and censoring social media are complicit in shielding the American public from the truth. 
This is a dangerous game that simultaneously undermines the credibility of the media and 
the stability of our political system and Republic. 


Those journalists, pundits, and political leaders now participating in what has become a 
Biden Whitewash should acknowledge the six dimensions of election irregularities and 
conduct the appropriate investigations to determine the truth about the 2020 election. If 
this is not done before Inauguration Day, we risk putting into power an illegitimate and 
illegal president lacking the support of a large segment of the American people. 


The failure to aggressively and fully investigate the six dimensions of election irregularities 
assessed in this report is a signal failure not just of our anti-Trump mainstream media and 
censoring social media but also of both our legislative and judicial branches. 


o Republican governors in Arizona and Georgia together with Republican majorities 
in both chambers of the State Legislatures of five of the six battleground states — 
Arizona, Georgia, Michigan, Pennsylvania, and Wisconsin” — have had both the 
power and the opportunity to investigate the six dimensions of election 
irregularities presented in this report. Yet, wilting under intense political pressure, 
these politicians have failed in their Constitutional duties and responsibilities to do 
so — and thereby failed both their states and this nation as well as their party. 


o Both State courts and Federal courts, including the Supreme Court, have failed the 
American people in refusing to appropriately adjudicate the election irregularities 
that have come before them. Their failures pose a great risk to the American 
Republic. 


If these election irregularities are not fully investigated prior to Inauguration Day and 
thereby effectively allowed to stand, this nation runs the very real risk of never being able 
to have a fair presidential election again — with the down-ballot Senate races scheduled for 
January 5 in Georgia an initial test case of this looming risk. 


|. Introduction 


At the stroke of midnight on Election Day, President Donald J. Trump appeared well on his way 
to winning a second term. He was already a lock to win both Florida and Ohio; and no Republican 
has ever won a presidential election without winning Ohio while only two Democrats have won 
the presidency without winning Florida.” 


At the same time, the Trump-Pence ticket had substantial and seemingly insurmountable leads in 
Georgia, Pennsylvania, Michigan, and Wisconsin. If these leads held, these four key battleground 
states would propel President Trump to a decisive 294 to 244 victory in the Electoral College. 


Shortly after midnight, however, as a flood of mail-in and absentee ballots began entering the 
count, the Trump red tide of victory began turning Joe Biden blue. As these mail-in and absentee 
ballots were tabulated, the President’s large leads in Georgia, Pennsylvania, Michigan, and 
Wisconsin simply vanished into thin Biden leads. 


At midnight on the evening of November 3, and as illustrated in Table 1, President Trump was 
ahead by more than 110,000 votes in Wisconsin and more than 290,000 votes in Michigan. In 
Georgia, his lead was a whopping 356,945; and he led in Pennsylvania by more than half a million 
votes. By December 7, however, these wide Trump leads would turn into razor thin Biden leads — 
11,779 votes in Georgia, 20,682 votes in Wisconsin, 81,660 votes in Pennsylvania, and 154,188 
votes in Michigan. 


Table 1: A Trump Red Tide Turns Biden Blue 


GEORGIA eda ED AAU LEA MICHIGAN WISCONSIN 


Trump Lead Midnight 11/3 356,945 555,189 293,052 112,022 


Biden “Lead” 12/15 11,779 81,660 154,188 20,682 


Sources: Associated Press & Edison/Decision Desk HQ 
*Midnight based on state’s time zone 





There was an equally interesting story unfolding in Arizona and Nevada. While Joe Biden was 
ahead in these two additional battleground states on election night — by just over 30,000 votes in 
Nevada and less than 150,000 votes in Arizona — internal Trump Campaign polls predicted the 
President would close these gaps once all the votes were counted. Of course, this never happened. 


In the wake of this astonishing reversal of Trump fortune, a national firestorm has erupted over 
the fairness and integrity of one of the most sacrosanct institutions in America — our presidential 
election system. Critics on the Right and within the Republican Party — including President Trump 
himself — have charged that the election was stolen. They have backed up these damning charges 
with more than 50 lawsuits,’ thousands of supporting affidavits and declarations, and seemingly 
incriminating videos, photos, and first-hand accounts of all manner of chicanery.° 


Critics on the Left and within the Democrat Party have, on the other hand, dismissed these charges 
as the sour grapes of a whining loser. Some of these critics have completely denied any fraud, 
misconduct or malfeasance altogether. Others have acknowledged that while some election 
irregularities may have existed, they strenuously insist that these irregularities are not significant 
enough to overturn the election. 


There is a similar Battle Royale raging between large anti-Trump segments of the so-called 
“mainstream” media and alternative conservative news outlets. Across the anti- Trump mainstream 
media diaspora — which includes most prominently print publications like the New York Times 
and Washington Post and cable TV networks like CNN and MSNBC ~a loud chorus of voices has 
been demanding that President Trump concede the election. 


These same anti-Trump voices have been equally quick to denounce or discredit anyone — 
especially anyone within their own circle — that dares to investigate what may well turn out to be 
THE biggest political scandal in American history. Social media outlets like Facebook, Twitter, 
and YouTube likewise have been actively and relentlessly censoring anyone who dares to call the 
results of the election into question. 


In contrast, alternative news outlets, primarily associated with the American conservative 
movement, have provided extensive, in-depth coverage of the many issues of fraud, misconduct, 
and other irregularities that are coming to light. From Steve Bannon’s War Room Pandemic® and 
John Solomon’s Just the News2 to Raheem Kassam’s National Pulse,® to Newsmax,’ and One 
America News Network,'® Americans hungry for facts and breaking developments have been able 
to find such critical information only by following this alternative coverage. 


That the American public is not buying what the Democrat Party and the anti-Trump media and 
social media are selling is evident in public opinion polls. For example, according to a recent 
Rasmussen poll: “Sixty-two percent (62%) of Republicans say it is ‘Very Likely the Democrats 
stole the election’” while 28% of Independents and 17% of Democrats share that view.’ 


If, in fact, compelling evidence comes to light proving the election was indeed stolen after a fait 
accompli Biden inauguration, we as a country run the very real risk that the very center of our 
great American union will not hold. 


To put this another way, if the greatest democracy in world history cannot conduct a free and fair 
election, and if much of the mainstream media of this country won’t even fully investigate what is 
becoming a growing mountain of evidence calling into question the election result, there 1s little 
chance that our democracy and this Republic will survive as we know it. It is therefore critical 
that we get to the bottom of this matter. That is the purpose of this report. 


Il. Six Dimensions of Election Irregularities across Six Battleground States 


This report assesses the fairness and integrity of the 2020 presidential election across six key 
battleground states where the Democrat candidate Joe Biden holds a slim lead, and the results 
continue to be hotly contested. As documented in the extensive endnotes, the evidence used to 
conduct this assessment includes more than 50 lawsuits and judicial rulings, thousands of affidavits 
and declarations, testimony presented in a variety of state venues, published reports and analyses 
by think tanks and legal centers, videos and photos, public comments and first-hand accounts, and 
extensive press coverage. 


From a review and analysis of this evidence, six major dimensions of alleged election irregularities 
have been identified and assessed on a state-by-state basis across six key battleground states: 
Arizona, Georgia, Michigan, Nevada, Pennsylvania, and Wisconsin. These six dimensions include 
outright voter fraud, ballot mishandling, contestable process fouls, Equal Protection Clause 
violations, voting machine irregularities, and significant statistical anomalies. 


The matrix in Table 2 provides an overview of the presence or absence of each of the six 
dimensions of alleged election irregularities in each of the six battleground states. Column | lists 
each of the six dimensions along with the alleged Biden victory margin and the possible illegal 
ballots due to election irregularities. Columns 2 through 7 in the matrix then indicate the presence 
or absence of the election irregularities in any given state. 


Note that a checkmark in matrix cell indicates there is widespread evidence in a given state for a 
particular dimension of election irregularity while a star indicates there is at least some evidence. 


Table 2: 2020 Alleged Election Irregularities across the Six Battleground States 
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Two key points stand out immediately from the matrix. First, significant irregularities appear to 
be ubiquitous across the six battleground states. Only Arizona is free of any apparent widespread 
ballot mishandling while only Pennsylvania lacks significant statistical anomalies. The rest of the 
matrix in Table 2 1s a sea of checkmarks and occasional stars. 


Second, if one compares the alleged Biden victory margin in Column 7 of the figure with the 
possible illegal ballots in Column 8, it should be clear that the number of possible illegal ballots 
dwarfs the alleged Biden victory margin in five of the six states. 


For example, the alleged Biden victory margin in Nevada is 33,596 votes yet the number of ballots 
in question is more than three times that. In Arizona, which has the narrowest alleged Biden 
victory margin at 10,457 votes, there are nearly 10 times that number of possible illegal ballots; 
and the ratio of the alleged Biden vote lead to possible illegal ballots is even higher for Georgia. 


Only Michigan is the exception to the rule. This is not because it is likely to be a true exception 
but simply because there remains insufficient estimates of how the various types of irregularities 
in Michigan translate into possible illegal votes. 


Clearly, based on this matrix, the American people deserve a definitive answer as to whether this 
election was stolen from Donald J. Trump. Absent a thorough investigation prior to Inauguration 
Day, a cloud and a stain will hang over what will be perceived by many Americans as an 
illegitimate Biden administration. 


The next six sections of this report examine in more detail each of the six dimensions of alleged 
election irregularities. 


Il. Outright Voter Fraud 


Outright voter fraud ranges from the large-scale manufacturing of fake ballots, bribery, and dead 
voters to ballots cast by ineligible voters such as felons and illegal aliens, ballots counted multiple 
times, and illegal out-of-state voters. Table 3 provides an overview across the six battleground 
states of the various types of outright voter fraud that have been alleged to be present. 


Table 3: Outright Voter Fraud in the 2020 Presidential Election 
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From the figure, we see that different types of fraud may be present in all six states. Let’s more 
precisely define each of these different types of fraud using examples that are designed to be 
illustrative rather than exhaustive. 


Bribery 


In a voter fraud context, bribery refers to the corrupt solicitation, acceptance, or transfer of value 
in exchange for official action, such as voter registration or voting for a preferred candidate.'? At 
least in Nevada, there is a slam dunk case that such bribery occurred. 


What is so stunning about the Nevada case is the brazen disregard for our federal bribery laws. In 
the Silver State, in an effort orchestrated by the Biden campaign, Native Americans appear to have 
traded their votes not for pieces of silver but rather for Visa gift cards, jewelry, and other “swag.”'° 
According to the Epoch Times, such vote buying schemes also may have occurred in eight other 
states, including Arizona and Wisconsin.'* 


Fake Ballot Manufacturing and Destruction of Legally Cast Real Ballots 


Fake ballot manufacturing involves the fraudulent production of ballots on behalf of a candidate; 
and one of the most disturbing examples of possible fake ballot manufacturing involves a truck 
driver who has alleged in a sworn affidavit that he picked up large crates of ballots in New York 
and delivered them to a polling location in Pennsylvania.” There may be well over 100,000 ballots 
involved, enough fake ballots alone to have swung the election to Biden 1n the Keystone State. 


Likewise in Pennsylvania, there is both a Declaration and a photo that suggests a poll worker used 
an unsecured USB flash drive to dump an unusually large cache of votes onto vote tabulation 
machines. The resultant tabulations did not correlate with the mail-in ballots scanned into the 
machines. !° 


Arguably the most flagrant example of possible fake ballot manufacturing on behalf of Joe Biden 
may have occurred at the State Farm Arena in Atlanta, Georgia. The possible perpetrators were 
caught in flagrante delicto on surveillance video. 


In one version of this story, poll watchers and observers as well as the media were asked to leave 
in the middle of the night after a suspicious water leak. Once the room was cleared, several election 
officials pulled out large boxes of ballots from underneath a draped table. They then proceeded to 
tabulate a quantity of fake manufactured ballots estimated to be in the range of tens of thousands."/ 
Note that a large surge in Biden votes following the tabulation of these ballots can be clearly 
observed after these votes were processed.!® 


Despite what appears to be damning evidence of a possible crime, a spate of stories appeared 
across the anti-Trump media diaspora dismissing any concerns. According to these whitewash 
stories, these were regular and authorized ballot boxes, observers in the media were not asked to 
leave but simply left on their own, and it is perfectly acceptable to count ballots in the absence of 
observers.!? Or so the spin goes. 


Of course, this is precisely the kind of incident that should be fully investigated both by Georgia’s 
Attorney General as well as by the Federal Department of Justice. Yet it remains unclear as to 
whether such investigations are underway. Meanwhile, the videotape itself, absent an adequate 
explanation, has contributed to the current climate of skepticism surrounding the fairness and 
integrity of the election. 


Finally, as an example of the possible destruction of legally cast real ballots there is this allegation 
from a court case filed in the United States District Court for the District of Arizona: Plaintiffs 
claim that over 75,000 absentee ballots were reported as unreturned when they were actually 
returned. These absentee ballots were then either lost or destroyed (consistent with allegations of 
Trump ballot destruction) and/or were replaced with blank ballots filled out by election workers 
or other third parties.° 


indefinitely Confined Voter Abuses 


Indefinitely confined voters are those voters unable to vote in person because of old age or some 
disability. There are two types of possible abuses associated with such indefinitely confined voters. 


The first kind of abuse involves exploiting the elderly or the infirm by effectively hijacking their 
identities and votes. For example, in Georgia, the family of an elderly man in a nursing home 
facility discovered that a mail-in ballot had been requested and submitted under his voter 
registration identity, yet it was done without his consent.*! In a similar situation in Pennsylvania, 
two parents and their daughter who has Downs Syndrome went to vote in person and discovered 
that a mail-in ballot had both been requested and submitted for the daughter without her consent.” 


The second kind of indefinitely confined voter abuse is far more consequential, at least in the state 
of Wisconsin. The key allegation here in several court filings is that “bad-faith voters” registering 
as “indefinitely confined” intentionally broke “Wisconsin election law to circumvent election 
integrity photo identification requirements.” In a nutshell, they were able to vote without showing 
a voter identification photo and therefore underwent a far less rigorous I.D. check than would 
otherwise have been conducted. 


This abuse happened, according to one press account, after “clerks in Dane and Milwaukee 
counties offered illegal advice that encouraged individuals to use indefinite confinement as a way 
to ignore the state’s photo I.D. requirement.”** The Trump side has called this correctly an open 
invitation to fraud; and stories and pictures abound of Wisconsin voters who registered as 
indefinitely confined but were seen also attending weddings, riding their bikes, going on vacation, 
and otherwise be anything but confined.” 


Here is what is most important about this particular type of election fraud: In the wake of the 
expanded definition of indefinitely confined voters — a definition ruled legally incorrect by the 
Wisconsin Supreme Court”? — the number of indefinitely confined voters surged from just under 
70,000 voters in 2019 to over 200,000 in 2020.*° This 130,000 vote increment of new indefinitely 
confined voters is more than five times the Biden victory margin in Wisconsin. 


Ineligible Voters and Voters Who Voted in Multiple States 


Ineligible voters include felons deemed ineligible, underage citizens, nonregistered voters, illegal 
aliens, illegal out-of-state voters, and voters illegally using a post office box as an address.”’ 


In a court filing by the Trump campaign legal team, lead counsel Ray Smith provided a list of more 
than 70,000 allegedly ineligible voters casting ballots in Georgia in the 2020 election.”* Also in 
Georgia, over 20,000 people appear to have filed a Notice of Changed Address form to the Georgia 
state government or had other indications of moving out of state. Yet, these clearly ineligible out- 
of-state voters appeared to have remained on the voter rolls and voted in the 2020 election.”” 


As additional data points regarding ineligible out-of-state voters, there are these: Between 80 and 


100 self-proclaimed Black Lives Matter-affiliated members from other states have admitted to 
having voted in Pennsylvania.*” 
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As for those voters who vote in multiple states, one lawsuit claims that roughly 15,000 mail-in or 
absentee ballots were received in Nevada from voters who were known to have voted in other 
states.°! It is useful to note here that in Nevada, poll workers allegedly were not consistent in their 
procedures when checking voters in to vote about whether they accepted California or Nevada 
Voter Identification as proof of eligibility to register to vote.*” 


Dead Voters and Ghost Voters 


According to widespread evidence, there was a surprising number of ballots cast across several 
key battleground states by deceased voters, sparking one wag to quip, in reference to a classic 
Bruce Willis movie, this was the “Sixth Sense” election — I see dead people voting. 


In Pennsylvania, for example, a statistical analysis conducted by the Trump Campaign matching 
voter rolls to public obituaries found what appears to be over 8,000 confirmed dead voters 
successfully casting mail-in ballots.*> | In Georgia — underscoring the critical role any given 
category of election irregularities might play in determining the outcome — the estimated number 
of alleged deceased individuals casting votes almost exactly equals the Biden victory margin. 


In Michigan, according to one first-hand account offered in a declaration, computer operators at a 
polling location in Detroit were manually adding the names and addresses of thousands of ballots 
to vote tabulation systems with voters who had birth dates in 1900.*4 And in Nevada, a widower 
since 2017 saw that his deceased wife had successfully cast a mail-in ballot on November 2, 2020, 
three and a half years after her death. *° 


It may be useful to note here that dead voters played a critical role in stealing the election from 
Richard Nixon, a theft orchestrated by Mayor Richard Daley and his Chicago political machine. 
According to one report “more than 3,000 votes [were] cast in the names of individuals who were 
dead, and more than 31,000 individuals voted twice in different locations in the city.” President 
Kennedy’s victory margin in Illinois was less than 9,000 votes. 


On the Ghost Voter front, a “Ghost Voter” is a voter who requests and submits a ballot under the 
name of a voter who no longer resides at the address where that voter was registered. In Georgia 
for example, it is alleged that over 20,000 absentee or early voters — almost twice the Biden victory 
margin — cast their ballots after having moved out of state.*° In Nevada, a poll worker reported that 
there were as many as 50 ballots per day being delivered to homes vacated by their former 
residents.>’ 


Counting Ballots Multiple Times 


Counting ballots multiple times occurs most egregiously when batches of ballots are repeatedly 
rescanned and re-tabulated in electronic voting machines. It can also happen when the same person 
votes multiple times within the same day. Evidence of these particular kinds of “ballot stuffing” 
are present across all six battleground states. 


1] 


For example, in Wisconsin, poll workers were observed running ballots through tabulation 
machines more than once.** In Wayne County, Michigan, Republican poll watchers observed 
canvassers re-scanning batches of ballots through vote tabulation machines up to 3 to 4 times.*? 


In Pennsylvania, a poll worker observed a woman vote twice in the same day by changing her 
appearance.*? Another poll worker observed people in voting lines in one corner of a polling 
location voting, and then coming to another polling location at the other side of the building to 
vote.” Still another poll worker witnessed a woman voting twice at voting machines on Election 
Day. 


IV. Ballot Mishandling 


Ballot mishandling represents the second major dimension of alleged election irregularities in the 
2020 presidential election. As Table 4 illustrates, this is a multifaceted problem across the 
battleground states. Let’s work our way through this figure starting with the failure to properly 
check the identification of voters. 


Table 4: Ballot Mishandling in the Battleground States 
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No Voter |.D. Check 


It is critical for the integrity of any election for poll workers to properly verify a voter’s identity 
and registration when that voter comes in to cast an in-person ballot. However, there is at least 
some evidence of a lack of adequate voter ID check across several of the battleground states. 


For example, in Michigan, the chairperson of a polling location permitted an individual to vote 
without presenting voter identification and another with only a photocopy of a driver’s license.*” 
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In Nevada, poll workers were instructed to advise people who wanted to register to vote and did 
not have proper Nevada IDs or Driver’s Licenses to do the following: These unregistered voters 
could go outside into the parking lot and make an appointment with the Department of Motor 
Vehicles as late as January 2021 to obtain a Nevada Driver’s License as proof of their identity. 
They could then bring in confirmation of their DMV appointment in either paper or digital form; 
and that would be sufficient to allow them to be registered.** 


Signature Matching Abuses 


It is equally critical that ballot counters legally verify mail-in and absentee ballots by checking if 
the signatures on the outer envelopes match the voters’ registration records.*> Note, however, that 
a variety of signature matching abuses represent a major issue in Nevada, Pennsylvania, and 
especially in Georgia. 


In Georgia, contrary to state law, the Secretary of State entered into a Consent Decree with the 
Democrat Party that weakened signature matching to just one verification instead of two. This 
illegal weakening of the signature match test has called into question more than 1.2 millton mail- 
in ballots cast in Georgia.*° 


Georgia is not the only state where signature match check abuses have surfaced. Nevada law 
requires that persons — not machines — review all signatures and ballots. Yet the Clark County 
Registrar of Voters used a defective signature matching computer system called Agilis to conduct 
such checks.*” As will be discussed further below, this problem of machines replacing humans 
contrary to Nevada state law was compounded by the fact that the Agilis system has an 
unacceptably low accuracy rate, making it easier for illegal ballots to slip through its screen.*® 


Signature match abuses also surfaced in Wisconsin where mandatory voter information 
certifications for mail-in ballots were reduced and/or eliminated, again contrary to state law. As 
noted in one lawsuit, this change “undermined the authority of the state legislature, reduced the 
security and integrity of the election by making it easier to engage in mail-in ballot fraud and 
created another standard-less rule in conflict with the clear terms of the Wisconsin Election Code, 
preventing uniform treatment of absentee ballots throughout the State.’ 


“Naked Ballots” Lacking Outer Envelope 


A naked ballot is a mail-in or absentee ballot lacking an outer envelope with the voter’s signature 
on it. It is illegal to accept the naked ballot as the outer envelope provides the only way to verify a 
voter’s identity. 


The illegal acceptance of naked ballots appears to be particularly acute in Pennsylvania as a result 


of ill-advised “guidance” issued by the Secretary of State — a registered Democrat”? — that such 
naked ballots be counted. 
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This issuance of such guidance, in violation of state law,°' appears to be a blatant attempt by a 
Democrat politician to boost the count for Joe Biden as it was clear that Democrats would be voting 
disproportionately higher through mail-in ballots. This incident is especially egregious because 
when the Pennsylvania Supreme Court rejected this guidance, the Secretary of State refused to 
issue new guidance directing election officials to NOT count non-compliant mail-in or absentee 
ballots.° 


Broken Chain of Custody & Unauthorized Ballot Handling or Movements 


The maintenance of a proper chain of custody for ballots cast is the linchpin of fair elections. Chain 
of custody is broken when a ballot is fraudulently transferred, controlled, or moved without 
adequate supervision or oversight.°> 


While chain of custody issues can apply to all ballots, the risk of a broken chain of custody is 
obviously higher for mail-in and absentee ballots. This is because the ballots have to go through 
more hands. 


In the 2020 presidential election, the increased use — often illegal use — of unsupervised drop boxes 
arguably has enhanced the risk of a broken chain of custody. So, too, has the increased practice of 
so-called “ballot harvesting” whereby third parties pick up ballots from voters and deliver them to 
drop boxes or directly to election officials. 


Both drop boxes and ballot harvesting provide opportunities for bad actors to insert fraudulent 
ballots into the election process. That this is a very serious matter is evident in this observation by 
BlackBox Voting.org: “In court cases, chain of custody violations can result in refusal to admit 
evidence or even throwing a case out. In elections, chain of custody violations can result in 
‘incurable uncertainty’ and court orders to redo elections.”°* (emphasis added) 


As an example of the drop box problem, in Pennsylvania, ballots were illegally dumped into drop 
boxes at the Nazareth ballot drop center in violation of state law.°? Likewise in Pennsylvania, a 
man caught on videotape and photos came out of an unmarked Jeep extracting ballots from an 
unsupervised ballot drop-box to bring them into a ballot counting center. That same man was 
observed to come back with an empty ballot container to place in the unsupervised drop box.°® 


In Wisconsin, the state’s Election Committee illegally positioned five hundred drop boxes for 
collection of absentee ballots across the state. However, these drop boxes were disproportionately 
located in urban areas which tend to have much higher Democrat registration, thereby favoring the 
candidacy of Joe Biden. Note: Any use of a drop box in Wisconsin is illegal by statute. Therefore, 
the votes cast through them cannot be legally counted in any certified election result.°’ 


As an example of ballot harvesting — in this case at the front end of the process — 25,000 ballots 
were requested from nursing home residents in Pennsylvania at the same time.*® 
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As additional examples of a possible broken chain of custody, there are these: Large bins of 
absentee ballots arrived at the Central Counting Location in Wisconsin with already opened 
envelopes, meaning that ballots could have been tampered with.°? They were nonetheless counted. 


Also in Wisconsin, an election worker was observed moving bags of blank ballots into a vehicle 
and then driving off without supervision.®” There is also the previously referenced case whereby 
a truck driver has offered a firsthand account of moving large quantities of fake manufactured 
ballots from New York to Pennsylvania. 


As a final note on the unauthorized handling or movement of ballots, there is the problem of illegal 
ballot counters. These are persons who not legally permitted and/or certified to be counting ballots. 


In one curious case, an individual who worked as an official photographer for Kamala Harris’ 
campaign in 2019°! was alleged to be involved in scanning ballots in Floyd County, Georgia. 
Ballot counters cannot have any ties to candidates in a presidential election. 


Ballots Accepted Without Postmarks and Backdating of Ballots 


Across all of the battleground states, it is against state law for poll workers to count either mail-in 
or absentee ballots that lack postmarks. It is also illegal to backdate ballots so that they may be 
considered as having met the election deadline for the receipt and counting of such ballots. There 
is some evidence of these irregularities in several of the battleground states. 


For example, in Wisconsin, according to one Declaration, employees of the United States Postal 
Service (USPS) in Milwaukee were repeatedly instructed by two managers to backdate late- 
arriving ballots so they could still be counted.© In addition, the USPS was alleged to have 
backdated as many as 100,000 ballots in Wisconsin.” 


Similarly, in Detroit, Michigan, as noted in a court case, poll workers were instructing ballot 


counters to backdate absentee ballots so they could be counted. One poll watcher also observed 
ballots in Michigan being run through vote tabulation machines without postmarks on them. 
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V. Contestable Process Fouls 


Contestable process fouls represent the third dimension of election irregularities in the 2020 
presidential election. The various forms such process fouls can take are illustrated in Table 5 across 
the six battleground states. 


Table 5: Contestable Process Fouls in the Battleground States 


ARIZONA GEORGIA Ute Ley NEVADA | PENNSYLVANIA WISCONSIN 


Abuses of Poll Watchers & 
Observers 


Mail-In & Absentee Ballot 
Rules Violated Contrary to 
State Law 


Voters Not Properly Registered 
Allowed to Vote 


Itlegal Campaigning at Poll 
Locations 


| Ballots Cured by Poll Workers 
| or Voters Contrary to Law 





/ =Wide-Spread Evidence *=Some Evidence 


Abuses of Poll Watchers and Observers 


Central to the fairness and integrity of any election is the processes by which observers monitor 
the receipt, opening, and counting of the ballots. You can see in the Table 5 that poll watcher and 
observer abuses were present across all six battleground states. 


In Georgia,’ Michigan,’ and Pennsylvania, poll watchers and observers were denied entry to 
ballot counting centers by Judges of Elections and other poll workers. This was despite presenting 
proper certification and identification. 


In Georgia,” Michigan, ’° Nevada,’! and Pennsylvania,’ Republican poll watchers were also forced 


inside confined areas, thereby limiting their view. In some cases, this confinement was enforced 
by local law enforcement. 
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Across these four battleground states, Republican poll watchers were also directed to stand at 
unreasonably lengthy distances from ballot counters. In Michigan — arguably the “first among 
equals” when it comes to observer abuses — poll workers put up poster boards on the windows of 
the room where ballots were being processed and counted so as to block the view.” In 
Pennsylvania, tens of thousands of ballots were processed in back rooms where poll observers 
were prohibited from being able to observe at all.” 


This is an extremely serious matter because it is these poll watchers and observers who represent 
the frontline defenders of a fair election process. Their job is to make sure all ballots are handled 
properly and tabulated accordingly. They seek to answer questions like: Is there a signature match 
process being conducted? Does each ballot have an outer envelope or is it a naked ballot? Are 
ballots being run more than once through the tabulation machines? 


When poll watchers or observers are barred from viewing or forced to view from unacceptably 
large distances, these watchdogs cannot accurately answer these questions. They, therefore, cannot 
fulfill their critical watchdog function. 


Mail-In Ballot and Absentee Ballot Rules Violated Contrary to State Law 


In Georgia, more than 300,000 individuals were permitted to vote who had applied for an absentee 
ballot more than 180 days prior to the Election Day. This is a clear violation of state law.” 


In both Pennsylvania and Wisconsin, Democrat election officials acted unilaterally to accept both 
mail-in and absentee ballots after Election Day. State Republicans have argued this is contrary to 
state law. 


In Pennsylvania, absentee and mail-in ballots were accepted up to three days after Election Day.’”° 
On November 7", in anticipation of a legal challenge, the United States Supreme Court ordered 
that the approximately 10,000 absentee and mail-in ballots that had arrived past November 3™ be 
separated from ballots that had arrived on Election Day.’’ This direction notwithstanding, a poll 
watcher reported on November 7" that, in Delaware County, ballots received the previous night 
were not being separated from ballots received on Election Day, contrary to state law.”® 


Wisconsin state law does not permit early voting. Nonetheless, city officials in the Democrat 
stronghold of Madison, Wisconsin assisted in the creation of more than 200 “Democracy in the 
Park” illegal polling places. 


These faux polling places were promoted and supported by the Biden campaign. They provided 
witnesses for absentee ballots and acted in every way like legal polling places. Moreover, they 
received ballots outside of the limited 14-day period preceding an election that is authorized by 
statute for in-person or absentee balloting. These were clear violations of state law.” 
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Voters Not Properly Registered Allowed to Vote 


One of the jobs of poll workers is to ensure that in-person voters are legally registered and are who 
they say they are. Across at least three of the six battleground states — Georgia, Nevada, and 
Wisconsin — this job may not have been effectively done. 


In Wisconsin, for example, officials refused to allow poll watchers to challenge the qualifications 
of people applying to vote or require proof of such persons’ qualifications.*° In Georgia, more than 
2,000 individuals appear to have voted who were not listed in the State’s records as having been 
registered to vote.*! 


In Pennsylvania, a poll watcher observed poll workers taking individuals whose names did not 
appear in voter registration books back into a separate area that was unobserved by any poll 
watchers. There, these apparently unregistered voters met with a Judge of Elections who allegedly 
told them: “you go back in, tell them this is your name, and you can vote.” 


Illegal Campaigning at Poll Locations 


Poll workers are supposed to remain politically neutral. When a poll worker displays bias for one 
political candidate over another at a polling location, this is contrary to state law. Unfortunately, 
this law appears to have been repeatedly violated in Michigan, Pennsylvania, and Wisconsin. 


For example, in Pennsylvania, poll workers were wearing paraphernalia from a group called 
“Voter Protection.” This is a 100% Democrat-funded Political Action Committee dedicated to 
Democrat redistricting in Pennsylvania; and the wearing of its paraphernalia constitutes illegal 
campaigning at the polls. 


In a similar type of illegal campaigning in Michigan, poll workers were allowed to wear Black 
Lives Matter shirts and were seen carrying tote bags of President Obama paraphernalia.** In 
addition, poll workers with Biden and Obama campaign shirts on were allowed on the ballot 
counting floor.*° 


In Wisconsin, representatives from the Biden campaign were outside with clipboards talking to 
voters on their way in to vote. They were clearly inside the prohibited perimeter for electioneering. 
Poll workers did nothing to address this illegal campaigning despite the objections of observers.*° 


Ballots Cured by Poll Workers or Voters Contrary to Law 


Under prescribed circumstances, both poll workers and voters may fix ballots with mistakes or 
discrepancies. This process is known as “ballot curing.” 


In nineteen states, poll workers must notify voters if there are errors or discrepancies on their 
ballots and allow them to “cure” or correct any errors so their votes will count.*’ However, in states 
that do not allow curing, ballots with discrepancies such as missing or mismatched signatures must 
be discarded.** 
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In Pennsylvania, and contrary to state law, poll workers were trained to allow voters to cure or 
“correct” their ballots.°’? According to one court filing, Democrat-controlled counties in 
Pennsylvania participated in pre-canvass activities prior to Election Day “by reviewing received 
mail-in ballots for deficiencies.””® Such discrepancies included “lacking the inner secrecy 
envelope or lacking a signature of the elector on the outer declaration envelope.” Voters were then 
notified so that they could cure their ballots — a clear violation of state law.”' 


Numerous other examples of illegally cured ballots abound. For example, in Wisconsin, tens of 
thousands of ballots were observed to be corrected or cured despite election observer objections.” 


In Pennsylvania, poll workers sorted approximately 4,500 ballots with various errors into bins. 
Poll workers then re-filled out the 4,500 ballots so that they could be read by tabulation machines, 
an action contrary to state law.” 


In Michigan, poll workers altered the dates on the outer envelopes of the ballots so that they would 
be able to count them.”* Michigan poll workers also filled out blank ballots to “correct” mail-in 
and absentee ballots according to what they believed the “voter had intended.””° 


Vl. Equal Protection Clause Violations 


The Equal Protection Clause is part of the 14" Amendment of the U.S. Constitution and a 
fundamental pillar of the American Republic. This Equal Protection Clause mandates that no State 
may deny its citizens equal protection of its governing laws.”° 


Table 6 illustrates three major alleged violations of the Equal Protection Clause in the 2020 
presidential election. As the table illustrates, each violation was observed to occur across all six 


battleground states. 


Table 6: Equal Protection Clause Violations in the Six Battleground States 
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Higher Standards of Certification & |.D. Verification Applied to In-Person Voters 


The first alleged violation focuses on the application of higher standards of certification and voter 
identification for in-person voters than mail-in and absentee ballot voters. In effect, these higher 
standards disproportionately benefited the candidacy of Joe Biden because President Trump had a 
much higher percentage of in-person voters than mail-in and absentee voters. Indeed, mail-in and 
absentee ballots were largely skewed for Joe Biden across the country by ratios as high as 3 out of 
4 votes in some states.”’ 


Note here that much of the alleged fraud and ballot mishandling focused on mail-in voters and 
absentee ballots. Therefore, the lower the level of scrutiny of these voters, the more illegal votes 
for Joe Biden relative to Donald Trump could slip in. It should likewise be noted here that this 
particular violation of the Equal Protection Clause was further enabled by poll watchers being 
denied meaningful observation. 

Perhaps the most egregious examples of this particular violation of the Equal Protection clause 
occurred in Georgia and Michigan. Georgia, for example, requires ID for voting in-person and 
Michigan will only allow provisional voting without an ID. However, in both Georgia and 
Michigan, a valid ID is not required to vote by mail so long as the person has already registered in 
a previous election. 


These procedures are ripe for fraud. In fact, there is evidence that election fraudsters targeted voters 
who had voted in past elections but not voted in more recent ones. These fraudsters could then cast 
ballots on behalf of these infrequent voters with little likelihood they would be caught. Numerous 
affidavits, however, detail persons arriving to vote at polls only to be informed that records indicate 
they had already voted. At least fourteen such affidavits have been made by Georgians. 


As a further example, in Wisconsin, mail-in ballots were accepted without witness signatures 
placed properly in the allocated envelope location.”*> A comparable process for in-person voting 
would have resulted in the invalidation of the vote. 


Different Standards of Ballot Curing 


As a second major violation of the Equal Protection Clause, likewise observed across all six 
battleground states, different standards for correcting mistakes on ballots (ballot curing) were 
applied across different jurisdictions within the states. Often, jurisdictions with predominantly 
Democrat registration were more expansive about allowing the curing of ballots than jurisdictions 
with predominantly Republican registration. 


In Pennsylvania, there was a clear difference between how ballots were — or were not — cured in 
Republican counties versus Democrat counties. When Pennsylvania’s Secretary of State Kathy 
Boockvar issued illegal guidance authorizing counties to cure ballots, this illegal guidance was not 
followed in at least eight different Republican counties.”? Meanwhile, ballots were cured in 
Democrat counties under this illegal guidance.!°° 
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In Arizona, there likewise was a clear difference between how in-person voters were treated versus 
mail-in ballots. On the one hand, mail-in voters had up to 5 days to “cure” or “fix” invalid mail-in 
ballots sent prior to Election Day.!°! On the other hand, in-person voters in Maricopa County, for 
example, had to deal with poll workers who did not know how to work electronic voting machines 
properly. This resulted in thousands of in-person votes being marked incorrectly and disregarded 
rather than cured. !° 


Differential and Partisan Poll Watcher Treatment 


In most states, political party candidates and ballot issue committees are able to appoint poll 
watchers and observers to oversee the ballot counting process.!° Such poll watchers and observers 
must be registered voters and present certification to the Judge of Elections in order to be able to 
fulfill their duties at a polling location.!"* 


Such certified poll watchers should be free to observe at appropriate distances regardless of their 
party affiliation. Yet in key Democrat strongholds, e.g., Dane County in Wisconsin and Wayne 
County in Michigan, which yielded high Biden vote counts, Republican poll watchers and 
observers were frequently subject to different treatment ranging from denial of entry to polling 
places to harassment and intimidation. 


For example, in Georgia, a certified poll watcher witnessed other poll workers at a polling location 
discussing how they should not speak to her due to her party affiliation. '°° In Pennsylvania, a 
Republican poll watcher was harassed and removed from the polling location due to his party 
affiliation.'°° In Wisconsin, a Republican poll watcher was prevented from observing due to the 
fact that polling locations were not allowing Republicans in.!% 


Note the synergy here between the problem of the process foul involved with denying access to 
certified poll watchers (discussed in the previous section) and the violation of the Equal Protection 
Clause such conduct entails when such denial, harassment, and intimidation differs by party 
affiliation. 
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Vil. 2020 Election Voting Machine Irregularities 


Perhaps no device illustrates that technology is a double-edged sword than the machines and 
associated software that have come to be used to tabulate votes across all 50 states.'°® Types of 
voting equipment include optical scanners used to process paper ballots, direct recording electronic 
systems which voters can use to directly input their choices, and various marking devices to 
produce human-readable ballots.!°” 


Two main types of voting machine irregularities have been alleged in the 2020 presidential 


election. As Table 7 illustrates, these types of irregularities include large-scale voting machine 
inaccuracies together with inexplicable vote switching and vote surges, often in favor Joe Biden. 


Table 7: 2020 Voting Machine Irregularities 


: | | | | 
ARIZONA | GEORGIA | MICHIGAN | NEVADA | PENNSYLVANIA | WISCONSIN 


Large-Scale Voting Machine 
Inaccuracies 


Inexplicable Vote Switching 
and Vote Surges In Favor of 
Biden 





/ =Wide-Spread Evidence *=Some Evidence 


Large-Scale Voting Machine Inaccuracies 


Much has been made about the shadowy genesis of a company called Dominion which provides 
voting machines and equipment to 28 states.''® According to critics, Dominion’s roots may be 
traced to an effort by the Venezuelan dictator Hugo Chavez to rig his sham elections.'!! Dominion 
is also alleged to have ties to the Clinton Foundation,'!* while the Smartmatic software used in the 
Dominion machines is alleged to have links to the shadowy anti-Trump globalist financier George 
Soros.!!° 


The controversy swirling over Dominion and Smartmatic notwithstanding, one of the biggest 
problems with machine inaccuracies may be traced to a company called Agilis. Nevada election 
officials in Clark County, a Democrat stronghold in Nevada, used Agilis signature verification 
machines to check over 130,000 mail-in ballot signatures. 


According to a court case filed in the First Judicial District Court in Carson City, the Agilis 
machines used a “lower image quality than suggested by the manufacturer.” Clark County 
Election Department officials also lowered the accuracy rate below the manufacturer’s 
recommendations, making the whole verification process unreliable. !'4 
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In a test run, it was proven that, at the manufacturer’s setting, the Agilis machine already had a 
high tolerance for inaccuracies—as high as 50% non-matching. In other words, half of the ballots 
that might be moved through the machine would be impossible to verify; and Clark County 
officials lowered that threshold even further.'!° 


As a final comment on this case, there is also the broader legal matter that the Agilis machines 
were used to “entirely replace signature verification by election personnel.” This is contrary to 
Nevada state law. 


As noted in a court case: “In violation of Nevada law, the Clark County Election Department 
allows the Agilis machine to solely verify 30% of the signatures accompanying the mail-in ballots 
without ever having humans inspect those signatures.”!'® 


A similar problem has been alleged in a court filing in Arizona with a software known as the Novus 
6.0.0.0. In cases where ballots were too damaged or illegible to be read by vote tabulation 
machines, Novus was used in an attempt to cure or restore the ballots. The system would do so by 
trying to read the applicable scans of the original rejected ballots. However, as noted in a court 
case filed by Kelli Ward, Chairwoman of the Arizona Republican Party: “the software was highly 
inaccurate, and it often flipped the vote.” |” 


Inexplicable Vote Switching and Vote Surges In Favor of Biden 


As a further complication to the Novus software problem in Arizona referenced above, the 
software was not only highly inaccurate. According to observers, and as an example of 
inexplicable vote switching, “the software would erroneously prefill ‘Biden’ twice as often as it 
did ‘Trump.’”!!® 


At least one instance of a large and inexplicable vote switching and vote surge in favor of Joe 
Biden took place in Antrim County, Michigan — and it is associated with the controversial 
aforementioned Dominion-Smartmatic voting machine hardware-software combo.'!? In this 
Republican stronghold, 6,000 votes were initially, and incorrectly, counted for Joe Biden. The 
resulting vote totals were contrary to voter registration and historical patterns and therefore raised 
eyebrows. When a check was done, it was discovered that the 6,000 votes were actually for Donald 
J. Trump. 


A subsequent forensic audit of the Antrim County vote tabulation found that the Dominion system 
had an astonishing error rate of 68 percent.!*° By way of comparison, the Federal Election 
Committee requires that election systems must have an error rate no larger than 0.0008 percent.’7' 


Perhaps even more troubling given concerns over hackers and Dominion’s alleged ties to bad 
foreign actors, the records that would have allowed the detection of remote internet access went 
missing from the Antrim County system. This was in direct violation of Michigan state law,'*? 
which requires retention of voting records for 22 months -- such information was in place for 
previous election years, but not this election. At the very least, the results of this audit indicates 
the need for further investigation of the Dominion system across other states in the country. 
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In Georgia, there were numerous "glitches" with the Dominion machines where the results would 
change. The most notable of these changes was a 20,000 vote surge for Biden and 1,000 vote 
decrease for Trump.!*° 


Vill. Statistical Anomalies in the Six Battleground States 


The 2020 presidential election appears to feature at least four types of statistical anomalies that 
raise troubling questions. Table 8 illustrates the incidence of these statistical anomalies across the 
six battleground states. As you can see from the table, Wisconsin and Georgia are characterized 
by the highest degree of statistical anomalies, with three of the four anomalies present. Nevada 
and Arizona show two anomalies present while Michigan has at least one. Let’s take a more 
granular look now at each of these types of statistical anomalies. 


Table 8: Statistical Anomalies in the Battleground States 


ARIZONA | GEORGIA MICHIGAN | TAZ ey Waa oe A tee 


| Significant Changes In 
Absentee Ballot Rejection 
Rates From Previous Elections 


CCST IC Malta ole aed ns 
{at times exceeding 100%) 


Statistically improbable Vote 
Totals Based on Party 
Registration & Historical 
Patterns 


Unusual Vote Surges 
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Dramatic Changes in Mail-in and Absentee Ballot Rejection Rates from Previous Elections 


It is routine across the 50 states for mail-in-and absentee ballots to be rejected for any number of 
reasons. These reasons may include: the lack of a signature or adequate signature match, a late 
arrival past a deadline, '** the lack of an external envelope that verifies voter-identification (a naked 
ballot),!*5 or if voters provide inaccurate or incomplete information on the ballots.'*° 


In the 2020 presidential race, Joe Biden received a disproportionately high percentage of the mail- 


in and absentee ballots. Perhaps not coincidentally, we saw a dramatic fall in rejection rates in 
Pennsylvania, Nevada, and especially Georgia. 
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For example, in Nevada, the overall rejection rate dropped from 1.6%!’ in 2016 to 0.58% in 
2020.'*8 In Pennsylvania, the 2016 rejection rate of 1.0%'*? dropped to virtually nothing at 
0.28%.'° The biggest fall in the overall absentee ballot rejection rate came, however, in Georgia. 
Its rejection rate fell from 6.8%!*! in 2016 to a mere 0.34%!” in 2020. 


These dramatically lower rejection rates point to a conscious effort by Democrat election officials 
across these key battleground states to subject mail-in and absentee ballots to a lower level of 
scrutiny. That this kind of government conduct and gaming of our election system may have 
contributed to tipping the scales in favor of Joe Biden can be illustrated in this simple calculation: 


In the 2020 race, Georgia election officials received 1,320,154 mail-in and absentee ballots. If 
these ballots had been rejected at the 2016 rate of 6.8% instead of the 2020 rate of 0.34%, there 
would have been 81,321 ballots rejected instead of the 4,489 ballots that were actually rejected. 


Under the conservative assumption that 60% of these mail-in and absentee ballots went to Joe 
Biden,!* this dramatic fall in the rejection rate provided Joe Biden with an additional 16,264 votes. 


That’s more than the margin of the alleged Biden victory in Georgia. 
Excessively High Voter Turnout (at times exceeding 100%) 


When there are more ballots cast than registered or eligible voters, fraud has likely taken place. 
During the 2020 presidential election, excessively high voter turnout occurred across all six swing 
States. 


In analyzing this problem, it is important to distinguish between states that have same-day 
registration and those that don’t. States with same-day registration can plausibly have voter turnout 
that is higher than 100%. However, is impossible for that to happen in states without same-day 
registration without fraud having taken place. 


Consider, then, Arizona which does not allow same-day voter registration. According to testimony 
from an MIT-trained mathematician, Candidate Biden may have received a weighted 130% total 
of Democrat votes in Maricopa County to help him win the state due to an algorithm programmed 
into the Dominion voting machines used there.'** 


Although Michigan does allow same-voter registration, voter turnout was still abnormally 
high. Here again, the Dominion voting system has been implicated. To wit: 


Cybersecurity executive and former NASA analyst, Russ Ramsland, testified that in Wayne 
County, Michigan, where Dominion Voting Systems equipment was used, 46 out of 47 precincts 
in the county displayed greater than a 96% voter turnout. 25 out of those precincts showed a 100% 
voter turnout.!?° 
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Wisconsin, which also allows same-day voter registration, also reported abnormally high voter 
turnout when compared to 2016 numbers. For example, Milwaukee reported a record 84% voter 
turnout during the 2020 presidential election versus 75% in 2016.'*° Of the city’s 327 voting wards, 
90 reported a turnout of greater than 90%.!°” 


Statistically Improbable Vote Totals Based on Party Registration and Historical Patterns 


The 2020 presidential election was characterized by strong partisan voting patterns consistent with 
historical patterns. As a rule, heavily Republican jurisdictions voted heavily for President Trump 
and heavily Democrat jurisdictions voted heavily for Joe Biden. 


In some cases, however, there were instances where these partisan and historical patterns were 
violated. It is precisely in such instances where either outright fraud or machine inaccuracies or 
manipulations are most likely to be operative. 


As one example of such statistically improbable vote totals, there are the results in Arizona’s Fifth 
Congressional District. In one precinct in the suburb of Queen Creek, the vote percent for President 
Trump dropped dramatically relative to 2016, from 67.4 to 58.5 percent.'** This was attributed to 
an “unusually high” number of duplicate ballots.!?” 


Unusual Vote Surges 


Several unusual vote surges took place in the very early hours of the morning of November 4" in 
Georgia, Michigan, and Wisconsin. An analysis conducted by the Voter Integrity Project of The 
New York Times publicly reported data on Election Day that showed several vote “spikes” that 
were unusually large in size with unusually high Biden-to-Trump ratios. Such spikes or surges 
could well indicate that fraudulent ballots had been counted. 


In Georgia, for example, an update at 1:34 AM on November 4" showed 136,155 additional ballots 
cast for Joe Biden, and 29,115 additional votes cast for President Trump.'*® An update in Michigan 
at 3:50 AM on November 4" showed an update of 54,497 additional votes cast for Joe Biden, and 
4,718 votes cast for President Trump.'*! And an update in Wisconsin at 3:42 AM on November 
4'n showed 143,379 additional ballots cast for Joe Biden, and 25,163 votes cast for President 
Trump.!” 
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IX. A State-By-State Analysis and Signal Failure of Our Legislative and 
Judicial Branches 


All happy families are alike; each unhappy family is unhappy in its own way. 
— Anna Karenina, by Leo Tolstoy 


It should be clear at this point that all six battleground states suffer from most or all of the six 
dimensions of election irregularities documented in this report. However, like Tolstoy’s unhappy 
families, it is also true that each battleground state is different in its own election irregularity way. 
That is, each battleground state may be characterized by a unique mix of issues that, 
impressionistically, might be considered “most important” in swinging that state for Joe Biden. 


Consider Arizona, a state with the lowest alleged Biden victory margin at 10,457 votes. This is a 
state with statistically improbable high voter turnouts in Maricopa and Pima counties; widespread 
ballot mishandling; and 1.6 million mail-in ballots (which tended towards Biden) subjected to 
much lower standards of certification and ID verification than in-person voters (who tended 
towards Trump). 


In Georgia, the alleged Biden victory margin was just 11,779 votes. What perhaps jumps out most 
in the Peach State is the illegal Consent Decree that effectively gutted the signature match 
requirements for millions of mail-in ballots. There is also the quite unresolved fake ballot 
manufacturing matter of the roughly 100,000 ballots that were mysteriously pulled, in the dead of 
night, out from underneath tables and expeditiously tabulated. Of course, we saw that Georgia’s 
electoral version of a Three-card Monte sleight-of-hand led to a strong Biden vote surge. 


Of all of the six battleground states which suffered from numerous observer and poll watcher 
abuses, Michigan must rank as “first among equals.” With its “board up the windows” and “rough 
up the observers” tactics, Detroit in Wayne County was the center of this “see no evil” universe. 
When two local Republican officials tried to withhold certification of the votes in this county for 
practices such as these and demanded an audit, they were subject to extreme intimidation and 
“doxing” and quickly capitulated.'*’ 


As for Nevada, this is a state likewise with a very narrow alleged victory margin for Joe Biden — 
33,596 votes. Here, voting machine irregularities associated with the Agilis machine have called 
into question as many as 130,000 votes. There may also be an unusually large number of ballots 
cast by out-of-state voters and others who did not meet residency requirements. Of course, the 
brazen bribery of Native Americans to vote for Joe Biden is a dark stain on the state and the 
Democrat Party. !** 


In Pennsylvania, an equally brazen Democrat Secretary of State issued illegal guidance for the 
acceptance of naked ballots and ignored direction from the Pennsylvania Supreme Court to fix the 
matter. She allowed ballots to be illegally cured in contravention of state law and pushed the legal 
envelope for accepting ballots after Election Day. 
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In the Keystone State, and as with Georgia’s Three-card Monte, shuffle fake ballots out from 
underneath a table scandal, there is also the equally unresolved matter of possible fake ballot 
manufacturing. Recall, here, the testimony of a truck driver who swears he picked up as many as 
100,000 fake manufactured ballots in New York and delivered them to Pennsylvania. Both the 
tractor-trailer and the ballots involved remain unaccounted for — and what might have been in this 
tractor-trailer were enough ballots alone to swing the election to Joe Biden. 


Finally, in Wisconsin, the mother of all contestable process fouls is arguably that of the roughly 
170,000 mail-in ballots entering the tabulation process under the guise of absentee ballots in clear 
violation of state law. That’s more than eight times the number of ballots of the alleged Biden 
victory margin of 20,682 votes. 


In Wisconsin, there is likewise the large-scale abuse associated with an overly expansive definition 
of “indefinitely confined voters.” Recall here that the increment of new indefinitely confined 
voters in the 2020 election in Wisconsin was more than five times the alleged Biden victory 
margin. 


2K 2k > ok 


While Democrat Party government officials cheated and gamed the electoral process across all six 
battleground states, many Republican government officials — from governors and state legislators 
to judges — did little or nothing to stand in their way. 


Consider that the Republican Party controls both chambers of the State Legislatures in five of the 
six battleground states — Arizona, Georgia, Michigan, Pennsylvania, and Wisconsin.'*° These 
State Legislatures clearly have both the power and the opportunity to investigate the six 
dimensions of election irregularities presented in this report. Yet, wilting under intense political 
pressure, these politicians have failed in their Constitutional duties and responsibilities to do so — 
and thereby failed both their states and this nation as well as their party. 


The same can be said for the Republican governors in two of the six battleground states — Arizona 
and Georgia. Both Arizona’s Doug Ducey and Georgia’s Brian Kemp have cowered in their 
Governor’s mansions and effectively sat on their hands while their states have wallowed in election 
irregularities. 


The judicial branch of the American government should be the final backstop for the kind of issues 
examined in this report. Yet both our State courts and Federal courts, including the Supreme Court, 
have failed the American people in refusing to properly adjudicate the election irregularities that 
have come before them. Their failures likewise pose a great risk to the American Republic. 
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Concluding Observations 


From the findings of this report, it is possible to infer what may well have been a coordinated 
strategy to effectively stack the election deck against the Trump-Pence ticket. Indeed, the patterns 
of election irregularities observed in this report are so consistent across the six battleground states 
that they suggest a coordinated strategy to, if not steal the election, then to strategically game the 
election process in such a way as to unfairly tilt the playing field in favor of the Biden-Harris 
ticket. 


A major part of this “stuff the ballot box” strategy has been aptly summarized in a complaint filed 
before the US Supreme Court by the State of Texas: 


Using the COVID-19 pandemic as a justification, [Democrat] government 
officials [in Georgia, Michigan, Pennsylvania, and Wisconsin] usurped their 
legislatures’ authority and unconstitutionally revised their state’s election 
statutes. They accomplished these statutory revisions through executive fiat or 
friendly lawsuits, thereby weakening ballot integrity.'*° 


According to the Texas complaint — which the Supreme Court sadly refused to hear — the goal of 
this strategy was to flood the battleground states “with millions of ballots to be sent through the 
mails, or placed in drop boxes, with little or no chain of custody.” At the same time, Democrat 
government officials also sought to “weaken the strongest security measures protecting the 
integrity of the vote signature verification and witness requirements.”'*’ 


The findings of the assessment conducted in this report are consistent with the Texas complaint. 
Key takeaways include: 


e The weight of evidence and patterns of irregularities uncovered in this report are such that 
it is irresponsible for anyone — especially the mainstream media — to claim that there is “no 
evidence” of fraud or irregularities. 


e The ballots that have come into question because of the identified election irregularities are 
more than sufficient to swing the outcome in favor of President Trump should even a 
relatively small portion of these ballots be ruled illegal. 


e While all six battleground states exhibit most, or all, six dimensions of election 
irregularities, each state has a unique mix of issues that might be considered “most 
important.” To put this another way, all battleground states are characterized by the same 
or similar election irregularities; but, like Tolstoy’s unhappy families, each battleground 
state is different in its own election irregularity way. 


e This was theft by a thousand cuts across six dimensions and six battleground states rather 
than any one single “silver bullet” election irregularity. 
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In refusing to investigate a growing number of legitimate grievances, the anti-Trump media 
and censoring social media are complicit in shielding the American public from the truth. 
This is a dangerous game that simultaneously undermines the credibility of the media and 
the stability of our political system and Republic. 


Those journalists, pundits, and political leaders now participating in what has become a 
Biden Whitewash should acknowledge the six dimensions of election irregularities and 
conduct the appropriate investigations to determine the truth about the 2020 election. If 
this is not done before Inauguration Day, we risk putting into power an illegitimate and 
illegal president lacking the support of a large segment of the American people. 


The failure to aggressively and fully investigate the six dimensions of election irregularities 
assessed in this report is a signal failure not just of our anti-Trump mainstream media and 
censoring social media but also of both our legislative and judicial branches. 


o Republican governors in Arizona and Georgia together with Republican majorities 
in both chambers of the State Legislatures of five of the six battleground states — 
Arizona, Georgia, Michigan, Pennsylvania, and Wisconsin'*® — have had both the 
power and the opportunity to investigate the six dimensions of election 
irregularities presented in this report. Yet, wilting under intense political pressure, 
these politicians have failed in their Constitutional duties and responsibilities to do 
so — and thereby failed both their states and this nation as well as their party. 


o Both State courts and Federal courts, including the Supreme Court, have failed the 
American people in refusing to appropriately adjudicate the election irregularities 
that have come before them. Their failures pose a great risk to the American 
Republic. 


If these election irregularities are not fully investigated prior to Inauguration Day and 
thereby effectively allowed to stand, this nation runs the very real risk of never being able 
to have a fair presidential election again — with the down-ballot Senate races scheduled for 
January 5 in Georgia an initial test case of this looming risk. 
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